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@ WEB License Status

Trial License : 15 days remaining.
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@z License Activation

License Activation

Copy activation URL |hﬁp5:fﬂicenseapi diHiles.comAicensing/activation/start./d 7cbef S04fbabea 3f60F 2d 78984295244 785122 851 84 2 1 ccf Befd B840

(@53 Activate your license

I3l pliss bl oI el
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Licensing Management App

License Activation

Please enter your Activation Key:

R R R R - - K K,

Yaou will ind your Activation Key in our orger confirrmation email
Please contact Support should you require any help activating your license
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Licensing Management App

License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
+ Update/Support services for TSplus Enterpnse edition - 5 users - 3 years
» TSplus Advanced Security URimate edition

Thank you for your business!
You Can now safely close Ihis window
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w22y s g alo pas il 1o 6,0 5,31 | pol1 o S elgl dddae Jimaill 1 Juaiall iYL

@z License Activation

License Activation
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o W Setup-TSplus-S..  9/10/2020 1214 PM Application 4197 KB
= Pictures - -
= [y UpdateRelease G/3/2020 2:28 PM Application 685 KB
[ Desktop v
File name: |license PEB_OF >
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Editions
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License Activation

Please enter your Activation Key:

You will find your Activation Key in our order confirmation email
Please contact Support should you require any help activating your license.
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License Activation

Please select the license(s) you want to activate on this computer;
TSplus

[] TSplus Enterprise edition - 5 users
) No Updates/Support
) Update/Support services for TSplus Enterprise edition - 5 users - 3 years

T5plus Advanced Security

[ TSplus Advanced Security Uimate edition

The licenses listed above are all the licenses curmently available for activation on this computer.
If you have purchased mulliple units, only ane will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

£ Back Mexl »
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License Activation

Your license has been activated!
« TSplus Enterprise edition - 5 users
« Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ultimate edition

Thank you for your business!
You can now safely close this window.
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License Status

@H Permanent license activated. - Enterprise edition - Unlimited users
[2] Computer 1D 2222
[ Computer name: DESKTOP-F304H4|

D—l End of support date: 5/14/2023

License Status

@3  License Activated - Ultimate Protection edition
ﬁ COMPUTERID 2222

@ Computer name: DESKTOP-F304H41
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License o

License has been synchronized with licensing portal
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(% Activate your License
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E Buy Mow
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@ WEB License Status
@E Trial License : 15 days remaining.
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ﬁ Computer ID: 2222
o
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] cComputer name: WIN-A1LODCNOESE

% SYSTEM TOOLS
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Editions
‘E:]’ ADD-ONS @ System Edition
(@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition
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m Activation

What do you want to do?

Activate License [license.lic file)

Extend Support period [support.lic file)

Extending your support perniod

When you did place your order, a support file named "support.lic
has been created for you, To extend your support period you have to
select the place where you did store this support.lic file

OK

05 52> wloSupport.lic Lol & axidly oo J>1 lalsss



Licensing

Your support period has been successfully extended!

Ok




6 ki dole e 8ol 6,15]TSplus

A=y ooz 52> e sl
209 3 UiSay Lawass ge> olales pladl go sl 6,l5] 498

olall iy sl e a98,V1 aJWl (il o5 B9Lis] e xlaw wiSall Lol el

i loo)
i Lo, 8151 J9guall 2=y 1ell3

TSplus - Administration Console - 18 — X

Lite Mode

PLUS QEMOTE Assist Me Help English -

{t HOME

[ AprLicATIONS D @

Computer name: MYSERVER https:/fwebportal.example.com
(Ch PRINTER
Private [P 192,168, b o o
PubliclP -
@ ws .
RDF port 3389 2 The built-in HTTP server is listening on port 80

Connections: 1 The HTTPS server is listening on port 443

i rarm

[o} Session Manager

=]

&2, SESSIONS

System Audit - No issues found
% SYSTEM TOOLS
Version 18 - You are using the latest version Read changelog

3 ApvanceD

License TSplus Enterprise edition.
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@57 LICENSE support renewal date
2FA Advanced Security Server Monitoring
License Activated License Activated m License Activated GRemote Support
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Backup / Restore your Server Parameters
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Backup
@ wes
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m Mo backup found
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ek SYSTEM TOOLS
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Backup your Server Parameters

Backup

Back
Restore your Server Paramet REeR X

2019-02-07_12-57-36 Restore
Backup completed
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TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER
Product MName Value
Security Enabled Default {Ho)
@ WEB Session Pasition Drefault (Top)
Lockout

] Contextual menu|
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TE TSplus - Edit Setting

Enabled
Description:
Add a button in the contextual menu displayed by right clicking
on a file, folder or a multiple selection in the File Explorer. It
allows users to quickly send selected objects to their local
computer,

YValue:

Yes

Save Cancel

iSay Linyl jusi .azioge JSuin «_iolyi8l glaww (9 1LVl

m T5plus - Edit Setting
Position

Description:

Pasition of the button in the contextual menu,

Value:
Top

Lave

Cancel
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T"ﬂ‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER

Product Mame Value
Security Enabled Yes
® wes Session Limit 10
Login Interval 900

Contextual menu Lockout Period 1800

By earm Logs

&2 SESSIONS
Ek SYSTEM TOOLS
8 ApvaNCED
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(@57 LICENSE
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/ar/tsplus-lts-14/web-lockout
/ar/tsplus-lts-14/web-lockout
/ar/tsplus-lts-14/web-lockout

TE TSplus - Edit Setting

Enabled

Description:

T5plus prevents brute-force attacks by locking accounts

following repeated failed login attempts through the Web
portal.

Value:
fes

Save

Cancel
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TE TSplus - Edit Setting et
Limit

Description:

The Lockout Limit defines the number of allowed failed login
attempts from the Web portal before the account is locked out
[default is 10}

Value:
10

Save Cancel
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TE TSplus - Edit Setting et

Interval

Description:

The Lockout Interval specifies an interval of time between failed
login attempts. If a failed login attempt occurs after the Interval
defined, then the counter of failed login attempts is reset for
the relevant user (in seconds, default is 900 seconds).

Value:
ErDD|

Save

Cancel
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TE TSplus - Edit Setting

Period

Description:

The Lockout Period specifies the duration an account is locked
out and unable to login (in seconds, default is 1800 seconds).
The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod’'s value, one should update the

Lockoutinterval setting with a smaller value to ensure a relevant
behavior,

Value:

1800

Save Cancel
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T".]‘ TSplus - Administration Conscle

TS U Remaote Access Management Console

1t HomE

Backup / Restore your Server Parameters

[ appLicaTiONS

Advanced Settings

(ep PRINTER

Product Name Value
Security Web portal log WARN
@ wes Session Session opening log Disabled
Lockout Session control log INFO
m FARM . Contextual menu Load-Balancing log WARN
“’m AdminTool application log WARN
Contextual menu log OFF

2, SESSIONS
K SYSTEM TOOLS
83 Apvancen
{7 ADD-ONS

(@7 LICENSE

Jud5 gloil o 1Ml

. Jaw gy el

o 8

o ol p
. Jxw ujles Jaxll 9

Jas gulasAdminTool .)dg>lg]I(
weorrespond  olgiwe Jull J| olisSe dalite w8 pcll ld dasally (il ooy lmiog ad9
alSial) Ll o5 . lgig> g0
L clowl g8lgo wlale Jrull :dslizall

Web Portal log: “C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.log”

J=w a9 dawl=lJI“C:\wsession\trace”



J=xw oSl 9 tawl=lI“C:\Program Files (x86)\TSplus\UserDesktop\files\APSC.log”

J=xw ojles 1 Jwexidl“C:\Program Files (x86)\TSplus\UserDesktop\files\svcenterprise.log”

J=w ulasAdminTool: “C:\Program Files (x86)\TSplus\UserDesktop\files\AdminTool.log”

RDS-Knight / TSplus Advanced Security: “C:\Program Files (x86)\TSplus-Security\logs”
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T"J‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER

Product Name Value

Security Administrator pin code Default [
Q@ wes Session Use RDS role Default (No)

Lockout AdminTool Language English

Contextual menu

By earm Logs

o
2, SESSIONS
Qk SYSTEM TOOLS
8 ApvaNCED

4P ADD-ONS

(&7 LICENSE

#HHE o) il Lol J9gauall,

oS J9damall Lol Jou09 ST Joguuall (e B cmsi o)PIN. piw adlo (9 JS dlay 9 doMe ol
doasioll oAdminTool: s whblae] jxiall



TS U Remote Access Management Console

{a HomE

Backup / Restore your Server Parameters

[ appLicATIONS

Advanced Settings

(ep PRINTER
Product Mame Value
security Administrator pin code Default
@ WEB Session )
A Th TSplus - Edit Setting x
m FARM Al Administrator pin code
Description:
o
= SESSIONS AdminTool will ask for a password if this value is not empty.

% SYSTEM TOOLS

3 ADvaNCED

{:} ADD-ONS Value:
[1234

@7 LICENSE

Save Cancel

#H## paciwl 49>RDS
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T8 TSplus - Edit Setting X

Use RDS role
Description:
Multi-session role and Windows RDS role are not compatible, s
You can either select the Windows RDS role, or TSplus Multi-
session role,
- When using Multi-session role, the Windows ED5 role must be
uninstalled.
When using the Windows RDS role, this Windows role must be
installed.
WARMIMG: changing role requires to reboot the system. >
Value:
M LT

Save

Cancel

plaziwY j95Windows RDS. s3> dad "ass" lagioly Ll .laa>
Joaws ool daals obol 6,V

Lowa3i gl a3 AdMINTool plasiwl joy ol e _le( Juw :JUsllOXFFFFFF).



TE TSplus - Edit Setting

AdminTool background color

Description:

Customize AdminTool's background color using an hexadecimal
code [for example: OxFFFFFF].

Value:

OxFFFFFF

Save Cancel
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T8 TSplus - Edit Setting X
AdminTool Language

Description:

5et the AdminTool interface language.

Value:
English A

French
Geman
Dutch
Spanish
ttalian
Portuguese
Polish
Russian
Lkrainian
Hungarian
Czech
Turkish
Chinese
Traditional Chinese
Japanese
Korean
Arabic
Farsi
Hebrew
Armenian
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T"ﬂ‘ T5plus - Administration Console

TSECU Remote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER

Product Mame Value

a EBlock standard RDP clients No

@ WEB Session Disable existing sessions web listing Yes
Lockout No Web for Admins Defauilt (No)
By rarm Contextuzl menu Block WAN RDP clients Default [Na)
Logs Only Web Partal Defauit (No)
Cnly Web Portal for Users Default (Mo)
& SESSIONS Only Users with Applications Default (Mo)
‘Whitelist Admin without Applications Default [Yes)

Ek SYSTEM TOOLS
8 ApvaNCED

&7» ADD-ONS
(@57 LICENSE

### Ja> cMacRDP ¢ puwliall

S5l dad "as" 3] S ey 9 gio Joosll ] eMacRDP bl Jiomstsc .l



TE TSplus - Edit Setting et

Block standard RDF clients

Description:

Deny access to standard RDP clients such as mstsc,

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting
Disable existing sessions web listing

Description:

Do not list current sessions in public server heartbeat. This
listing is required for Load-Balancing Sticky Sessions feature,

Value:
Yes

Save Cancel

HH# Y 229 w9 G95uwmal)

Jioss dilgy cusdl H9guuall e Gl HLis] Aoy " ass”

m T5plus - Edit Setting

Mo Web for Admins

Description:

Web Portal is forbidden for Admins accounts,

Value:
Mo

Lave Cancel
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TE TSplus - Edit Setting b

Block WAN RDP clients

Description:

Deny access from standard RDP clients connected from owtside
the LAN.

Value:

Mo L

Save Cancel
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TE TSplus - Edit Setting et

Only Web Portal

Description:

Web Portal access is mandatory for every users.

Value:

Mo LT

Save Cancel

J==21 Jpooll Ll dlss cull Lolill JSI pastiamn slimwl (ulgdumall o€ Sl Hlis] dad "ps”

Tl TSplus - Edit Setting Ly

Only Web Portal for Users

Description:

Web Portal access is mandatory, except for Admins.

Value:

Lave Cancel
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TE TSplus - Edit Setting b
Only Users with Applications

Description:

Allow access only for users with, at least, one assigned
application.

Value:

Mo L

Save Cancel
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TE TSplus - Edit Setting
Whitelist Admin without Applications

Description:

Allow access for admins even if they do not have any assigned
application and "Only Users with Applications” is enabled.

Value:
Yes

Save

Cancel
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T8 TSplus - Administration Console - - *
sz REMOTE
1t HoMmE
Backup / Restore your Server Parameters
[ appLicaTIONS
Advanced Settings
(P PRINTER
Product Mame Value 2
@ WEB Security Desktop for all users Ma
Application Command Line Mo
Lockout Remote Application Menu Default [Yes)
m FARM Contextual menu Remaote Application Menu Title Default [My Remote Appli...
Logs Background Color Default (10841658
Use "All Users™ desktop shorcuts Default [No)
& SESSIONS Fallback application path if no assigned application
Disable Motification Center Default [Yes)
Disable the daughter process handler Default (Mo}
% SYSTEM TOOLS Force logoff if no assigned application Default [Nao)
Printer: Reset User Settings on logon Default (Mo}
@ ADVANCED Allow screen saver Mo
Download Target Folder Default (FDESKTOP:)
Upload Target Folder Default [2eDESKTOP)
QP ADD-ONS URL an Client - Enable “tel:” protocal Default [Na)
Use Windows Shell Default [Yes)
@ LICENSE Force WinXshell o Default (Mo}
Add a delay when the session is opening Default [0}
Daugther Process Wait Duration Default (2000]
File Browser Default (Use Windows Ex...
Delete file after transfer Default (Mo}
Use WinXshell when required Yes v
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TE TSplus - Edit Setting et

Desktop for all users

Description:

All the users will have a full desktop.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Application Command Line

Description:

Application Command Line can be specified on client side,

Value:

Yes s

Save Cancel
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TE TSplus - Edit Setting et

Remote Application Menu

Description:

Remote Application Menu will be added on user's PC,

Value:

Yes s

Save Cancel
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TE TSplus - Edit Setting et

Remote Application Menu Title

Description:

Title to display in Remote Application Menu

Save Cancel
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TE TSplus - Edit Setting et

Background Color

Description:

Customize the user sessions background color using a
COLORREF code [for example: 10841658),

Value:
10841658

Save Cancel
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TE TSplus - Edit Setting et

Use “All Users” desktop shorcuts

Description:

Copy the shortcuts existing in Windows shared desktop in the
Taskbar and Floating Panel.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Fallback application path if no assigned application

Description:

Run this application if no application is assigned to the user
when he logs in.

Value:

Save Cancel
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TE TSplus - Edit Setting et

Disable the daughter process handler

Description:

Skip daughter process search when launching applications. It
will cause premature logoff if a published application uses
daughter process,

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting
Force logoff if no assigned application

Description:

The user will be automatically logoff if he has no application
assigned to him.

Value:
Mo

Save

Cancel
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TE TSplus - Edit Setting et

Allow screen saver

Description:

Disable Windows screensaver when set to "no”,

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Download Target Folder

Description:

Downloaded files will be put in this folder,

Value:

LDESKTOPY,

Save Cancel
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TE TSplus - Edit Setting et

Upload Target Folder

Description:

Uploaded files will be put in this folder.

Value:

LDESKTOPY,

Save Cancel
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TE TSplus - Edit Setting et

Use Windows Shell

Description:
Define Windows Shell as default shell.

Value:

Yes s

Save Cancel

#H## o ,9WinXshell
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TE TSplus - Edit Setting et

Force WinXshell

Description:
Force WinXshell alternate shell instead of the default shell.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting
Add a delay when the session is opening

Description:

Add additional waiting time at user session logon to get
everything initialized.

Value:

Save

Cancel

#6300 ,lasl adac auVl
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Tl TSplus - Edit Setting Ly
Daugther Process Wait Duration

Description:

Time to wait [in milliseconds) before searching for a daughter
process when lauching applications.

Value:

Lave

Cancel
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TE TSplus - Edit Setting b

File Browser

Description:

The selected application will be displayed to the user for file
selection.

Yalue:
Use Windows Explorer w

Save Cancel

pxiwlWinXshell xic éx =
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TE TSplus - Edit Setting
Use WinXshell when required

Description:

Authorize system to use Winkshell alternate shell instead of the
default shell when recommended.

Value:
Yes

Save

Cancel




TSplus Advanced Security

TSplus Advanced Security zlio a9lols' e TSplus AdminTool ;9gis9 9 doMe cugull oLyl 9
aSaud112:

T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

TSplus Advanced Security - Protect your server

[ AppuicaTiONs
Protect your server from brute-force attacks and foreign intrusions,
Elock ransomwares before they destroy your files,

@ PRINTER Restrict users access and lock them in a highly secured environment.

Q@ wes

m FARM Two-Factor Authentication - Confirm your users” identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

=]
SESSIONS
= the user mobile device,

ek SYSTEM TOOLS

@3 ADVANCED ServerGenius - Monitar your server
d:ﬂ, ADD-ONS Server Genius helps to aptimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memary, 1/0, Disks).

Track changes, resources usage and events with real-time email alerts.

@3 LICENSE
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/ar/advanced-security/
/ar/advanced-security/
/ar/advanced-security/
/ar/advanced-security/
/ar/tsplus-lts-14/web-lockout
/ar/tsplus-lts-14/web-lockout
/ar/tsplus-lts-14/web-lockout
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PLUS

Log on
‘ TSPLUS

John

‘ Headquarter

© HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

0i® & whblaeYl duol oVl il Soy lgpanass e oo 6l51 6,15 TSplus Advanced
Security.

iSay gzl o o> CYLaiVl dgxxall oMxully e d>g ¢p9liclP 9TSplus Advanced Security
Ultimate Protection:


/ar/advanced-security/bruteforce-defender
/ar/advanced-security/bruteforce-defender
/ar/advanced-security/bruteforce-defender
/ar/advanced-security/bruteforce-defender
/ar/advanced-security/bruteforce-defender
/ar/advanced-security/bruteforce-defender

W T5plus Advanced Security

HOME

EVENT VIEWER

HOMELAND

BRUTEFORCE

IP ADDRESSES

PERMISSIONS

WORKING HOURS

¥ O 0OoOKXe p >

SECURE DESKTOPS

ENDPOINTS

RANSOMWARE

SETTINGS

® & > D

LICENSE

TSplus Advanced Security - Ultimate Protection

-+ Add IP Address

IPs in the whitelist will be ignored by TSplus Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.

/" EditIP Address

> Remove IP Address(es)

Q, wrois

IP Address

= 213.145.201.53
mm 176.34.152.180
B ss.244.117.214
= 49.14.95.70

B 105.14.32.99
== 202.133.54.73
B 22.51.217.61
Bl 201.158.104,100
= 2.152.5.87

2 196.189.44.50
B 42.202.33.232
== 117.224,202,156
B 125,227.29.199
B 124.226.216.77
= 109.188.131.204
= 190,60,108.18
I+l 65.145.140.120
B 101.230.201.89
BH93.113.125.89
= 31.220.43.113

Status

Blocked - BruteForce Defender
Elocked - BruteForce Defender
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection

Date

14 har 2019 040111
11 Mar 2019 21:38:55
11 Mar 2019 04:26:57
11 hdar 2019 03:10:33
11 Mar 2019 00:50:07
10 Mar 2019 23:43:50
10 Mar 2019 20:37:56
10 Mar 2019 17:35:18
10 har 2019 17:20:58
10 Mar 2019 17:19:15
10 Mar 2019 15:16:59
10 kdar 2019 141803
10 Mar 2019 08:13:40
10 kar 2019 07:56:32
10 Mar 2019 D6:18:58
10 Mar 2019 05:46:16
10 kdar 2019 02:23:04
10 Mar 2019 00:50:43
04 Mar 2019 16:55:01
04 har 2019 180753

Description

blocked
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ol JolJI JTSplus Advanced Security zlio
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/ar/advanced-security/

9SS Guki TSplus
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My Home PC

Head Quarter

Accountancy

CRM and Inventory
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Please start by adding a TSplus server with the bottom right button.
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/ar/tsplus-lts-14/free-certificate-manager
/ar/tsplus-lts-14/free-certificate-manager
/ar/tsplus-lts-14/free-certificate-manager

- TSplu By

= Edit TSplus server a

TSPLUS SERVER

Host name or IP address
accountancy.tsplus.net

Use SSL7?

Display name (optional)
Accountancy

CREDENTIALS

Domainlusername

John

Password

oi il e 531 (8 el uadl aas) diSay oY el e eslsdl Lol by Jewogl ] blilas

Accountancy
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/ar/tsplus-lts-14/universal-printer
/ar/tsplus-lts-14/universal-printer
/ar/tsplus-lts-14/universal-printer

# Servers

X Settings

© About
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Settings

GLOBAL
Language English v
DISPLAY
Zoom level 50% ~
Reduce network usage »
Mouse pointer size Medium ~
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Tl Mew Application — X

Path/Filename:
|E:"~.ngram Files (x36)"Foxit Software*Fouit ReaderFoxit Reader exe | =

Start Directorny:
|C:\Program Files (<86)\Foxit Software\Foxit Reader II=]

Display Mame:
|Fn:jrt Feader |

Command line option:
Window State:
Default (Maximized i single application on Web/Mobile client) e

Folder:
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Path/Filename:

|C:'-.F'n:|grarn Files (x36)"Foxit Software*Fouit ReaderFoxit Reader exe

Start Directorny:

|C:'-.F'n:|grarn Files (x86)"Fouit Software*Fowit Reader

Display Mame:

| Fowit Reader

Command line option:

Window State:

Default (Madmized f single application on Web/Maobile client)

Folder:
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Save
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Path/Filename:

|C:"~.F‘mgmm Files pcB6)\OpenCffice 4'program®scalc exe

Start Directory:
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Display Mame:
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Command line optig

Window State:

Default (Madmized i

T8 TSplus - New Folder

Folder name:
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Path/Filename:
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Start Directory:
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Display Mame:

| Databases |

Command line option:

Window State:
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Microsoft TSplus Remote FloatingPanel Application
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B Farm

Published Applications
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Motepad

2

OpenOffice

Foxit

Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it

Desktop folder

X

Q Microsoft Remote Desktop User Assign... [m}

Select which users and groups will be able to see and run this
application:

O All authenticated users

@ Specified users and groups

Users and Groups

o

2, SESSIONS

E& SYSTEM TOOLS
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7> ADD-ONS

Add.. Remove

Save

(@7 LICENSE
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Remote Access Management Console
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ﬁ - Add Application Edit Application Remowve Application Assign Application

[ ArpLicaTIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel
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Application
Panel
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(P PRINTER
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Microsoft FloatingPanel

Remote Desktop

TSplus Remote
Taskbar

Select which users and groups will be able to see and run this
application:

O All authenticated users

Published Applications

B 9

;© Specified users and groups

Motepad Foxit OpenOffice
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m Select Users or Groups X
& SESSIONS Select this object type:

|Users or Groups | Object Types...
% SYSTEM TOOLS From this location:
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{7b ADD-ONS
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Select which users and groups will be able to see and run this
application:

l:::l All authenticated users

@ Specified users and groups

Users and Groups

Add... Remove
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| iFI-Jatln-gPanel Select this object type:
O] application Panel |User or Group | Obiect Types...

PRINTER 0

4 Desktop folder

From this location:
|DES KTOP-SCVIIVH | Locations...
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Enter the object name to select (examples):
Front Office| Check Names
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g] PRINTER Computer name:  WIN-ATLOOCNOESE http:/localhost
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. > o 9
@ WEB PublicIP 78.193,
RDPport 3389 f' The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443
o Q, Session Manager
2, SESSIONS
Q& SYSTEM TOOLS (©)  System Audit - No issues found on 1/7/2020 4:27:20 Ph
ADVANCED

5:6:; @ Version 12,60.1.4 - You are using the latest version Read changelog
4P ADD-ONS

@ License Activated - Enterprise edition - Unlimited users
(&7 LICENSE
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(@7 LICENSE
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TSiE (S Remote Access Management Consale

1t HOME

[ arpuicaTioNs D @

IE] PRINTER Computer name: DESKTOP-5CVIIVH http:/(localhost
Private [P 192,168.1.22 b o |
© we PubliclP 73.
RDP port 3389 y‘ The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTIPS server is listening on port 443
=]
2, SESSIONS

Q\ SYSTEM TOOLS System Audit - Mo issues found on °
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Version .| - You are using the latest version

&b ADD-ONS

License Activated - Enterprise edition - 25 users

(@7 LICENSE
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TSE S Remote Access Management Console

1+ HOME

[ appLicaTiONS Q @

(ep PRINTER Computer name;  DESKTOP-SCVIIVH http://localhost
Private [P 192.168.1.165
. > [0] o
@ WEB FublicIP 78,
RDP port 3389 j' The built-in HTTP server is not listening on port 80
m FARM Connections: 1 Q The HTTPS server is not listening on port 443
o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on
ADVANCED
g?:; @ Version You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@7 LICENSE
@ End of support date:
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Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IS or Apache for example).

(®) Use the built-in HTTP web server
@ PRINTER O Use a different HTTP web server

When using IS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

Q@ ws

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (BE)\T5plus\Clients Select a new Web Server root path
‘Web Server
Lockout

B rarm

Web servers options
Change the HTTR/HTTPS port numbers

o
= SESSIONS Will not change 115 or Apache port settings
HTTR: |30 =
% SYSTEM TOOLS T [F7E =

83 Apvancen
Save and Restart Web Server
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m TSplus - Administration Console -

TSEI S Remote Access Management Console

1+ HOME

Generate a free valid HTTPS certificate
[ appLicaTioNs

HTTPS Certificate Toolkit

(ep PRINTER
@ wes

HTTPS Pratocals and Ciphers
Web Portal

Protocols
HTTPS [ sstvs LS vi TS ¥l M nswiz TS ¥13
Web Server Ciphers
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
B rarm SSL_DHE_RSA_WITH_3DES_EDE CBC SHA
SSL_RSA_WITH_3DES_EDE_CEC_SHA
SSL_RSA_WITH_RC4_128_MD5
2, SESSIONS I
SSL_RSA_WITH_RC4_128_5HA
TLS_DHE_DSS_WITH_AES_128 CEC_SHA
t’.k SYSTEM TOOLS TLS_DHE_DS5_WITH_AES_128_CBC_SHAZ256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
E§! ADVANCED TLS_DHE DSS WITH_AES 256 CBC_SHA256
{'ﬂ' ADD-ONS Disable weak parameters Save
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T TSplus - Administration Console — X

TS U Remote Access Management Console

{t HomE
Tsplus Advanced Security - Protect your server
[ AppuicaTiONs
Protect your server from brute-force attacks and foreign intrusions,
Elock ransomwares before they destroy your files,
@ PRINTER Restrict users access and lock them in a highly secured environment.
Q@ wes
m FARM Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
SESSIONS Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.

SYSTEM TOOLS

ADVANCED ServerGenius - Monitor your server

Server Genius helps to aptimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memary, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.
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T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

Backup / Restore your Server Parameters
[ AppuicaTiONs

Advanced Settings

(Eh PRINTER

Product Hame Walue

@ weB Security Administrator pin code Default
Session Use RDS role Default (No)
Lockout AdminTool Language English

Contextual menu

] Farm Logs

2, SESSIONS
ek SYSTEM TOOLS
3 Apvancen
<7 ADD-ONS
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T TSplus - Administration Console — X
TSE S Remote Access Management Console
ﬁ HOME Add Application Edit Application Remowve Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Fleating Panel and Application Panel

Users
Microsoft TSplus Remaote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel

PRINTER
Published Applications

=
® wes _,l 9
3]

Motepad Foxit OpenOffice
FARM

2, SESSIONS
9—% SYSTEM TOOLS
% aovancen
{» ADD-ONS

(@7 LICENSE
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T TSplus - Administration Console — X

TS U Remote Access Management Console

fx Home A

Farm Manager
[ arpLicaTIONS

Local Server's Key
(SR PRINTER CiklyZcAcBYAMSz65vNtZexanGKI0208

@ On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm.

f earm

Manage
Reverse-Proxy
Load Balancing

Assigned Servers

2, SESSIONS
% SYSTEM TOOLS
8% Apvancen
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T TSplus - Administration Console — X
TS U Remote Access Management Console

{t HomE

Activate your License
[ AppuicaTiONs

Buy Mow

(Eh PRINTER
Q@ wes

m FARM Trial license & days - Enterprise edition - 5 users

semstbumoer | P |

License Status

o
2, SEssiONS
Qk SYSTEM TOOLS

3 Apvancen

Editions
> ADD-ONS (@) system Edition
@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition
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T TSplus - Administration Console — X
TS Remote Access Management Console

{t HomE

(©) e Universal Printer - Ghostscript PDF - is installed
[ AppuicaTiONs

(©)  Tne universal Printer is Ready
(Ch PRINTER

The Universal Printer is set as Default printer

Q@ wes ©
] Farm

Universal Printer Manager
2, SESSIONS

Install Universal Printer (CUSTPDF) Install Universal Printer (Ghostscript)
Qk SYSTEM TOOLS
Remove the Universal Printer Set it as Default Printer

3 Apvancen
‘23) ADD-ONS View Printer Universal Printer properties
@3 LICENSE

Paper size

PostScript Custom Page Size ~ [] reset User Settings on logon
Portrait v
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T TSplus - Administration Console — X

TS U Remote Access Management Console

{t HomE

Session Management settings
[ AppuicaTiONs

Session Opening Preference

(Eh PRINTER
Q@ wes

By rarm Open Files on Client Side
2, SESSIONS Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

ek SYSTEM TOOLS
3 Apvancen
seamless color settings
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T TSplus - Administration Console — X
TS U Remote Access Management Console
{t HomE
Services

[ AppuicaTiONs

Users and Groups

(Eh PRINTER

@ WEB Server Properties

m FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
% SYSTEMTOOLS Event Viewer

3 Apvancen
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Reboot the Server
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T TSplus - Administration Console

TSE S Remote Access Management Console

{t HomE

Generate a free valid HTTPS certificate
[ AppuicaTiONs

HTTPS Certificate Toolkit

(Eh PRINTER
@ ws

HTTPS Protocols and Ciphers

Web Portal
Protocols
HTTPS [ sstv3 LS v TLS v1A TS vi.2 TS v1.3
Web Server Ciphers
Lockout [ 55L_DHE_D55_WITH_3DES_EDE_CEC_SHA ~

[] SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] SSL_RSA_WITH_3DES_EDE_CBC_SHA

fi Farm [] S5L_RSA_WITH_RC4_128 MD5

[] SSL_RSA_WITH_RCA_128_SHA

[] TL5_DHE_DSS_WITH_AES_128_CBC_SHA

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

TLS_DHE_DSS_WITH_AES_128_GCM_SHA256

TLS_DHE_DSS_WITH_AES_256_CBC_SHA

TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 v

o
2, SESSIONS

ek SYSTEM TOOLS

83 Apvancen
Disable weak parameters Save
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T TSplus - Administration Console — X

TS U Remote Access Management Console

{t HomE

Web Portal Design
[ AppuicaTiONs

Web Portal Preferences

(Eh PRINTER

Applications Portal
@ ws
Web Portal TSplus Web App
HTTPS
Web Server

Web Credentials
Lockout

B rarm

RemoteApp Client
o
2, sEssioNs
HTMLS Client
ek SYSTEM TOOLS

HTMLS Top Menu
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Open with...

Share with k

Restore previous versions

Send to *
Cut

Copy

Create shortcut
Delete

Rename

Properties




Tela I Open file location
S HOrtcur

Open with...
Restore previous versions

Send to




john.connect - 5

General | Shortcwt | Securty | Details | Previous Versions

(s ‘EI john.connect - Shortcut

Target type: Connection Client File

Target location: Desktop

Target: s Administrator. admin-PCDesktop®john.connect

Start in: C\Users' Administrator. admin-PCh\Desktop

Shortcut key:  MNone

Bun: | Normal window v
Comment:
| Open File Location | | Change lcon... Advanced... |

ok [Ccmea ] [ ooy




jchn.connect - Shortcut P 1

General | Shotcuwt | Securty | Details | Previous Versions

i ‘;I john.connect - Shortcut

Target type: Connection Client File
Change lcon

Targ

Look for icons in this file:
ystemRoot3e\system32\SHELL3 2. dll

Select an icon from the list below:

H ) e PaldE,
LeoxbeQ

L




a0l slhe| JwoeTSplus

e wle (sl pamiuw e JS pastiiue Jais paoliy 2990 puwl"Setup-ConnectionClient.exe™
b isS gus .

138 2ol 2lio e el Lol wely (9 alxo a0l TSplus: C:\Program Files
(x86)\TSplus\Clients\WindowsClient:

ient
Organize = Open MNew folder =« [l @
BN Desktop * Name Date modi.. Type Size
& Downloads — ) )
- J ico 6/15/2017 ...  File folder
= Recent Places . . .
| ClientGenerater.bin 7/30/2018 ... BINFile 639 KB
o @ ClientGenerator.exe 17172017 1. Application 96 KB
. Libraries : : - A
|% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KEl
@ Documents —
] @ SWCTEXE 71/3/20171...  Application 047 KB
J‘ Music
[=| Pictures L]
B2 Videos
18 Computer
[y Local Disk (C:)
* 4 T 3
| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
3¢ Application Size: 9.16 MB

e

991 Ly _9C:\Program Files (x86)\TSplus\Clients\www\ConnectionClient. 13 Sy cloriaual
Sz goliull 6,0 60>19 e wlgic o35 gl Lol el hitp:/hooooooooxx/ConnectionClient/
Setup-ConnectionClient.exe
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http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe

ConnectionClient - O *

&« v <« Tsplus * Clients » www * ConnectionClient v O Search ConnectionClient o
v Clients () Mame Date modified Type Size
webserver &, Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KB

WindowsClient
~ WWW
cgi-bin

ConnectionClient

1item =

_9i dlawlg,

SiguaSJl o 63l caio GeSuwg ol Lo JLasVl 9 gogRemoteApp o dilgs consll a8l |
wals Juac.connect sill pi .o9Lis)

Select Setup Install Mode ot

B Selectinstall mode

-
"l\?_-__l
Cennection Client can be installed for you enly, or for all
users (requires administrative privileges).

—> Install for me only (recommended)

% Install for all users
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® HTMLS client RemoteApp
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o il @zl VYol | elisi] )lais| wlaJConnectlLauncher.exe: s9=sall (9 AxoRDP6 ol cala,

@ ’ | . v Computer » Local Disk (C:) » Users » john » - Search john p

Organize » = Open Include in library + Share with + Mew folder

i Favorites
B Desktop
4 Downloads

=l Recent Places

3 Libraries
3 Documents
J‘F Music

=] Pictures

H videos

18 Computer
il Local Disk (C:)

Ghj Metwork

ROP&
File folder

Mame

AppData
, applist
7 Contacts
m Desktop
4 Downloads
i+ Favarites
# Links
| My Documents
Jf My Music
=| My Pictures
& My Videos

-

Date moedified

3/14/2017 3:17 PM
12/6/2017 12:29 PM
3/14/2017 3:33 PM
7/3/201710:41 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM
3/14/2017 3:33 PM

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

. RDP&

8/1/2018 12:23 PM

File folder

® Saved Games
[ Searches

Date modified: 8/1/2018 12:23 PM

3/14/2017 3:33 PM
3/14/2017 3:33 PM

File folder

File folder




€

QOrganize *

- Favorites
B Desktop
& Downloads

v
=l Recent Places

- Libraries
@ Documents

J‘! Music

[ Pictures

B2 Videos

18 Computer
(il Local Disk (C:)

‘rj Metwork

[ )_(F/l Shortcut

o il puslall GVl ade i3ty . Jailasll g sinse puslall 9 ly Ja> "Sagll" STy slue

Share with =

=

Mew folder

( LE.L‘
)& > Computer » LocalDisk(C) » Users » john » RDPG = Search RDPG o

m=] Open

MName Date modified Type Size
|&] bkgsc.bmp 4/2/2016 10:16 AM  Bitrnap image B KB
& bkgscblue.bmp 4/2/2016 10:16 AM  Bitmap image B KB
| & bkgscgreen.bmp 4/2/2016 10:16 AM  Bitrnap image KB
& bkgscpink.bmp 4/2/201610:16 AM Bitmap image 8 KB
|| ConnectionClient.bin 7/30/2018 .35 PM BIN File 570 KB
@ ConnectionClient.exe 1/1/2017 10:19 AM Application 95 KB
@ ConnectionClientold.exe 7/7/2017 10:18 AM Application 96 KB
|| ConnectlLauncher.bin 7/30/2018 :35 PM BIN File 8,188 KB
@ Connectlauncher.exe 7/8/2018 9:04 PM Application 96 KB
|{2f) ConnectLauncher.exe - Shortcut 8/1/201812:13PM  Shortcut 2KB
+ | DroidSansFallback.ttf 4/2/2016 6:13 AM TrueType font file 3,749 KB
B icol.ico 4/2/2016 10:16 AM  Icon 161 KB
@ icon.ico 4/2/201610:16 AM  Icon 54 KB
4 | languk.ini 3/25/2017 8:27 AM  Configuration sett... TKB
%) librmupdf.dil 8/14/2016 5:36 AM Application extens.., 5,095 KB
| MyRemoteApp.bin 7/30/2018 :35PM  BIN File 6 KB
@ MyRemoteApp.exe 7/7/2017 10:19 AM Application 96 KB
2 | MyRemotelpp.ini 8/1/201812:09 PM  Configuration sett... 1KB

ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM

Date created: 8/1/2018 12:15 PM

m

Jrasll eguin 4"/S™ ule Juw 1JLall" C:\Users\John\Desktop\clientname.connect /?”:



&% ConnectLauncher - Shortcut Properties =

Security Details Previous Versions
General Shortcut Compatibility
B < ConnectLauncher - Shortcut
J
Target type: Application

Target location: RDP&

Target: her.exe C:\Users‘John“Desktop‘john connect /4
Start in: CAlsers’John*RDP6&
Shortcut key:  |Mone
Run: MNomal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply
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Remote Desktop possible parameters -

Jolean s to reset user workstation parameters

Connection settings

-user: user logon

-pswi user password

-server: server I[P adress

-port: RDP port number [3385)

-domain: Domain name

Display settings

-colorn Enter 8, 15, 16 or 24 [bits)

-full: 2 for full screen, else enter 1

-width: enter 200, 1024 or 1280

-height: enter 600, 768 or 1024

-remoteapp: on/off to do Microsoft Remotelpp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 0/1 -0 means Alt-Tab on the client side
-localth: 0 or42 -0 means RDP will cover the local taskbar
-apppath: path of a specific REemotelpp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Ok
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@ Changing the connection settings of thislo.. — -

To modify the local connection settings
just replace the cument ones.

aith 42 full 2 remoteapp off seamless off -width 1024 -height 768 -smartzizing (0

] Cancel

Settings change X

Change saved

-
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a2y Jsis sl 6,0 82>l9 Lle S8V eliSay v olalzall (e gl Bi> caloclient.txt se>gell (9
AloRDPS:

| & [} = | roPs — O X
Home Share View v o
« v » ThisPC » Local Disk (C) » Users » John * RDPG v O Search RDPG& pel
B Videos "~ Name Date modified Type Size o
= Local Disk (C) bkgsc BMP File
Perflogs bkgschlue BMP File
Program Files @ bkgscgreen BMP File
Program Files bkgscpink BIMP File
tmp D ConnectionClient.bin BIM File
@ Connectlauncher - Shortcut Shortcut
Users
D Connectlauncher.bin BIM File
admin . R
@ Connectlauncher 9/ Application
Default.mig s | DroidSansFallback 9y TrueType font file
John B ico2 9/ lcon
[25 Contacts D john 11/28/2018 214 PM  Text Document
sl ! k 9/20/2018 221 PM  Configuration sett...
B Desktop g jngu lllll o g .cnl.|gL!fa |cn. e
27items  1item selected 310 bytes
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m TSplus - Administration Console - = e
TSP US Remote Access Management Console
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Farm Manager
[ arpLicaTioNs

Local Server's Key

E— CicyZ

@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,

] Farm
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Reverse-Proxy
Load Balancing
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TSf.ﬂ:USr Servers Sessions

El(onnecttofnerver @Details @Add gRemove .., Enable @;Disable @yRefresh

Active

LR =i=58) APP-5ERVER-Z2 AFP-SERVER-2 AFP-SERVER<4 APP-SERVER-5 APP-SERVER-6 AFPP-SERVER-7 AFPP-SERVER-S
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/ar/tsplus-lts-14/farm-setup
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TS “F)EUST Servers Sessions

~. Connect to Server  Disconnect | Logof = Sen £55aQE... iew - ontrol - res|
e 5 ﬁ"D Logoff g Send M g Vi C | 7, Refresh

EI-- Fam I User Diomain Status Session Client Name Client Address

(@ APP-SERVER-1 | s Active Session#0) PEVERELL 192.168.0.13
APP-SERVER-2
APP-SERVER-3
APP-SERVER-4
APP-SERVER-5
APP-SERVER-
: APP-SERVER-7
i[5 APP-SERVER-8
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TS“r_-,“”E”Ug Servers Sessions Settings

Edit.. | € Apply all...

Name Value

Admin Tool backaround color Mat Configured
AdminTool Language Mot Configured
Visual Effect Mat Configured
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AdminTool Language

Description:

Set the AdminTool interface language.

Walue:

() Not Configured
(@ Corfigured:

English v

Save Cancel
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Please select the servers on which you want to apply all the
Famn-configured settings:

Farm Cortroller

APP-SERVER-1
APP-SERVER-2
APP-SERVER-3
APP-SERVER-4
APP-SERVER-5
APP-SERVER-&
APP-SERVER-7
APP-SERVER-2

oK Cancel

985 o guo> polo3dl Ll ay i Bulas whlacYl &eSall dede i Jasl e " §91g0" selniw <l 6381 (aJUil

Applying all Farm-corfigured settings to the selected servers.

local’ server: apphving settings... Success!

'APP-SERVER-1" server: apphying settings... Success!
‘AP P-SERVER-Z server: apphying settings... Success!
‘APP-SERVER-3 server: apphying settings... Success!
‘AP P-SERVER-4' server: apphying seftings... Success!
‘APP-SERVER-5 server: apphing settings... Success!
'APP-SERVER-6' server: apphying settings... Success!
‘AP P-SERVER-T server: applying settings... Success!
‘APP-SERVER-8' server: apphing settings... Success!
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TSﬁ)ﬁUS Servers Sessions Settings Load-Balancing

Connect to Server | %% Refresh

Mame Hostname Status Enabled Users CPU (%) Memary (%) 140 (%)
Z| APP-SERVER-1 demo tsplus.net Up Yes 0 2 26 0
El APP-SERVER-2 dema tsplus.net Up Yes 0 2 26 0
5| APP-SERVER-3 dema tsplus.net Up Yes 0 0 26 0
El APP-SERVER-4 dema tsplus.net Up Yes 0 2 26 0
Z| APP-SERVER-5 dema tsplus.net Up Yes 0 2 26 0
Z| APP-SERVER-% demo tsplus net Up Yes 0 0 26 0
Z| APP-SERVER-7 dema tsplus net Up Yes 0 4 26 0
Z| APP-SERVER-8 demo tsplus.net Up Mo 0 2 26 0
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Farm Conftroller
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(GUI)
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Application Server Application Server Application Server

e API1.4 i o,lao] goTSplus 10.10)
* aSlLo 480 ujled JaI
o [ Sos Jlasi o35 (9 e Jwaxi ojlei TSplus
o ol 6ae wle) padiwiw( a=JTSplus)
o s @8lo] sac wblaclt wi 2N sl o ,ell

e API1.3 ai( o,lno| 2o TSplus 9.70)
o oblacl adlall 6,1319 @S all el dawllelll dsgll dnlall/ JwacRemoteApp / Jwe



HTML5)

e API1.2 ai( o,luo] goTSplus 9.60)
* o dc)jell
o b)) el a8 all/aslo)( )all;]
*  aSho o))y Clull &8 el Jibw,( @lad/JlasVl Jizus )29,

e APl 1.1 ni( o,lao| goTSplus 9.30)
o Jwolai ujlei JoI
o Uiles Jaxdl o lwlzdl anll



ollkaio 63¢=>VI
235 pSzill 5 dcyjoll ple39 olawlaill L) 5Lzl 656> LiguaSl

Cllkio ol Jasuiill

w0l paias 53>9 Sl U3 dc)jall polesg olawbhill o1 dalail Jaisdl :a) Wl

* ;997
¢ \Windows Server 2008 R2
* ;9298

e Windows Server 2012

* 39398.1

e Windows Server 2012 R2
* 393910 9

e Windows Server 2016

e Windows Server 2019

pcx dalVl duwlwVI32 964 .o

w2 0l UsSy JS 35 Balas Blio o 8259 aSxill (S .ac ) jall

Sy ST oz poiaw 63>9 aSaill L8 acjall jlasl cllb J| JS 035 Gubai Jlc ikio dg>l9 dxo
olawlaill Lol 4,(19955 JSuin ) o lidl w9 @id 13 asiall Lle sl )la> )b iy o 62>9 Sl
o9 ac 0l pilg39 .o laylaill

w0l 0SS o) diwYl laasio Ly 63>9 aSxill LS dc ol poles9 .o lawaill ooy oo dyliuwl 8
50200 Mo (il Lllaiyg o dyliwl J81 02000 o .aub

o lllnio &byl


/ar/tsplus-lts-14/pre-requisites
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mTSpIus-Admimstratinn Console - = e

TSEUS Remote Access Management Console

1t HoMmE "

Farm Manager
[ arpLicaTions

Local Server's Key

E— CicyZ

@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,

] Farm

Manage
Reverse-Proxy
Load Balancing

Assigned Servers
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CONTROLLER

Yes | | Mo | | Cancel
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T TSplus - Administration Censole -
TSiE S Remote Access Management Console

1+ HOME A

S5 Farm Manager
[ arpuications :

1 Local Server's Key
PRINTER -
= cixyZ/

® WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,
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Sessions Settings Load-Balancing

Connect to Server Details | (ED Rernove | %% Refresh
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Mame:

APP-5ERVER-1

Hostname:

app-srv-1.example .org

Key:
EEEESSEE LS ST E L

Part:
19955

Save Cancel
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2ol Jo olalall 59260 9 alxo ol TSplus Lol s wxi pwVI"FileTransfer.exe" 9 ;luoll
:JWI"UserDesktop\files"

c=nr=n g
v
Organize = Open Mew folder g== « @
/¢ Favorites * MName : Date modified Type Size i
) || QUITECTION.|PQ HFAMANLD LINLID AV JFEL IMage £ kb
B Desktop ¥ Documentation.chm 3/10/2017 1013 PM  Compiled HTML ... 11,421 KB
i & Downloads aitico 11/13/2016 905 AM  Icon DKE  —
&l Recent Places | FarmManager.exe 6/12/201810:54 PM  Application ke
] 3 FarmManager.exe.config 10/11/2016 950 AM XML Configuratio... 1KBE
w4 Libraries =7 fileacl.exe 4/2/2016 10:16 AM  Application 92 KB
) Documents || FileTransfer.bin 6/12/2018 10:52 PM  BIN File 598 KB
o Music |69 FileTransfer.exe 7/7/201710:19 AM  Application 96 KB
=] Pictures i floating_panel_16.ico 4/2/2016 10:16 AM  Icon 2KE
B videos [ floatingpanel.bin 6/12/2018 1051 PM  BIN File 229 KB
@ floatingpanel.exe 7/7/201710:19 AM  Application 96 KB
1% Computer || folder.bin 6/12/2018 10:53 PM  BIN File 293 KB
(s Local Disk (C) 3 folder.exe 7/7/201710:19 AM  Application 198 KB il
( )_( ] FI'IET_rEln_Sfer.exe Date modifi.r:d: /772017 10:19 AM Date created: 3/16/2017 6:42 PM
\* Application Size: 956 KB
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Remote App

TSPLUS

™
£ FoxitReader

| ' J-|' Desktop folder

2
| }“ )| File Transfer
ey

i
% Excel

G) Logoff
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File Transfer
Serverside:  C:\Users\admin'.Desktop

Client side:  C:\Users'\Public'Pictures".Sample Pictures

-l Desktop

-_| product

. john

J julia

=4y Public
Documents

Downloads
. Music
. Pictures

(|

. Recorded TV
Name: Size Modffied Name: Size Modified
[m7a-1.exe 266 MB 2015/01/28 17.05:02 |i=| Chrysanthemum jpg 85878KB  2009/07/14 05:52:25
|| AdminToal Ink 122 KB 2015/01/28 14:42.48 i=|Desert jpg B2611KB  2009/07/14 05:52:25
|| Portable Client GeneratorInk 1.28 KB 2015/01/28 14:42:49 k= Hydrangeas jpg 581.33KB  2009/07/14 05:52:25
= Jelyfish jpg 75752 KB 2009/07/14 05:52:25
|| Koala jpg 76253KB  2009/07/14 05:52:25
|i=| Lighthouse jpg 54812KB  2009/07/14 05:52:25
|| Penguins jpg 7ES.6 KB 2009/07/14 05:52:25
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TSEUS Remote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Fleating Panel and Application Panel

(Ch PRINTER 9 E

Microsoft TSplus Remote FloatingPanel Application Desktop folder

@ 'WEB Remote Desktop Taskbar Panel E
FloatingPanel User Assignment - O X

Published Applications Select which users and groups will be able to see and run this
B Farm l e application:
) 5 O All authenticated users
2, SESSIONS Motepad Foxit OpenOfiice (8] SpECTTiE M iisErs A Qrot:

Users and Groups

% SYSTEM TOOLS DESKTOP-5CVIIVH\Remote Desktop Users
2 ADvANCED

{7 ADD-ONS

@7 LICENSE

Add... Remove
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m TSplus - Administration Conscle
. - X
s oy Floating/Folder Panel
TSPLUS Remaote Access Management Console
(®) Floating Panel preference () Application Panel preference
Floating Panel
Remote App
1 Home - Add Application /" Edit Application P ———
D APPLICATIONS “fou are not allowed to start any Remote Application so far s to it
Please contact your administrator
Desktop, Taskbar, Floating Panel and Application Panel Remote Applications
Publish = = =
@ ‘j To remotely start one application
u
e Microsoft TSplus Remote FloatingPanel Application just click on ts icon or cick on s button
Remote Desktop Taskbar Panel Logoff
E] PRINTER ) o 'You are connected to:
P s ‘Would you like to logoff now?
wes = = ] '
@ ST DR cates Web ProZCts (®) Large size: Display lcons and Application Names
m () Small size: Orly lcons fno Application Names)
FARM
() Do not switch to Small Size (Only lcons) over 8 applications
Customize the Floating Panel logo
=]
= SESSIONS [[] Do not display the Foating Panel Logo
Select your own logo (bmp, 122¢74 pixels) | Select... Resst logo
SYSTEM TOOLS
% With or without Slider on the top right side
(®) Display the Slider (C) Hide the Slider
i§; ADVANCED With or without Minimize/Close buttons
() Display Minimize/Close (®) Hide Minimize.Close
&7 ADD-ONS With or without log off bution
(®) Display log off button () Hide log off button
LICENSE
e Background color: (xFFFFFF Select Preview
Teat color: l:l Select... Save




- R
Floating/Folder Panel

(®) Foating Panel preference () Application Panel preference
Floating Panel

Remote App

Your session name is:

You are not allowed to start any Remoate Application so far

Please contact your administrator
Remote Applications

To remotely start one application

just click on its icon or click on its button
Logoff

You are connected to:

Would you like to logoff now?

(®) Large size: Display lcons and Application Names
() Small size: Only Icons (no Application Names)
(") Do not switch to Small Size {Only lcons) over 8 applications

Customize the Floating Panel logo
[ ] Do not display the Floating Panel Logo
Select your own logo (bmp, 12274 pixels) | Select... Reset logo

With ar without Slider on the top right side

(@) Display the Slider () Hide the Slider
With or without Minimize/Close buttons

(") Digplay Minimize/Close (®) Hide Minimize/Close
With or without log off button

(®) Display log off button () Hide log off button

Background color: (FFFFFF Select... Preview

Text color: :I Select... Save
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Floating/Folder Panel

() Floating Panel preference  (®) Folder Panel preference

Folder Panel
(®) Display only Assigned applications
(") Display the user Desktop folder content
(") Display one folder specific folder content Sedech

[ ] Hide title bar [ ] Hide log off button
Fanel Size
() Small (® Medium () Large () Full screen

Panel position
(@) Center () Top left () Center aligned left side

(®) Pop-up style () Windows shyle Preview Save

iy uki p2> &>9) Alxall dg28909 Lgislwly daiin( 51 )38lei s> 1eli>)

'® Remote App N E@@

Desktop Excel FoxitReader  Motepad

folder Excel FoxitReader  Motepad

Powerpoint

Powerpoint

Pop-up style Windows style
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TS Remote Access Management Console
1 HoME Add Applica L . ] -
pplication Edit Application Remove Application Assign Application
D APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel
E] PRINTER F } E | Application Panel User Assignment — m} had
Select which users and groups will be able to see and run this
Microsoft TSplus Remote FloatingPanel Application application:
@ WEB Remote Desktop Taskbar Panel
(C) Al authenticated users
Published Applications (® Specified users and groups
B rarm -
. 9 Users and Groups
- |
’ ‘ ) DESKTOP-SCVIIVHohn
g SESSIONS Motepad Foxit OpenOffice
& SYSTEM TOOLS
83 Apvancen
{7 ADD-ONS
(@7 LICENSE Add... Remove
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TS Remote Access Management Console
1t HomE Add Applicati I - ) .
pplication Edit Application Remowve Application Assign Application
D APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel
= . . .
(P PRINTER lﬁ E Application Panel settings
Microsoft TSplus Remote FloatingPanel Application Display TSplus logo
@ WEB Remote Desktop Taskbar Panel
Digplay the line header below the loga
] Display g
Published Applications "
m FARM Display the footer on the Panel bottom
J) - ) e corco
& SESSIONS Motepad Faxit OpenOffice Select your own logo (bmp, 12274 pixels)
Select...
% SYSTEM TOOLS - MNumber of application|s) displayed per line’
Application Panel display area
ﬁ(‘):: ADVANCED () Aligned center (®) Aligned left
m) ADD-ONS My Rematefpp Title display name
(&7 LICENSE
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dS )Liwe axall diogall- Folder.exe

098w Bk Axall 0,2 Sgie Ao JSuin Gol dleziw Blis .hoadiuma) Vol uinl s le oLl
Lol &y sgizy e olaubaill 9l olaiwall (il &5 9 LS, Line auslexplorer.exe ol o, gk
folder.exe _,9C:\Program Files\tsplus\UserDesktop!\files:

| =1 Application Tools  files - O X
Home Share View Manage 0
“« S <« Program Files (x86) » TSplus » UserDesktop » files v Search files P
TSplus 2 Name Date modified Type Size ™
Clients |= @ocumentatien 17 19/2U1Y 1 1DY AV TEXT UDCUMENT
] exit 9/20/2018 222 PM  ICO File
UserDeskt
serveskiop & FarmManager 2/ Application
= || FarmManager.exe.config o/, COMFIG File
ico [ fileacl 9/ Application
icons || FileTransfer.bin 2/ EIN File
themes 'i)}:' FileTransfer 9/ Application
Windows Defender ,; floatingpanel.bin 2/ EIM File
Wind Mail ':';_‘:' floatingpanel 9 Application
indows Mai
|| folder.bin 2/ BIM File
Windows Media Player folder T Application
Windows Multimedia Platform & folder_go 9/ ICO File
windows nt || FreeCertificateManager.bin 2/ BIN File
Windows Photo Viewer H FreeCertificateManager 9 Application
Windows Portable Devices || FullDesktep.bin 2/ BIN File
WindowsPowerShell (5 FullDesktop Application
ProgramData || GatewayReverseProxySetup.bin 2/ EIN File
H GatewayReverseProxySetup 9/ Application
Ri
eCOVEry [& group_16 o, ICO File
tmp |&| group_refresh 9/ ICO File
Users 1% groups.dll 9 Application extens...
Windows 1% groups_x64.dll 9/20, Application extens...
wsession || hidedrives.bin 2/4/2019 9:00 AM EIM File v
@ PR Pirines DA il S >
218items 1 item selected 197 KB =
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» ! folder - Shortcut Properties =

Security Details Previous Versions
General Shortcut Compatibility

g > Folder - Shortcut

'

Target type: Application

Target location: files

Target: UserDesktop“files'folder exe™ "C:\Shared Folder'|

Start in: "C:\Program Files {(x86)%TSplus*serDesktopfiles

Shortcut key:  |Mone

Run: MNomal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply
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@ C\Shared Folder — *

SN

Foxit Reader OpenOffice PowerPoint  RDS-Knight-D... TSplus TSplus-for-Wi... TSplus-User-G...
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TSEUS Remote Access Management Console

=2

HOME Add Application Edit Application Remowve Application Assign Application

[7] AappLicaTioNs Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ E\

Users
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel

PRINTER

T New Application - Pas

=
Q@ wes Path/Filename:

|C:'-.Prngram Files {x86)\TSplus\UserDesktop'files‘folder.exe | =

HE Farm Start Directory:

|C.".Frugram Files {x86)\TSplus'UserDesktop“files | =
g SESSIONS Display Name:

|Dncuments |
% SYSTEM TOOLS Command line option:

[C:\Shared Folded |
ﬁ):; ADVANCED Window State:

Default (Maximized if single application on Web/Mobile client) ~
¢{» ADD-ONS

@z LCENSE Test Concel
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e w3l oVl o Ja>luall" auwl "walall 5a>9C:\Windows\explorer.exe. piww e Jo JdI _slaV
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9l o B jin e aSuid] plasiwl HLusUNC :Jlo(\data\shared folder) Mol JaxJl obsl o loglea,
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TI Mew Application — x
Path/Filename:

|E:KKWindnw5‘-.explnrer.exe | E
Start Directory:

|C:1‘1Windnws | =
Display Mame:

|Windnw5 Explorer |

Command line option:
|C:\Shared Folder |
Window State:

Default (Maximized if single application on Web/Mobile client) w

Save Test Cancel
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Tﬂ‘TSpIus-Admlmstratmn Console - ] - *
TSBEIUE Remote Access Management Console
far Home Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Users

(P PRINTER
Q@ ws
B rarm

2, SESSIONS
% SYSTEM TOOLS
83 Apvancen
&7 ADD-ONS

& LICENSE

Microsoft Tsplus Remote| FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications
-
m

Publish @ Ij\ |

Desktop folder
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Ouganize = Ei Open - Share with E-mail New fodder =~ [ &
P, ’ =
T Favorites Iarmee Date modified Type
Bl Desktop 2| BYOm Td2004 6:11 AM PDF File
i Dowenlosd: o Toplus-UserGuide GRS 142 AM PDF File
= Recert Places 2 TSplus-white-papar oy29 2015 1:40 AM  POF File
o Librasies
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qI: fusic
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B videos
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‘_l-E ¥ john b My Documents

Include in library +

Organize = Share with =

- |4'-9 I Search My Documents o]

Mews folder =~ A &

e

3 Favorites Hame

Bl Desktop
@ Downloads
"2 Recent Places

@) BYOD

] Toplus-UserSuide
0] Taplus-white-paper
a Libraries

jl Decuments

o Music

|| Pictures

B videos

% Computer

€ Network

Date modified Type
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942972015 1:42 AM
Q42972015 1:40 AM

PDF File
PDF File
PDF File
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https://letsencrypt.org
https://letsencrypt.org
https://letsencrypt.org

e dole usidll (9" HTTPS" pi Lail e clinl” 65lgwHTTPS dilro "axllo oS 6@ quogo 9 dladl
oLl 2oLl

m TSplus - Administration Console - o — X
e —
TSiE S Remote Access Management Consale
1+ HOME
k},' Generate a free valid HTTPS certificate
[ appuicanions
'?x HTTPS Certificate Toolkit
(ep PRINTER
© o
HTTPS Protocols and Ciphers
Web Portal
Protocols
HTTPS [ sstv3 s vi LS ¥l M sz TLSv1.3
Web Server Ciphers
[] 55L.DHE_DSS_WITH_3DES_EDE_CBC_SHA ”
B rarm [] 55L_DHE_RSA_WITH_3DES_EDE CBC_SHA
[] SSL_RSA_WITH_3DES_EDE_CBC_SHA
SEL_RSA_WITH_RC4_ 128 MD5
2. sessions [[] SSL_RSA_WITH_RC4_128 |

[] SSL_RSA_WITH_RC4_128_SHA

[[] TLS_DHE_DSS_WITH_AES_128_CBC_SHA

% SYSTEM TOOLS TLS_DHE_DS5_WITH_AES_128 CBC_SHA256
[7] TLS_DHE_DSS_WITH_AES_128_GCM_SHA256

[7] TLS_DHE_DSS_WITH_AES_256_CBC_SHA

&2 apvancen TLS_DHE_DSS_WITH_AES 256 CBC_SHA256 I’
{7b ADD-ONS | Disable weak parameters e
(@7 LICENSE
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.| Generate a free valid HTTPS certificate — »

Prerequisites

Plzase take a moment to read this waming

This feature uses Let’s Encrypt (http:/letsencrypt ong) to provide a free and secure HTTPS
certificate for your HT TPS connections.
Cur Support Team might not be able to support this feature.

Requirements:

- fou must run this program on the Gateway server or a Standalone server, not an Application
server

- You must use TSplus builtin web server listening on port 80 for HTTP

- Your server's damain name must be accessible from the public Intemet

Please only click "Mext’ if you fully understand the consequences.

: Back Meat = Cancel
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.| Generate a free valid HTTPS certificate — »

Registration

Let’s Encrypt account creation

Administrator Email:

laura grenier@teminalserviceplus com

Flease enter a valid address.
Let’s Encrypt will only contact you if required and only regarding the cerificate.

< Back Meat = Cancel
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- | Generate a free valid HTTPS certificate — »

TOS Agreement

Let’s Encrypt Terms Of Service

Click here to read Let's Encrypt TOS

[+]il agree to Let’s Enerypt TOS

: Back Mext = Cancel
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.| Generate a free valid HTTPS certificate — »

Domain Validation

Automatic validation of domain ownership

Server YWeb Domain Name:

temminalserviceplus ddns net

Flease enter the fully qualified domain name of the cument server.

This iz the domain you are using to access this server from the Intemet, without protocal [hitp:/7)
and without part (4437

Example: serverl example.com
Example: example com www example com

: Back Mext = Cancel

132 98 punl QYladl pladl 2lall e (o ,u¥l e Jiogateway.your-company.com. liSo, Lol Js)
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http://www.server1example.com
http://www.server1example.com
https://server1.example.com:1234
https://server1.example.com:1234
https://server1.example.com:1234

- | Generate a free valid HTTPS certificate — *

Finished

Certificate installed successfully!

Your free cerfficate has been installed successfully.
it will be automatically renewed every 2 months, without amy downtime .

We stronghy advise you to make a regular backup of the 'C:\Program Files
(e@6)MT Splus*UserDesktop*files’ lego’ folder, as it containg your Let’s Encrypt account private key
and your domain private key.

[mm]

Finish

51}
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- | Generate a free valid HTTPS certificate — x

Certificate Renewal

Renew an existing cerificate

Email: lzura.grenier@teminalserviceplus.com
Domain: terminalserviceplus.ddns net
Expire: Feb & 11:10:00 2019 GMT

Generated Cerificates are valid for 90 days.
They wil be automatically renewed every 60 days.

We strongly advise you to make a regular backup of the 'C:\Program Files
A6 T Splus*UserDesktoptfiles® lego’ folder, as it contains your Let’s Encrypt account private key
and your domain private key.

Reset Domain

< Back Mesdt = I Cancel
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C:\Program Files (x86)\TSplus\UserDesktop\files.lego\logs\cli.log
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m Server advanced security options . Elﬂlﬂ

Microsoft Remaote Desktop Client Restrictions

Dery access from Microsaoft RDP client
Deny access from Outside (onby LAN)

[ Limit access to the members of Remote Desktop Users
[ Encrypts end4o-end communications

[ Block all incoming access to this server

Disable UAC and enhance Windows access

Allow Windows Key

[ AMlow only users with, at least, one assigned application
Allow CUT/PASTE within a session

Web Portal Access Restrictions
i1 No Restriction

(") Web Portal Access is mandatory for everyone

[ Prohibit the Web Portal for Admins accounts
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=] Local Group Policy Editor
File  Action

|7

View Help

= HE 7T

= Local Computer Policy
4 & Computer Configuration
[ [ Software Settings
> [ Windows Settings
a4 || Administrative Templates
» [ | Control Panel
B o] Network
| Printers
[ [] System
i || Windows Components
[ Al Settings
a % User Configuration
i+ 7] Software Settings
> [ Windows Settings
> || Administrative Templates

Setting State
[ Internet Explorer

[ Internet Information Services

[ Location and Sensors

] MetMeeting

] Metwork Projector

[ Online Assistance

[ Parental Controls

[ ] Presentation Settings

| RSS Feeds

[ Search

[ Security Center

[ Shutdown Opticns

] Smart Card

"1 Sound Recorder

[ Tablet PC

[ Task Scheduler

| m ,

Extended )\ Standard /
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Allow .rdp files from unknown publishers

4 | Remote Desktop Services :
T RD Licensing @ =| Do n.ot allow password.s to be sav.ex.i : Mot conf!gured
4 | Remote Desktop Connection Client \=| Specify SHAL thumbprints of certificates representing truste.. Mot configured
| RemoteFX USE Device Redirection =] Prempt for credentials on the client computer Mot configured
» [ Remote Desktop Session Host =] Cenfigure server authentication for client Enabled |
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Local Group Policy Editar

Eile Action View Help

|

a4 [ Remote Desktop Services
| RD Licensing

[ ,j Remote Desktop Connection Client
4 [ | Remote Desktop Ses_sion Host

] Connections
Device and Resource Redirection

Licensing

Printer Redirection

Profiles

RD Connection Broker
Remote Session Envirenment

Session Time Limits

[ Temporary folders
] RSS Feeds
7] Search

[ Security Center
< m

LRRDOE

Setting

| Server Authentication Certificate Template
Set client connection encryption level
Always prompt for password upon connection

Require secure RPC communication

Require use of specific security layer for remote (RDP) conn...

Do not allow local administrators to customize permissions

quire user authentication for remote connections by usin...

State
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
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Th TSplus - Administration Console

Manage
Feverse-Proxy

Load Balancing

Assigned Servers
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Add, Edit or Remove Servers from your Gateway Portal

Servers

US1 (192.1.245.245 ) % Add a new Server

52 (192.168.126.126 )
@7 Edit Server

% Remove Server

Manage Users
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Display Name: s

Server Address: 192.1.245.245

@ Cancel ‘ @ Save ‘
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Th TSplus - Administration Console
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Assign Servers - Local Users/Groups

Users and Groups Servers

=& Users V1] usl(192168.212)
: L[] SAP Server (192.168.1.44)

..... & John 5....[|E| Headquarters (192.158.1.23)

..... Q, Administrator

- Administrators

-2 Backup Operators

-2 Cryptographic Operators
-3 Distributed COM Users
- Event Log Readers

2 Guests

-3 I5_IUSRS

E';i Metwork Configuration Operators
-2 Performance Log Users
- Performance Monitor Users
- Power Users

2 Remote Desktop Users
- Replicator

o Users

Lé? Manage Servers
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Log on

‘ II:I|"|F'|

‘ Domain:

.............................................................................

Accounting
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a Log on

jo hn

‘ Domain:

‘ Headqguarter H‘

O HTMLS @ RemoteApp

Invalid credentials
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E Log on

hacker

| Domain:

O HTMLS @ RemoteApp
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n TSplus - Administration Conscle

TSECUS Remote Access Management Console

1+ HoME
?‘ ‘Web Portal Design
[ appLicaTIONS

D ‘Web Portal Preferences

(ep PRINTER
=== Applications Portal

O WEB HH

Web Portal

HTTPS

& .
Web Server G; ‘Web Credentials

i Farm

o

£ SESSIONS D RemoteApp Client
% SYSTEM TOOLS
D HTMLS Client
87 Apvancen
HTMLS Top Menu
{ap ADD-ONS
(857 LICENSE
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Preferences

Diefault Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type

Available Clients: HTMLS (iPad, iPhone, Android devices, computers)
Remotefpp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

Upload: Folder to select files.
@ User Desktop {default)
) My Documents
7 WebFile folder
(7 Custom folder:
Select...

Folder path from where the user will
zelect files to be uploaded.

Download: Folder for all received files
@ User Desktop {default)
73 My Documents
) WebFile folder
(7 Custom folder:
Select...

Falder where all downloaded files
will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Use Explorerto select files

@ Help... ‘ @ Reset ‘

71 Use TSplus GUI

——
kﬁ% Preview

@ Save ‘
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B Log on

‘ | ohn

‘ Domain:

Accounting
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Internet

Gateway

Public IP: 70.0.0.1
HTTP Port: 80
HTTPS Port: 443

Application Server A Application Server B
Public IP: 70.0.0.2 Public IP: 70.0.0.3
HTTP Port: 80 HTTP Port: 80
HTTPS Port: 443 HTTPS Port: 443
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Internet
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Client configured to connect to 70.0.0.1 Corporate Router

Public IP; 70.0.0.1
Port 80 is reuted to 192,168.0.1:80

Y
Private IP: 192,168.0.1
HTTP Port: 80

HTTPS Port: 443
e e i =

Legend i [ i —] [

~
—= Path took by the [= Q {\ @
client to access one of v v i o

Application Server A Application Server B Application Server C Application Server D

the farm servers. Private IP: 192.168.0.2 Private IP: 192.168.0.3 Private IP: 192.168.0.4 Private IP; 192.168.0.5
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File Action View Help

= znm 6= 0

g- Local Users and Groups (Local) || pame Full Name Desci| | Actions

.—_ Ee &':Admin Users -
_| Groups

MNew User ? * More Actions

User name: |J0hn |

Full name: | |

Description: | |

Password: |"" |

Confirm password: |""| |

User must change password at next logon

User cannot change password

Password never expires
[ Account is disabled

Help Create Close
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& 1usrmgr - [Local Users and Groups (Local)] - ] -

File Action View Help

=™
& | ocal Users and Groups (Local) e Actions
lg Lecal Users and Groups Local Users and Groups (Lo, &
More Actions 3

This snapin may not be used with this edition of Windows 10, To manage
user accpunts for this computer, use the User Accounts toal in the Contral
Panel.
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€ Settings = O »
0% ACCOUNTS Find a setting £
Your account 5
Your family

Sign-in options Sign in with a Microsoft account to see your family here or add

any new members to your family. Family members get their own
Work access sign-in and desktop. You cam help kids stay safe with appropniate
websites, time limits, apps, and games.

Fam'il}'& other users Sign in with a Microsoft account
Sync your settings

Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

L Add someane else to this PC
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General | Details | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
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* Protects e-mail messages

* Ensures software came From software publisher

* Prokects software From alkeration after publication

* Allows daka ko be signed with the current time ll
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General | Detals Certification Path |

— Certification path

o] USERTrust

------ B8] COMOD0 RSA Certification Authority

Yiew Certificate

iZertificate status:
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Learn more about cerkification paths
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General | Details | Certification Path |

ﬁ Certificate Information

* Ensures the identity of a remoke computer
* Proves your identity ko a remote cormputer
. T ——

* 2l

This certificate is intended for the following purpose(s):

* Refer to the certification authority's skatement For details,
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i

Install Certificake. ..

Issued by: COMODO RSA Domain Yalidation Secure Server

Yalid from  29) 03/ 2015 ko  29) 03/ 2016

Iszuer Skakement I

Learn more about certificates
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Certificate Export

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

¥ou must select the private key option if you wish to install this certificate on
a different computer.

Do you want to export the private key with this

@ Yes, export the private key
@ pfx file Indude all certificates in the certification path if possible

() key file (Apache compatible format)

(") Mo, do not export the private key
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Certificate Export Wizard Ed

Welcome to the Certificate Export
Wizard

P i This wizard helps wou copy certificates, certificate krusk
g_‘ list= and certificate resacation lisks From a certificake
stare bo your disk,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to prokeck data or ko eskablish secure nebwork,
connections, & certificate store is the syskem area where
cettificates are kepk,

To conkinue, click Mext,

= Back Mext = Cancel




Certificate Export Wizard |

Export File Format

iZertificates can be exported in a wariety of file Formats,

Select the Format you wank ko use;
{+ DER encoded binary %.509 {.CER)
" Base-64 encoded ¥.509 {.CER)
" Cryptographic Message Synkax Standard - PECS #7 Certificates (P7E)

[T Include all certificates in the certification pathif passible

£ Personal Information Exchange - FECS #12 (PR

[T Include all certificates in the cerbification pathif passible
[T Delete the private key if the export is successtul
™ Export &l extended properties

£ Microsoft Seriglized Certificate Stare (55T

Learn more about cerkificate file Farmats

< Back. Mext = Zancel
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SSL Converter

Use this S5L Converter to convert SSL certificates to and from different formats such as pem, der, p7b,
and pfx. Different platforms and devices require S5L certificates to be converted to different formats. For
example, & Windows server exports and imports .pfa files while an Apache server uses individual PEM (.crt,
.cery files. To use the SSL Converter, just select your certificate file and its current type (it will try to
detect the type from the file extension) and then select what type you want to convert the certificate to
and click Gonwvert Gertificate. For more information about the different SSL certificate types and how you
can convert certificates on your computer using OpenSsL, see below,

Certificate File to Convert: | Browse. | tiyDiomainMame_com.crt ‘fou have chosen to open:

MyDomainName_com.pfx
| whichis: pfx File (2.9 KB)
from: https:/fwww sslshopper.com

Private Key File:
Chain Certificate File (optional): _Browse. | Mofile selected

Browse.. | private key.pem

“What should Firefox do with this file?

Chain Certificate File 2 (optional): | Brawse. | Mo file sslected * cpenwth _Browss... |
@ ! Save File
i Standard PEM x| Detected type from file
Type of Current Certificate: ve I | Do this automatically For files like his From nov on,

extension

Type To Convert To: |PR4PRCS#12 -I

PFX Password: [essess

encel

& Your private key is intended to remain on the server.

Wihile we try to make this process as secure as possible by
Convert Certificate

using SSL to encrypt the key when it is sent to the server,

3. claziHTTPS

i.la>'SSL \ 9 A CY VIR

Secure Connection Failed

A error occurred during a connection to sbscccloudserver .com, Cannot
communicate securely with peer: no commeon encrypton algorithrm(s ), (Error
code: ssl_error_no_cypher_overlap)

¢ The page you are rying to view cannot be shown because the authenticity
of the received data colld not be verified.

¢ Please contact the website owners to inform them of this problem.
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: €& G GoDaddy.com, LLC(UST  Ribps:/ fwnse . godaddy.com

You are connecked ko
godaddy.com
which is rur by

GoDaddy.com, LLC

Scotksdale
Arizona, U3

Yerified by GoDaddy.com, Inc.

4
]

L The connection to this website is secure,
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T TSplus - Administration Console - — X

TSE S Remote Access Management Console

{t HomE

Activate your License
[ AppuicaTiONs

Upgrade Edition or Add Users

(Ch PRINTER
Q@ wes

m FARM I License Activated - Enterprise edition - 25 users I

semsitiumper | FOE |

End of support date: !

License Status

°
2, SESSIONS

& SYSTEM TOOLS

83 ApvANCED

Editions
> ADDONs @ System Edition
@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition
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i Terminal Service Plus

Jads 20l olaciTerminal Service Plus o5 gl olelas el .

'Ly Setup - TSplus —

Welcome to the TSplus Setup
Wizard

contnuing.

Click Mext to continue, or Cancel to exit Setup,

This will install TSplus version 14, 10, 7.6 on your computer,

It is recommended that you dose all other applications before

mﬂt >

Cancel
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_?,j Setup - Toplus

Advanced Setup Options
Specify advanced setup options below.

If any doubt, simply didk Mext to continue setup.

[] Use custom proxy settings:

[ ] Only download setup (do not install)

= Back

Mext =

Cancel

Sl e 3dlol e .adlayl




iy Setup - TSplus

License Agreement

Please read the following important information before continuing.

Flease read the following License Agreement, You must accept the terms of this
agreement before continuing with the installation.

ﬁ'I'SpIus's license agreement

Software

You should carefully read the following terms and conditions befare apening the
software package, or if downloaded, before using such downloaded software.
Dpening the padkage or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding an you
and TSplus. If you do not agree with these terms and conditions, or do not want
them to be binding on you, you should promptly return the package unopened for

a full refund or delete the downloaded software from any storage medium that it
iz stored on.

W

@I accept the agreement
(C)1 do not accept the agreement

Mext = Cancel
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;_‘-) Setup - Toplus

TSplus WEB options

- HTTF web server and Universal Printer.

- HTTPS web server with Tunneling.

-z Highly secured 55H communication with Tunneling.

-> RemoteAPP dient to start Virtual Application over Internet,

-= Gateway and Web Portal.

- HTMLS dient access from iPhone/IPAD fAndroids tablets,

Change port numbers

HTTF:

HTTPS:

443

Disable HTTP built-n web server

(@) Use the built-in HTTP web server

() Disable the HTTP web server

= Back

Mext =

Cancel
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'Ly Setup - TSplus — x
— |
Ready to Install
Setup is now ready to begin installing TSplus on your computer,

Click Install to continue with the installation.

= Back Install Cancel

o o ,lao|TSplus 11.40. eSuw o) HLsl caid TSplus Advanced Security ol Llol «soall 8
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:r,j Setup - Toplus —

Installing
Please wait while Setup installs TSplus on your computer,

Finishing installation. ..

Cancel
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[i-_‘-) Setup - Toplus —

Completing the TSplus Setup
Wizard

To complete the installation of TSplus, Setup must restart your
computer. Waould you like to restart now?

Flease make sure you know your Windows username and
password before rebooting,

(@)i¥es, restart the computer now:

()Mo, T will restart the computer later

Einish
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Load balancing & Failover
Enable/Disable Load Balancing

O Load Balancing is Enabled

Load Balancing Weights

Enable/Disable Sticky Sessions

O Sticky Sessions are Enabled ‘

Users: 0% D 100% Memary: 0% r)
BO0% 70%

cPU: 0% {J 100%  Lo: 0%
20% 0%

Servers

Servers

L_ﬂ‘j] U5 server

5 Accountancy

100%

100%

-
é} Back to Default Settings

LA@ Add a new Server

L}/ Edit Server

Lé Remove Server
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Enable/Disable Load Balancing

@ Load Balancing is Disabled
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Enable/Disable Load Balancing

Q Load Balancing is Enabled
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Server Address:

http » | -// teminalserviceplus ddns.net

Please use your server's web server protocaol, IP and port.

ROP Port: @ Same as web
(") Specfic:

Server iz Enabled

@ Cancel ‘
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Load balancing & Failowver
Enable/Tisable Load Balancng Enable/Thsabls Slicky Sessons
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Load Balancing Weights
Lsers: o, . 100% Memory: 0% ' oo,
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CPU. D [ | R T 0 [ | 1007
20% e
Servena
E‘""”’ _:-_:l Add 8 new Server
[ SR :
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[ SRYZ I.'.f./ Edit Saraer

:g Remove Server
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Windows Client Generator

Enable Load-Balancing 7

[ ] Use Load-Ealancing Gateway Web port number

When "Use Load-Balancing’ is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: |C Seers’ AdmintDesktop | Browse

Create Client

Client name: |i|:|hn.|:|:|nnect |
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Enable Load-Balancing 7

When "Use Load-Balancing'is checked, it enables using the Gateway

with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documertation

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Client name: |i|:|hn.|:|:|nnect |
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n TSplus - Administration Conscle

TSPLUS
HOME

APPLICATIONS

PRINTER

@ & O o

WEB

Web Portal

HTTPS

‘Web Server

i

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

g =& L b

LICENSE

Remaote Access Management Console

‘Web Portal Design

‘Web Portal Preferences

&

Applications Portal

‘Web Credentials

RemaoteApp Client

HTMLS Client

HTMLS Top Menu




Preferences

Diefault Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type
Available Clients: HTMLS (iPad, iPhone, Android devices, computers)

Remotefpp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

Upload: Folder to select files. Download: Folder for all received files
@ User Desktop {default) @ User Desktop {default)
) My Documents 73 My Documents
7 WebFile folder ) WebFile folder
(7 Custom folder: (7 Custom folder:
Select... Select...
Folder path from where the user will Folder where all downloaded files
zelect files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Save ‘

@ Use Explorer to select files 71 Use TSplus GUI

o,
@ Help... ‘ @ Reset ‘ kﬁ% Preview
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TSPLUS
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Manage

Feverse-Proxy

Load Balancing
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Enable/Disable Load Balancing

O Lead Balancing iz Enabled
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http://localhost/index.html
http://localhost/index.html
http://localhost/index.html
http://localhost/index.html

Enable/Disable Sticky Sessions

O Sticky Sessions are Enabled
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m-|ﬂ » Libraries »

Organize « = Open Share w

Cut

Copy
Paste
Undo
Redo

[

Select all

[L] Layout b

Folder and search options

75 Delete
Rename
Remove properties

Properties

Close
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Folder Options

General | View | Search

Folder views
You can apply the view (such as Details or lcons) that
you are using faor this folder to all folders of this type.

| Applyto Folders | |  Reset Folders

Advanced settings:

Files and Folders

] Always show icons, never thumbnails

] Always show menus

Display file icon on thumbnails

Display file size information in folder tips

[| Display the full path in the title bar {Classic theme only)
Hidden files and folders

@ Dont show hidden files, folders, or drives

() Show hidden files, folders, and drives

[ »

1

| Restore Defaults

| ok || Cancel || Aopy

29 clinl aiwo _pai 099 Jrasi sl aiauui"logon.bat™:

Jz 1> calall sl e Juww Jloll 138 50l i) al=oFolder.exe:

“subst Y: \tsclient\C\Users%USERNAME%\Documents”



Elugun.bat-NutEpad = ENES
File Edit Format View Help

subst v: “Ztsclienth\.chUsers\%¥USERNAMES: DOCUments &
F b
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|~ { Local Group to
File Action \View Help

b= EE G

= Local Computer Policy o )
4 & Computer Cenfiguration Scripts | PowerShell Scrpts
o ] Seftware Settings Logon ) }
» [1] Windows Settings =] Logon Seripts for Local Computer
= [0 Administrative Templates Display Properties
4 & User Configuration
w [ 7] Software Settings Description:
: | Windows Sertinsgr;s Contains user logen scripts, \ame
= = C:\Users'Admiristrator 2dmin-PCDeskiopogon bat
i) Seripts (Logon/Logoff)
I Fh Security Settings
I+ gl Policy-based QoS
|+ # Deployed Printers
3 ﬁ] Internet Explorer Maintenance
= ] Administrative Templates

]

To view the seript files stored in this Group Policy Object, press
the button below.

Show Files...

\ Bstended { Standard / [ ok J[ cameal ||
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Hlwall 3320l dlawlgs 5 >0 cdwlud] 1 sI"C:\Windows\System32\GroupPolicy\User\Scripts\Logon"

. e
’QJ». |, % Windows » System32 » GroupPolicy » User » Scripts » Logon - |

Organize = Open Print Mew folder == - i @

-

=
Mame Date modified Type

W Favorites
Bl Desktop |[E] logon 2/21/2018 8:41 PM  Windows Batch File 1K8|
& Downloads
L Recent Places

8 Libraries
L :', Documents
o' Music
[E=] Pictures

& Computer
(il Local Disk ()

-

= | logon Date modified: 2/21/2018 8:41 PM Date created: 2/21/2018 8:44 PM
ot Windows Batch File Size: 48 bytes

o diSa, guw walologon.bat 13® _9C:\ProgramData 15| cuS x5 uaii 13D ol il _uaill grox)
o I3 S dxly Jl pobn Jouw Jo3s daxe JSU ( pasiows gawild zolill uaill (9C:
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'~ Common Folder Settings

Path/Filename:

|C:\‘n"ﬁnduws\e:plurer.axe

I=]

Start Directory:

|C:\‘Mnduws

I=

Display Mame:

|C::|mmnr1 Folder

Command line option:

|'T’:|

Window State:

' Default (Maximized if single application on Web./Mobile ciient) v|
Folder

topevel) v| 0

Save Test

Cancel
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https://support.tsplus.net/support/solutions/articles/44000037914-how-can-i-use-a-logon-script-that-maps-a-network-drive-or-link-a-folder-to-a-unique-letter-
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https://support.tsplus.net/support/solutions/articles/44000037914-how-can-i-use-a-logon-script-that-maps-a-network-drive-or-link-a-folder-to-a-unique-letter-
/ar/tsplus-lts-14/folder
/ar/tsplus-lts-14/folder
/ar/tsplus-lts-14/folder
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https://secure-download-file.com/lts/11/Setup-TSplus.exe
https://secure-download-file.com/lts/11/UpdateRelease.exe
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I \2 certificate
= client.cert o
@ ‘l.r'en!‘n_es
certificate
* server.cert
{0-1- L |
Requests protected resource
Client g P » Server
2
. Presents certificate
4
. Presents certificate :
L]
_ Accesses protected resource
) 4
client.keystore server.keystore
client.cert server.cert

## =i JcTSplus

2z po5 gl aodall _STSplus slas| édsbanll .dlsLiall

onSoi) d8>baall @sbiall gl 031® 1dlosll

onsinw e cui Sa>l dcgazo glas B> (JDK) d>lbiall 0 > oMal> JDK.

1. elis] =9 walall JWI plaziwlLNotepad: C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin

ol 03 glawdl @Ml
eurt=ylno_ptth_ _Jda=i eurt=gnillop_tnirp__Julases eurt=sptth_no_htua_lautum__o»o ,9
2. dljlcert.jks

9"C:\Program Files (x86)\TSplus\Clients\webserver" s iw wlallcert.jks azuul 9"C:\Program
Files (x86)\TSplus\Clients" a9 al;L"C:\Program Files (x86)\TSplus\Clients\webserver\cert.jks"

3. clin] calo d=9ull

9‘C:\Program Files (x86)\TSplus\Clients’ ¢ il wals (a=d> _le Juww Jloll“createcertuser.bat’ go
0 :ublac)l


http://java.com
http://java.com
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@rem 28 el udss Lol JWI ] ciS w8 8 clin] 65l aedgo Ll 630>cert.jks @rem
keytool -genkey -v -alias jwts -keyalg RSA -validity 3650 -keystore cert.jks -storepass secret -
keypass secret -dname “CN=localhost, OU=my_ou, O=my_org, L=my_city, ST=my_state, C=MY”
@keytool -genkey -v -alias AliasUser1 -keyalg RSA -storetype PKCS12 -keystore
forBrowserUser1.p12 -dname “CN=some_name, OU=some_ou, O=some_org, L=Paris, ST=FR,
C=FR” -storepass mypassword -keypass mypassword @keytool -export -alias AliasUser1 -
keystore forBrowserUser1.p12 -storetype PKCS12 -storepass mypassword -rfc -file
forCertUser1.cer @keytool -alias AliasCertUser2 -import -v -file forCertUser1.cer -keystore
cert.jks -storepass secret @del forCertUser1.cer
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m TSplus - Administration Console - 7.8 = X

TSiE S Remote Access Management Consale

1+ HOME

@ Session Management settings
[ appLicaTioNs

m Session Opening Preference

(ep PRINTER
@ wes

B rrm [} Open Files on Client Side

2, SESSIONS ) Open URLs on Client Side

Settings
Permissions

Client Generator C&)  Hide Disk Drives

% SYSTEM TOOLS
% Apvancen

Cp Seamless color settings

{7» ADD-ONS

(@7 LICENSE

Files Types to open on user side

doc
docx
eml

mdb o
pps @ Remove this File Type

ppa
Ppt
pptx
pst
pub
s
e

lacedb ]
Add a new File Type

I
@ Add Office Files Types

I
ﬁ Remove Office Files Types

) Olo|" gg5 wale "nax i el @9lo| slaiel Jio(".docx" JMicrosoft Office Word 2007-2010) _JI
.aoslall
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T:JJ TSplus - Administration Console

TS ' Remote Access Management Console

1 HoMmE

Session Management settings

[ arpLicaTiONs

(Ch PRINTER
@ wes

Session Opening Preference

m FARM Open Files on Client Side
2, SESSIONS Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

eg SYSTEM TOOLS
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seamless color settings
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Tl Opening URLs on userside  — -
Select protocols to open on user side:
[ http [ ] hitps [] tel [[]sms [ ] mailto
Define UELs to open on user side:
Add
Remove
v
URL On Client is currently disabled O
Apply
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How do you want to open this type of link (http)?

Default Host Application

Internet Explorer

Url On Client

ﬂ Look for an app in the Store
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HOME

APPLICATIONS

PRINTER

WEB

B & & 0O 9

SESSIONS

Do

Settings

Permissions

Remote Access Management Console

| Client Generatar

% SYSTEM TOOLS
§08 ADvaNcED
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Windows Client Generator

Geneal Display  Remote Desktop clent  Seamless client  Local resources  Program  Securty  Load-Balancing

Server
Server address Part number
N e REE)
User
@ Logan Password
‘) |Jnhn | ‘ouuuo

Domain name {without extension}
|TSpIL|s |

Prefered display mode

(®) Remote Deshtop client () RemoteAPP client () Seamless client

(7 Disable background & animations for better pefomancas (®) Fast network or Fiber optic

Client location: |C:'\Users"u\dmin\DeslctoD | Browse

Create Client

Cliert mame |iuhr| connect |




Aoy oo clinl3 glosl o eMae JUasVl (il ¢Sy lgdows L] alouw iSo cuoasiuwall 9l e 2liasUSB
plaziwl . Jgazall
aa>Vo eMoc JLasVl e (u8dlgio 2o 6j¢21 yiguaS .Jlbo

Aio ,lao|TSplus 11.40. s 65lc| puaucs Mgo Jso=ll (9Sy (2990 Lad) wixilg 395, Jxall daylxyVl a3l

oo ool ax9l8s ol el Vo, oo aobu“.exe’. pgsy Moo Jrosll nazl elisl cale i glows slaisl,
“.connect”.

John.connect

ollbio e wil> Jrasll

e Wl (el usinw e JS paiawe Jain goliy @990 ade aun"Setup-ConnectionClient.exe”
bo,uiS . o 4961 138 goldl e polJl Lol el (8 alxo g0l TSplus:
TSplus\Clients\WindowsClient:

Organize « Open MNew folder = « [l @
B Desktop * Name : Date modi... Type Size
i ] Mo 6/15/2017 ... File folder
i Recent Places [ ClientGenerator.bin 7/30/2018 .. BIN File 639 KB

. o @ ClientGenerator.exe 1772017 1. Application 9 KB

o Libraries |% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
& Documents @ sverexe 7/3/20171... Application 947 KB
J’ Music
[ Pictures
BE Videos N

18 Computer
(i Local Disk (C:)

- 4 m

| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
»<) Application Size: 9.16 MB

9l lc AxsTSplus\Clients\www:



ConnectionClient - O

&« v <« Tsplus * Clients » www * ConnectionClient v O Search ConnectionClient
] -~
v Clients () Mame Date modified Type Size
webserver &, Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KE

WindowsClient
~ WWW
cgi-bin
ConnectionClient

1item

*

¥

_9i dlawlg,

6, b dole dlaso

Jisl e doMe wyos o®il | ologleall zallaall

- 5
Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing I
Server
Server address Port number
LE. |192.168.1.254 | 3389 |
|zer
Logon Pasawaord
U a
* * |J|:|hn | |".".
Domain name (without extension)
|T5plus |
Prefered display mode
(® Remote Desktop client (") RemoteAPP client
(") Disable background & animations for better performances (®) Fast network or Fiber optic
Cliert location: |C:"-.Llsers"-au:lmin'-.DesktDp | Browse
Create Client
Client name: |J|:|hn--1-4.::u:-nnect |
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J dsee gulw « SVl Jo=s Lusi dsy,bbRemoteApp. 59 oblaoM 028Vl oWindows Jio
Windows XP 92003.

Terminal Service Plus Seamless JlkoMicrosoft
RemoteApp
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Ul bl w29 Ol UsSs LB lguuss aic plasiwlAdminTool gPortable Client
Generator.
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Graphical settings

h () 15 bits color resolution

(@)1 bits color resolution:
() 24 bits color resolution
() 32 bits color resolution

[] Dualscreen []5pan [ ] Enable shortcut keys

These settings apply to all kind of connection cliert:
- Remote Deskdop client
- Seamless client
- Remotefpp client

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Cliert name: |i|:|hn.|:|:|nnect |
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Windows Client Generator

General Display | Remote Desktop client | Seamless client  Local resources  Program  Security  Load-Balancing

Femote Deslktop

! () 800x 600 (01366 763
(01024 x 768 () 1600 500
(01280 720 (O 1600x 1024
(0 1280x 1024 (0 1920x 1080

() User screen size
(®) Full screen

Smart re-sizing of the Remote Desktop
[] The Remate Desktop will net hide the local taskbar

These settings are anhy valid for the Remote Desktop client
To select the Remote Deshktop client you must use the General tab.

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Cliert name: |i|:|hn.|:|:|nnect |
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Windows Client Generator

General Display Remote Desktop client  Seamless client Local resources  Program  Securty  Load-Balancing

Local devices

_ Disks all
- Prirters
Sound
COM ports
Smart cards
LISE devices
Play remote sound: {®) Locally () Remotely Mo
Universal printer option
Action: Printer scaling:
l () Preview with the local POF Reader i Uze original page sizes
(") Print on default printer - local driver included (") Fit pages to printable area
(®) Select the local printer - local driver included {®) Shrink pages to printable area {f necessany)
Client location: |C:'-.Llsers'-admin'-.Desktu:up | Browse
Create Client
Client name: |CIier|t-D5.cu:unnect |
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Windows Client Generator

Startup program 7
e W& recommand to use the AdminTool
to assign Application(s) to users orto groups.

However, you can specify here after one application to be started at logon.

Path./Filename |C:"-.F‘n:|g|am Files (c86)"Foodt SoftwareFoodt Readert Foudt Updater exe | Browse

Start Directory |C:"-.F‘n:uglam Files (<86} Foxit Software*Foxit Reader |
Command line option | |
Client location: |C:"-.LlserS"-ﬁJ:lrnin"-.DeslctDp | Browse
Create Client
Client name: |iu:uhn.u:u:unnect |

AiSay Husi Gulai ex il ue Moo ol (Jgoxall 3059 o lue aldy9 coule09 dio ,lao]11.30. go9
b3 wogi plaziwlbAdminTool usi olauaill .d,e¢ 50l
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Advanced client securty options
%J [ Lock it on PC name
S |WIN-ATLOOCNOESS |
[ ] Lock it on serial number
203119124 |

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client

[] Deny user from saving credentials

[ ] 5ave usemame only

[ Encryption V2
Client location: |C:\Users\Admin'\Desktop | ..Drowse :
Create Client
Client name: |i|:|hn.|:|:|nnect |

diSay a5 2> o) o gl el JOVI o) pi oglin] o,e gl JB3| doudll (9 guj0 2l
ol S gy dimss Liol,adl _JI V" )"592>

2 A gluall 1ol
o pac Jo,c 6yl e lhas> olly slaieVl Jos) oo .0gLis]

o o>l 'o.w| p.\k'iumﬂ nao
o paciwl asdlV2.

Ujles Joi

iSay Loyl oiSos ojlei Jsazidl JLasW o3y 319 (o .l jjo Y adi yaziy gipe plaskiwl” ojles " Jsazill
5] & s Jamitiy &30 Ojlos Jpoxidl e losls gliziaw _J| J55| ddio dilos cmodl Sl e 0l Sy 9@
s Adinll Lol idYI pasiamall Lo guox polos .lic)j0



Windows Client Generator

Enable Load-Balancing 7

[] Use Load-Balancing Gateway Web port number

When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Cliert location: |C:\Userszin\Desktup | | Browse

Client name: |iohn.connect |

Create Client

The Remote Desktop client client has been copied on your Desktop

Client name: john.connect
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o 939 95,2012 9i2012 R2
* 99 p>1>2016
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slauo|Windows 10 Home i€ . pg9ca0
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General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 .

Subnet mask: 255

Default gateway: 192 .

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DMS server: 192 . 188, 1

Alternate DMS server:

[ validate settings upon exit

| Advanced...
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http://support.tsplus.net/kb/faq.php?id=30
http://support.tsplus.net/kb/faq.php?id=30
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oSy 13D 8sle o Jd oaiiwsRemote Desktop 989 8150 Lo oSuw bl go wloasMicrosoft
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Windows Client Generator

General | Display | Remote Desktop client | Seamless client | Local regources | Program | Securty | Load-Balancing

Local devices

| ™ Diigks

-
| Sound
[C1COM ports
[T Smart cands
[ USE devices

Universal printer option

- () Preview with the local PDF Reader
() Print on default printer - local diver included

@ Select the local printer - local diver included

Cliertt name: iohn connect ‘ Create Client ‘
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https://www.youtube.com/watch?v=o6omJueHG7c
https://www.youtube.com/watch?v=o6omJueHG7c
https://www.youtube.com/watch?v=o6omJueHG7c

E=EEEC)

- @ v Control Panel » Hardware and Sound » Devices and Printers - Eearch Devices and Printers pe)
Add a device Add a printer See what's printing I Print server properties I Remove device

4 Devices (3) Shows the properties for this print I

B N

ADMIN-PC Generic Mon-PnP
Monitor

4 Printers and Faxes (3)

HP Photosmart Microsoft XPS Send To Universal Printer
C3100 series on Document Writer OneMote 2010
192.168.1.5%4

Universal Printer  Model: CUSTPDF Writer
Category: Printer
Status: 0 document(s]) in queue

sp00 Je3 Nl | pailas ol acliall il e dolle cusidll gLl aloY ol Jsiniall (oLl Juosll
L9y L5( 03® (@l pois cuiiy goliy JazisWindows XP 32 )euy



Dirivers

Forts Security

ADMIN-PC
?

Installed printer drivers:

Mame

CUSTPDF Writer
Foxit Reader POF Printer Diriver
Ghostscript PDF

KOMICA MINOLTA mcdb50 XP5S
KOMICA MINOLTA ppd650 XPS
Microsoft XP5 Document Writer
M5 Publisher Color Printer

M5 Publisher Imagesetter
Remote Desktop Easy Print

Send To Microsoft OneMote 20...

Processaor

HP Ceolor Laserlet 2700 Senes P... »

Type

Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
Type 3 - User Mode
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Bemove...

Properties
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APPLICATIONS

O
(SR PRINTER
®

By rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ApvanceD
&7 ADD-ONS

@3 LICENSE

Activate your License
Buy now
Rehost an existing license

Refresh your License

License Status

Trial License : 4 days remaining. 5 users.

computerips [ wwm ]

Computer name:

Editions

@ System Edition @ Mobile Web Edition

() printer Edtion () Eenterprise edttion

I3l plise lawuil Lol zel,



@ License Rehost

License Rehosting

Please enter your Activation Key:

HOXRH- XK HOOKIHK XXX,

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help rehosting your license.

S5 JigmaSdl oY1 sl a5 éole] b Liniuwl

@ License Rehost

License Rehosting

Please select the initial Computer you want to rehost from:
§-. | = - DESKTOP-vi i v

This is the original Computer, which you want to stop using.
Please contact Support should you require any help rehosting your license.
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@ License Rehost -

License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:

- Rehost can only be done once every 6 months.

- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace
period of 15 days.

£ Back Rehost &

gl 6,5 83le] adlamwl Las il Loldl el

@% License Rehost -

License Rehosting

Your licenses have been rehosted!

You can now safely close this window.

il giay oliax) _i> ai disle 8151 6,131 dw 3l &y i elai 638Ul

License pd

Your permanent license has been successfully activated!
Permanent license activated, Enterprise edition, Unlimited users.

Permanent license activated,

oK
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@z License Rehost

License Rehost

Copy rehost URL i.::en:g:iru:],-'[e} ost/ztart/Sel 3 82deb 940237446 adfcb4668db3bak M -QR0EMETTEBI0)]

(@3 Refresh your license
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T} TSplus - Administration Console - 1.8 0

TSEUS Remote Access Management Console

1+ HOME
?‘ Web Portal Design
[ appLicaTioNs
D ‘Web Portal Preferences
(P PRINTER
Applications Portal
@ we
Web Portal
HTTPS
1] .
Web Sarver G, Web Credentials
i Farm
O sessiol
= SESSIONS !:l RemoteApp Client
% SYSTEM TOOLS
HTMLS Client
3 Apvancen
HTMLS Top Menu
{7» ADD-ONS
(@7 LICENSE




HTML5 Client

Menu bar: All devices and computers -

File Transfer: Enable File Transfer

Cir+Alt+Del: Mobile devices anly -

Top menu preference: Transparency -
Default Colors: 16 bits b
Connection Timeout: 40 w
Waming Messages: [ ] Hide Waming Messages

Sounds: Play Sounds Theming: []
Backaground Color Preference I:I Choose color...
Add a logo to the background: Browse... Remave the logo

Logon screen message:

ABLE BGCOLOR=\#FFFFFF BORDER=0 BORDERCOLOR=\HFFFFFF\ CELLP?

Change logon screen animated GIF: Browse... Display time msec.: |5000
E Smartphone and tablets Preferences Use recommended values
Pointer settings

() No pointer () Small pointer (@) Medium pointer () Large pointer

Transparency 4 95 %L
Software keyboard settings
Use soft. keyb. [ ] Automatically show the software keyboard
when the focus is in an entry field
Transparency 4 95 %L

@ Help... ‘ @ Rezet @ Save
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T TSplus - Administration Censole - = X
TS L ' Remote Access Management Console

1+ HOME

* Web Portal Design
[ arpuications

Web Portal Preferences

(P PRINTER
Applications Portal
Q@ ws

‘Web Portal
HTTPS

Wi :
Web Server Web Credentials

fy earm

=]
£ SESSIONS RemoteApp Client

% SYSTEM TOOLS .
HTMLS Client

3 Apbvancen
HTMLS Top Menu
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(&7 LICENSE
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/ar/tsplus-lts-14/html5-client-using-clipboard
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/ar/tsplus-lts-14/html5-client-using-clipboard

o 13® Jlall pi LisFoxit Excel _le sgiuall2:

HTML5 Top Menu

Manage HTMLS Client Top Menu lcans

o= Level 1 E Add a new Application
== Print
=== File Upload to Server
== Clipboard Ij Edit Application
-.:== File Download to Client
=== File Listing
=== Right Click (mobile only) Ij Remove Application
—== Muouse Drag (mobile only)

=== Lewel 2
Foxit m Move Up
@ Excel

m Mowve Down
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Language
Fortal
Browser
Gateway
Arabic
Belarusian
Bulganan
Bengali
Bosnian (Cyrillic)
Bosnian (Latin)
Catalan
Czech

Woelsh
Danish

German (Swiss)
German

Divehi

Greek

English (Canada)

Locale
as_portal
as_browser
as_gateway
ar_ar
be be
bg_bg
bn_bn
bs_cyrl_ba
bs latn_ba
ca_ca
CS_C5S
CS_CZ
cy_gb
da_da
da_dk
de _ch
de de
dv _dv
el _el
el gr

en_ca

Value

1025
1059
1026
1093
8218
5146
1027
1029
1029
1106
1030
1030
2055
1031
1125
1032
1032
4105
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(& LICENSE

Remaote Access Management Console

Add Application

Edit Application

Desktop, Taskbar, Fleating Panel and Application Panel

Microsoft
Remote Desktop

Tsplus Remote
Taskbar

Published Applications

Motepad

Foxit

Remove Application

Assign Application

Select an Application to Edit or Assign users/groups to it

T5plus Remote Taskbar User Assignment —

Select which users and groups will be able to see and run this

application:

O All authenticated users

@ Spedfied users and groups

Users and Groups

DESKTOP-SCVIIVHJohn

] X

Add..

Remove

Save

Cancel
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Taskbar Theme Preference
Select your prefemed TS5plus Taskbar theme

(@) Use Blue taskbar theme as default
() Use Silver taskbar theme as defautlt
() Use OnTop taskbar theme as default
() Uge Desktop theme one as default
() Use Desktop theme two as defautlt
() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not ovedap the local taskbar
[ ] Do not ovedap the Blue or Silver bar

| Replace logo/wallpaper on the Desldop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center () Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motification Area (Systray)

() Show the Motification area () Hide the Motification Area

Security Preference
Show.Hide log off button

(®) Show log off button () Hide log off button
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mainmenu.mnu) dlauwlg, J9gmall plaziwlLNotepad.

File Edit Format View Help
|[[menu]

[Sgoff=%c:\Program Files (xB8)\TsplusiUserDesktop'filesrunlogoff.exeX$icon$exit.ico

[menusettings]
tﬁpe=23
5

owicons=1
iconsize=1
itemheight=34
colorl=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolorl=0
fontcolor2=16777215
fontstyle=n
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Windows Client Generator

General Display Remote Desktop client Seamless client | | ocal resources  Program Security  Load-Balancing

Specify your prefered Seamless Color
= i) Pink (®) Green (defautt color)

The Seamless client is based on one transparency colar.
This colar must be idertical on the server and on the cliert.

When maximizing a Remote Application
() Dont hide the local taskbar

(@ Dverap the local taskbar:

WARNING: The Seamless client is working fine up ta W7 or AW2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the Remaotefpp client instead of the Seamless one

This setting applies only to the Seamless client

Cliert location: |C:\L|sers'\.ﬁdmin'\Desl~:tnp | Browse

Create Client

Client name: |inhn.u:nnnect |
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TSECUS Remote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ D

Users
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel
@ PRINTER . o (@ Microsoft Remote Desktop User Assign... — m} b4
Published Applications Select which users and groups will be able to see and run this
= e application:
WEB . I
@ wl nF () Al authenticated users
Motepad Foxit OpenOffice

(@ Specified users and groups
E FR Users and Groups

DESKTOP-5CVIVHJohn

o
2, SESSIONS
Q\ SYSTEM TOOLS

8% apvancep

&7» ADD-ONS

(&7 LICENSE Add... Remave

Save Cancel
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Taskbar Theme Preference
Select your prefemred TSplus Taskbar theme

() Use Blue taskbartheme as default
() Use Silver taskbar theme as default
() Use OnTop taskbar theme as default
(@) Use Desktop theme one as defautt
() Use Desktop theme two as default

() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not overdap the local taskbar
[ ] Do not overdap the Blue or Silver bar

| Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center (®) Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motfication Area (Systray)

(@) Show the Motfication area () Hide the Motificaction Area
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My Remote Applications list

£ Desktop folder
Fd Excel

G Foxat

B Notepad

O wWord

Logoff
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Taskbar Theme Preference
Select your prefemred TSplus Taskbar theme

(@) Use Blue taskbartheme as default
() Use Silver taskbar theme as default
() Use OnTop taskbar theme as default
() Use Desktop theme one as defautt
() Use Desktop theme two as default
() Use Logon theme as default

Application working area within the selected theme

[ ] Full screen
[ ] Do not overdap the local taskbar
[ ] Do not overdap the Blue or Silver bar

Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

() Justify left () Center (®) Justify right

() On the screen top (®) On the screen bottom

Notification area (Systray) Preference
Show./Hide the Motfication Area (Systray)

(@) Show the Motffication area () Hide the Motificaction Area
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T"i, TSplus - Administration Console -

sz REMOTE

o
O
e
®

HOME

APPLICATIONS

PRINTER

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@ 2 B L Do

LICENSE

Backup / Restore your Server Parameters

Advanced Settings

Product
Security

. Session
Lockout
Contextual menu
Logs

Mame

Desktop for all users
Application Command Line

Value

No
Mo

Remote Application Menu Default [Ves)

Remote Application Menu Title
Background Color

Use "All Users” desktop shorcuts

Fallback application path if no assigned application
Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable “tel:" protocol
Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Default (My Remote Appli...
Default (10841658)
Default (No)

Default (Yes)

Default (No)

Default (No)

Default (No)

No

Default Z:DESKTOP3%)
Default (PcDESKTOP3)
Default (No)

Default (Yes)

Default (No)

Default (0)

Default (2000)
Default (Use Windows Ex...
Default (No)

Yes

Uiy i awl daslall oS celis oo JUS aill e oloic daild Guloill szl ol adlioly (5 g0 :damdll

HOME

APPLICATIONS

PRINTER

WEB

& @& O 9

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

g = 8 L D

LICENSE

Remote Access Management Console

Backup / Restore your Server Parameters

Advanced Settings

Product
Security
2. Session

Mame
Desktop for all users
Application Command Line
_Remate Application Menu
| Remote Application Menu Title

Value

No

Default [Yes)

Default [Yes)

Default (My Remote Appli(ati...

T"J‘ TSplus - Edit Setting

Remote Application Menu Title

Description:

Title to display in Remote Application Menu

0841658
X Na)
Maj
o)
1eDESKTOP:)
feDESKTOPSE)
les)
Haj
2000)
Use Windows Explo..

Value:

| My Remate Applications

Cancel
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My Rgresiit Apphesbdng

&1 Windows DVD Maker
5 Windowi Fiao and Scen
B Windows Media Center
I Windows Medis Player
£ Windows Update Documents
- XP5 Viewer
. Afceiiones
L ANSEYOU
b Gamet
bt
. Mainberance
L Mhcresolt Office
I ¥y Remote Applications

() FlostingPanel
() M5 Access
() M5 Pub

() M5 WORD
() Outhoeole Defaukt Frograms
() Peraver Pt

EZ.‘- Wideo Editor Help aned Suspport

Devaces amd Prrders

Back
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[ )
" » Computer » Local Disk (C:) » Users » Laura » RDPG v | 43 || Search 2DP6

Organize = || Open Share with = MNew folder

W Favorites
Bl Desktop
& Downloads

L, Recent Places

A Libranes
* Documents
o' Music
= Pictures
B videos

1% Computer
ks Local Disk (C:)

€ Metwork

4 itemns selected Date modified: 7/7/2007 4:19 PM - 10/7... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

MNarme

&% bkgsc.bmp

& bkgscbluebmp
& bkgscgreen.bmp
&% bkgscpink-bmp

_ ConnectionClient.bin

(3 ConnectionClient.exe

@ ConnectionClientold.exe
o DvoidSansFallback.ttf

& icolico

@ conico

__| laura-PortableClient. bt

&) libmupdf.dil
_| MyRemotefpp.bin

-

() MyRemoteApp.exe

a | MyRemotefpp.ini
| PdfFilter.dll

4] PofPreview.dil

__| Rematedpp.ta
& Session.rdp

R SirnatralNE sve

Size: 102 KB

Date modified

4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/2/2017 6:52 PM
I/T2017 4:19 PM
7/7/2017 4:19 PM
10/16/2015 9:51 AM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/7,2007 3:20 PM
/2/2015 B:52 AM
10/2/2017 £:52 PM
/772017 4:19 PM
10/7/2017 3:28 PM
11/2/2015 8:53 AM
11/2/2015 8:53 AM
10/7/2017 3:28 PM
10/7/2017 3:32 PM
11727005 853 ARA

Type

Bitmap image
Bitmap image
Bitmap image
Bitmap image
BIM File
Application
Application
TrueType font file
Icon

leon

Text Document

Application extens..

BIM File
Application

Configuration sett...
Application extens...

Application extens.

Text Dacument

Remaote Deskiop ..

Annliratinn

EKE
& KB

B KB
EKE
568 KB
96 KE
96 KB
3749 KB
161 KE
54 KB
1KE
5,061 KB
6 KE

96 KE
2KB
188 KB
196 KE

1 KB
2K

1 KRR KR
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Domain:

@® HTMLS @ RemoteApp

windows Plugin not found

Download Plugin

Install this plugin
Then dlick on ‘Log-on' again
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This link needs to be opened with an application.
Send to:

Windows Connection Plugin

Choose an Application Choose...

Rermember my choice for remoteapp links.

This can be changed in Firefox's preferences,

l OK J | Cancel
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/ar/tsplus-lts-14/client-setup-program
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eMacRemoteApp JlaiVlg i
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Windows Client Generator

General  Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Server
Server address Port number
E::-E. |192.168.1.254 | |3389
|ser
= Logan Password
*’* |J-:|hn | |-"nl
Diomain name {without extension)
|T5|:|Ius |

Prefemred display mode
(") Remote Desktop clisnt () Seamless client
{®) Disable background & animations for better peformances (") Fast network or Fiber optic
Cliert location: |C:"-.Llsers"-}-'vzlmin"-.Deslctu:up | Browse
Create Client
Client name: |iD|‘|I‘|.I:I:|I'|I‘|E|:'t |

JwocHittt JLailRemoteApp

ule yuSe JwacSeamless. 9 Jwae JlailRemoteApp V aaiz, e whblac] yol .adlaill 1309 xouw
o Slawlaill JSiy Jlo adlo¥l J| Jelw 9249 . LoV

o Jle wils (Josll Ll cwisRDP6 9l . lel

o e e (ol cy wuis TSplus e le> Jas, plauWindows 7 JIWindows Server 2019.
ala>Mo RemoteApp i€ pgcan JeWindows 10 1803 91809 Home Windows 2019 Essentials
Editions.
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@ Help...

u TSplus - Administration Console - © # = X
TSiEUS Remote Access Management Console
1+ HOME
? Web Portal Design
[ appuicanions
@ — D ‘Web Portal Preferences
@ T EEE Applications Portal
B Farm
£, SsEssions & web Cregentials
% SYSTEM TOOLS
i§; ADVANCEL. Q RemaoteApp Client
. B D HTMLS Client
(G LICENSE
@ HTMLS Top Menu
. o~
RemoteApp Client
Diisplay
Resolution: | RemoteApp B |
Pixel Depth: | 32 bits -
¥Web Printing Preferences
Choose your web printer: | Print on the user default printer b |

o T

Q Prewview

Web printer will be used for all web connections using RemoteApp client.
Web printer will not be used for HTML5 connections.

@ Save
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Windows Client Generator

Specify your prefered Seamless Color

) Blue i) Pink (®) Green (defautt color)

The Seamless client is based on one transparency colar.
This color must be identical on the server and on the cliert.

When maximizing a Remote Application
(®) Dont hide the local taskbar
() Ovenap the local taskbar

WARNING: The Seamless client is working fine up ta W7 or AW2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemaotefApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: |C:"-.Llsers"-ﬁ.l:lmin"-.Deslctu:up | Browse

Create Client

Client name: |iu:uhn.u:u:unnect |
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TS ' Remote Access Management Console

1t HOME

[ arpLicaTiONs Q @

E] PRINTER Computer name: DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: I = B
@ WEB PublicIP 78
RDP port 3389 The built-in HTTP server is listening on port 30
I server is listening on po
i Farm T} Tsplus % The HTTPS is listening on port 443
Enter a port number
2, SESSIONS B3se :
QS SYSTEM TOOLS @ e P o
ADVANCED
g?:; @ Version - You are using the latest version
4P ADD-ONS
@ License Activated - Enterprise edition - 25 users
(&7 LICENSE
@ End of support date:
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TETSpIus-Admlmstratan Console — X
TS ' Remaote Access Management Console

1t HomE

Microsoft Remote Desktop Client Restrictions
|:| Deny access from Microsoft RDP client

[ appLicaTiONS
|:| Deny access from Qutside [only LAN]

(ep PRINTER

Server advanced security options

@ WEB |:| Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
m FARM |:| Elock all incoming access to this server
|:| Disable UAC and enhance Windows access
2, SESSIONS Allow Windows Key
|:| Allow only users with, at least, one assigned application
Settings

Allow CUT/PASTE within a session
Permissions

Client Generator Web Portal Access Restrictions

@ Mo Restriction
ek SYSTEM TOOLS

D ‘Web Portal Access is mandatory for everyone
D Web Portal is mandatory, except for Admins

8 Apvancen
|:| Prohibit the Web Portal for Admins accounts

4P ADD-ONS

(@7 LICENSE
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m TSplus - Administration Console - = X
TSE: Remote Access Management Console

1+ HOME

Session Management settings
[ arpuicanions

Session Opening Preference

(Ch PRINTER
Q@ ws

E EARM Open Files on Client Side
2, SESSIONS G2 Open URLs on Client Side
Settings
Permissions
Client Generator % Hide Disk Drives

QK SYSTEM TOOLS

£33 Apvancen
Seamless color settings

7> ADD-ONS

(@7 LICENSE
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A
Hide server drives

Disle A Diighe MN:%
Diigk: B Diigk O
Diske C:A, Disk: P\,
Dislce D Digk QN
Digke BN Disk R\
Disk F:\ Disk S:\,
Disle G Digh T\
Diigh: H:™, Diisk LI
Digk 1, Disk VA,
Dighe J: Diisbe W
Diiske K Diiske X4
Disk L Diisk: Y\,
Disle M Digh 2%

[ Hide selected drives ]

| Selectal | | Unselectal |
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TSPLUS Remote Access Management Console

i HomEe

Backup / Restore your Server Parameters

[ arpuicaTiONs

Advanced Settings

(ep PRINTER .
5, Product Name Th TSplus - Edit Stting hed
J Security Administrator pin code i =
@ WEB ° Session Use RDS role Administrator pin code
AdminToal back d
Adm!nToo‘Lac ground ca Petraption
minTool Language
m FARM g3 AdminTool will ask far a password if this value is not empty.
2, SESSIONS
R systemT00LS
5§; ADVANCED Valui:
[1234]

7> ADD-ONS

TSplus Advanced Security Ultimate
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T‘ﬂ‘ TSplus - Administration Conscle

TS

Remaote Access Management Console

1+ HoOME
T5plus Advanced Security - Protect your server
[ appLicaTiONS
Protect your server from brute-force attacks and foreign intrusions,
Elock ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ WEB
m FARM Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes,

o
SESSIONS

= the user mobile device.

R, srstemTo0Ls

ﬁé.:: ADVANCED ServerGenius - Monitor your server

% ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.

(@7 LICENSE

Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

il 995 Oliwe (du98 asigo e :

Toplus Advanced Security - 7.33.25

IV \Nace = aB=ang onitor allincoming connections

Dashboard
Firewall
Sessions
Ransomware

Aleris

Firewall Sessions

Reports
. Geographic Protection
0 remote access attempt denied

. Restrict Working Hours
0logon attempt denied

Settings

. Secure Sessions

. Bruteforce Protection
0 session configured

License 0P address blocked
. Trusted Devices

0 remote access denied

. Hacker IP Protection

564 436 405 malicious IP addresses

blocked
Configure Firewall Configure Sessions
(@ User Guid

195 @9l lazxd sgall dailell e dlg; sl Bguoge L

a9>Laall dylidl

9]
9]
9]
®
9]
9]

Version7.3326

New session for ADVadministrateur from <Not a remote:
connection>

New session for ADVadministrateur from <Not a remote:
connection>

New session for ADVadministrateur from <Not a remote:
connection>

Failed login attempt from Web portal for
TSPLUS SERVERT\USERI

New session for ADVadministrateur from <Not a remote:
connection>

New session for ADVadministrateur from <Not a remote:
connection>

Ransomware Protection

Ransomware Protection
Ransomware Protection is enabled

Protection against Ransomware is up and
running

isomware Protection

Ultimate Protection eﬁ-
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Protect your account with 2-step
verification

Display the verilication code using an authenlication app

1. Open the authencator app on your mobile phone
2. Scan the QF code displayed below:

Or recelve your verification code via SM5

1. Type your phone number below, using the international
phane numbers format (e.9. +14155552671):

2. Click Send SMS button to register your phone number and
recelve yvour verfication code.

Recehee SMS

validate your verilication code

Validate |
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Advanced client securty options
flfj [ Lock it on PC name
S |WIN-ATLOOCNOESS |
[ ] Lock it on serial number
203119124 |

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client

[] Deny user from eaving credentials

[] 5ave usemame onty

[ Eneryption V2
Client location: |C:"-.Llsers"-.-’-'-J:Imin"'-.Deslctl:up | : Browss
Create Client
Cliert name: |iD|‘|I‘|.I:I:|I'|I‘|E|:'t |
Joaxll e 30 oo clogleall Jo> Sliwe (oYl §a%5 (0 Likiwlg
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T TSplus - Administration Console

TS U Remote Access Management Console

1t HoME

[ AppuicaTiONs g @

E] PRINTER Computer name:  WIN-ATLOOCNOESE http:/flocalhost

Private [P 192,168,

i N = B

© wes PublicIP 78.193.

RDP port 3389 y‘ The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443

o [} Session Manager

2, SESSIONS

ek SYSTEM TOOLS System Audit - No issues found on 1/7/2020 4:27:20 PM

3 Apvancen
version 12.60.1.4 - You are using the latest version Read changelog

<7 ADD-ONS
License Activated - Enterprise edition - Unlimited users

@3 LICENSE

End of support date: 7/11/2022

© ® ® ®

Help
English
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TSEUS Remote Access Management Console

1t HOME

[ arpLicaTiONs Q @

(Ch PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: I = B
@ WEB PublicIP 78
RDP port 3389 The built-in HTTP server is listening on port 30
m FARM TATSp\US b The HTTPS server is listening on port 443
Enter a port number
2, SESSIONS B3se :
% SYSTEM TOOLS @ e P o
ADVANCED
ﬁé:; @ Version - You are using the latest version
¢{» ADD-ONS
@ License Activated - Enterprise edition - 25 users
(&7 LICENSE
@ End of support date:

Help
English ©

- .
o)l ¢ A o

) s w " 3

c

0 duul=ll 29=>90 o_}uuuluo J.o.uu| 2o RDP:
T TSplus - Administration Censale - = X

TS TR Remote Access Management Console
1t HOME
[ arpLicaTiONs D @
(Ch PRINTER Computer name:  DESKTOP-SCVIVH htto:/locainost

Private [P 192,168.1.22
. > o b
@ WEB PublicIP 78,
RDP port 3389 f' The built-in HTTP server is listening on port 80

m FARM I Connections: 1 I The HTIPS server is listening on port 443
2, SESSIONS
&, svsremTo0ts () System Audit - No issues found on 1/28/2019 11:3%:01 AM

ADVANCED
@ @ Version - You are using the latest version
&b ADD-ONS

@ License Activated - Enterprise edition - 23 users
@3 LICENSE
@ End of support date: u
) Help
English -
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User Sessions

ID  User Domain Status Session Client Mame Client Address
1 Administrator Active Console

RDP-Tecp#0 ADMIN-PC 1921681212
3 julia Active RDP-Tcp#l DESKTOPR-PRDBQTS  192.168.1.244

’ Remate Control l [ Disconnect ] [ Logoff ] ’Send Message...l

AiSay Jazdi pSxill (€ 225 pu€ dul> € a2y plasiwl wlws J9guws e dolail Juid! :aJWl

¢ Windows Server 2008 R2
e Windows Server 2012 R2
e Windows Server 2016

e Windows Server 2019

° 99’

* ,9x98.1

o 192910 9 Lg 999

e pla 592,9XP 30029 atsiVe 80029 V a>g, 5 pSxill e a2y e plr 592592012 89 el dlluw,
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-y

session Manager @

"-.I To end this remote control session, press the ™ key on the numeric
¥ keyboard, plus the Chrl key,

(Ctrl + * to end the session)

Ok

e wils el el 038 dlw )l Jows) pSxill (e asy

Remote Control Request J

I.-"'_"'-.I admin-PC\Administrator is requesting to contrel your session
Y remotely.
Do you accept the request?

AiSay Loyl Sl )] @y ] pasiiwsl] Lol el



User Sessions

ID User Domain Status Session Client Mame
1 Administrator Active Console
2 john Active RDP-Tcp#0 ADMIN-PC
r
[2=] Session Manager- Send Message e s

Mezsage title:

i'u'léssage fron'.|l:°;dmi'r'1i'5'tll-.;|'t.or

Mezsage:

Hello,

Can you please disconnect your session?

Client Address

1921681.212

Logoff

l I Send Message... I

i Jlw] Al )l e Lils pslsl



|8 Desktop folder

M Notepad
| P

E Shared Folder

Fd test

Hello,

Can you please disconnect your session?
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T8 TSplus - Administration Console -

o2 REMOTLE

1t HoME

Services
[ appLicaTIONS

Users and Groups

(P PRINTER
@ wes

Server Properties

m FARM Windows System Toolkit
2, SESSIONS Local Group Policy Editar
% SYSTEM TOOLS Event Viewer

8% Apvancen
qnp ADD-ONS

(@7 LICENSE

Reboot the Server

A®Lis ajall o . logleall
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mTSpIus-Admlmstratlon Console - [ = X

TSiE S Remote Access Management Console

1+ HOME

Session Management settings

[ appLicaTioNs

Session Opening Preference

e

(ep PRINTER
@ wes

B rrm [ Open Files on Client Side

2, SESSIONS ) Open URLs on Client Side

Settings
Permissions

Client Generator U8 Hide Disk Drives

R, systemTo0LS
% Apvancen
() seamless color settings

{7» ADD-ONS

(@7 LICENSE

Session Management and Local Group Policies (GPO)

Session Management options

Session Time limit settings

- Teminate any disconnected session after 60000 Miliseconds
- Maximum time allowed for any user session Mever Minutes

- Maximum time for any inactive / idle session Mever Minutes

- Al disconnected sessions will be immediately terminated ]

User Reconnection options

- Oy one session per user: The second session will capture the first one
- Only one session per user: The second session will be logoff

- Multiple session per user: At each logon the user will open a new session

[ @O0OC

- The user must reconnect from the same device

-on W10 or 2016 server: To speed up user logon, you can disable "Per user services”

&l

Start the Local Group Policies Management Console

px9Windows Server 2016 doa> oxa> JSU" " paiauws lao Joy oloaxdl BV o> ollasll JSJ pasiuume
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o icgaxo wlgsiWindows (@ d>gl pSx diwxo Lasli g wlosl 6,)l5|Windows.

Windows Media Player

windows nt
Windows Photo Viewer
Windows Portable Devices

WindowsPowerShell

208 items

@ Change default settings for media or devices
@ Play CDs or other media automatically

Windows Multimedia Platform [mg Start or stop using AutoPlay for all media and devices

~ Backup and Restore (Windows 7) (2)

@ Backup and Restore (Windows 7)
@ Restore data, files, or computer from backup (Windows 7)

v 4

mTSplus-Admimstration Console- © = — X
TSEIUS Remote Access Management Console
it HOME
@ Services
[ arpLicaTiONs
2% Users and Groups
(Ch PRINTER
@ WEB $$$ Server Properties
E FARM % Windows System Toolkit
& SESSIONS i= Local Group Policy Editor
% SYSTEM TOOLS @ Event Viewer
83 Apvancen
{7 ADD-ONS
& LICENSE
(:) Reboot the Server
C:\Program Files (x86)\TSplus\UserDesktoptfiles\godmode - O X
u i <« Program Files (x86) » TSplus » UserDesktop » files » v yel
Organize « ==~ [ 0
TSplus A Name
Clients . .
~ Administrative Tools (12)
UserDesktop e . -
_ i Create and format hard disk partitions
files }E Defragment and optimize your drives
lege > Diagnose your computer's memory problems
apilangs ?E_-’l Edit group policy
?E_—, Free up disk space by deleting unnecessary files
ico }E Manage computer certificates
b
icons Schedule tasks
7 Set up iSCSl initiator
tmp e -
i Set up ODBC data sources (32-bit)
co > Set up ODBC data sources (64-bit)
icons ?E_-i View event logs
themes ?E_—, View local services
Windows Defender ~ AutoPlay (3)
Windows Mail




o diSay layl @b aoMe wysull Laslas" "es 3l Jeaxll Lle 8,005 dole e d>gl . oSl

nTSpIus-Admlmstratlon Console - T8 70 00 —

TSE S Remote Access Management Console

1+ HoME
@ Services

[ appLicaTIONS

_g_" Users and Groups

(ep PRINTER
$¢$ Server Properties
@ WEB

m FARM % Windows System Toolkit
,.g, SESSIONS := Local Group Policy Editor
% SYSTEM TOOLS @ Event Viewer

8 Apvancen

¢7b ADD-ONS

(@7 LICENSE

(:_) Reboot the Server

o Uiy 49) o> loadl Jle sl Lol el Ll (9 gy .oloas

T TSplus - Administration Console - —

TSEUS Remote Access Management Console

1t HomE

[@]  services

[ appuicaTIONS

2% Users and Groups

(Ch PRINTER
¢¢¢ Server Properties
® wes

B rarm S windows system Toclkit
2 SESSIONS i== Local Group Policy Editor
RN MT00LS [E] eventviewer

3 Apvancen

&7 ADD-ONS

@3 LICENSE
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TS ] Remote Access Management Console

1+ HoMmE

Session Management settings
[ arpuicaTiONS

Session Opening Preference

(Ch PRINTER
Q@ ws

E FARM Open Files on Client Side
2, SESSIONS Open URLs on Client Side
Settings
Permissions
Client Generator Hide Disk Drives

ek SYSTEM TOOLS
83 Apvancen
Seamless color settings
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Tl Session Opening Preference — b

Logon Preferences

[ ] Display progress bar during the logon
[ ] All users have a full Desktop

Display last connected users

Enable Time Zone Redirection

Save

Background Caolor Preference

© los4tess Choose color...

Save

Background Logo Preference

Add a logo: Browse... Remove logo

Session Name Preference

ROP-Tcp Save new session name

(@ iUse WinXshell atemate shell () Use Windows Shell
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TSELUS Remote Access Management Console

1 Home

) Backup /Restore your Server Parameters

[ arpLicaTiONs

'm TSplus - Backup / Restore your Server Parameters X
(Cp PRINTER
Backup your Server Parameters
Backup
Q) wes
m . No backup found
o
2, SESSIONS

Q'g SYSTEM TOOLS
83 Apvancen
{7b ADD-ONS

(E7 LICENSE
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Tﬂ‘_'= up  Restore your Server Parameters

Backup your Server Parameters

Backup

Back

Restore your Server Paramet ek X
2019-02-07_12-57-36 Restore
1 Backup completed

K
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il = | Local Disk (C:)

Home Share View
« v M im v ThisPC » Local Disk (C:) »
_J 3D Objects L MName ” Date modified
I Desktop T 2/7/2019 12:57 PM
Documents inetpub 2/6/2019 5:29 PM
‘ Downloads Perflogs 4/12/2018 1:38 AM
E] TSplus_AdminTool_v12_PREVIEW_1 Program Files 11/15/201812:08 ...

W\ Freebox Server Program Files (x36) 3/1/2019 2:03 PM
b Music Shared Folder 2/7/201912:18 AM

. tmp 2/21/2019 11:34 PM
(O Pictures Users 11/29/2012 1:18 PM
B Videos Windows 2/22/2019 12:47 AM
‘e Local Disk (C:) wsession 2/21/2019 11:36 PM

Backupparam @ lang 11/13/2018 8:16 PM

backup-2019-02-07_12-57-36

inetpub

Perflogs

Program Files

Program Files (x36)

Shared Folder v

Mitems 1 item selected

v Search Local Disk (C:)
Type Size

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
Configuration sett... 1KB

a0 o wlogleall Jo> 3@ aaill .

acl Juidi polll Lol &y

s Al doMe cugull Sle" Jugis "ol 83le| Jusits ool oI e,

T TSplus - Administration Console - © &

HOME
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PRINTER
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SESSIONS
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TSEUS Remote Access Management Console

@ Services

é’_" Users and Groups

$$$ Server Properties

& ‘Windows System Toolkit

Local Group Policy Editor

Event Viewer

@

(:_) Reboot the Server
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daS S| pe> SS9 uScApache J
Websockets

Vol a8 iy usiall LJWI JIfalse wwwisoftware\html5\settings.js > W.xhrreverse = false; 15]( oJ
o085 oy Jlfalse. Bawd Jolxy ls plasuwlxhr Y, owebsockets, 929 bo ¥ oy asy )oY

2.
cwisApache go acsproxy_wstunnel (Apache 09Vl ,9aproxy_wstunnel . ) ogcao

3.
2wl 9 ugSsApache (httpd.conf ).aJ] wla>gll .aJliLoadModule proxy_module modules/
mod_proxy.so LoadModule proxy_http_module modules/mod_proxy_http.so LoadModule
proxy_wstunnel_module modules/mod_proxy_wstunnel.so

4.
lies Loias bl a5 Jouogll S alghtmls duus Il jue axall e ,0ll"/htmlS/" JlaShttp://
your_ip_or_domain.net/html5/ g o cuisTsplus 8 aSuid] alslul e pol3Jl"intranetxyz" o5 ol
I eeSdl(httpd.conf )&l b L
ProxyPass /html5 ProxyPassReverse /html5
ProxyPass “ws://intranetxyz:80/socket.io/websocket_https”
ProxyPass “ws://intranetxyz:80/socket.io/websocket”
ProxyPass “ws://intranetxyz:80/socket.io/flashsocket_https”
ProxyPass "ws://intranetxyz:80/socket.io/flashsocket"

5.

acl JeisApache Jwwad .ol sl
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http://intranetxyz:80
http://intranetxyz:80
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/ar/tsplus-lts-14/twofactorauthentication/#time
/ar/tsplus-lts-14/twofactorauthentication/#settings
/ar/tsplus-lts-14/twofactorauthentication/#settings

m TSplus - Adrinistration Conscle - 12.20.1.27 — X
oo e acressd
rssiis Remote Access Management Console
1+ HoOME
G’ RDS-Enight - Protect your server
[ appLicaTiONS
Protect your server from brute-force attacks and foreign intrusions,
Elock ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ WEB
m FARM @ Two-Factor Authentication - Confirm your users’ identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes,
& SESSIONS Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.
R, srstemTo0Ls
i§; ADVANCED m ServerGenius - Monitor your server
{:} ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts.
(@7 LICENSE
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) Two-factor Authentication Administration - TSplus - X

Two-factor Authentication Administration

1+ HOME

O Disable two-factor authentication on this server.
2 MANAGE USERS

El CONFIGURE 5MS @ Enable 2FA for the TSplus gateway and stand-alone application servers

ii):; SETTINGS
O Enable 2FA for TSplus application servers only

& LICENSE

@ Trial License : 0 days remaining. Click here to activate a new license, l:l

@ Help
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https://license.dl-files.com/
https://license.dl-files.com/
https://license.dl-files.com/

Licensing Management App

Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number
Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order
Serial Number (PXC 200 XXCK) Please type the Serial Number

Two-Factor Authentication ¥ | Please type the Software

Show license

IS ™0l

Partners / Resellers

Jaziw e o cil.Las 3l Lol el i Jal ] JI

Ul

>
Sl e 55 e s

) Two-factor Authentication Administration - TSplus

1 HOME

o
2 MANAGE USERS
[] conmGuRE sms

£ sermngs

@7 LICENSE

Two-factor Authentication Administration

(G557 Activate your License

License Status

(©57  Trial License

©) senminumeen [ ET

ﬂ Computer name: ™ B9 = -




Activate License

When you did place your arder, a license file named ‘license.lic’ has
been created for you.

Please browse to the location of this license.lic file to activate
two-factor authentication.

QK

License

Your permanent license has been successfully activated!

serial Number: P
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Two-factor Authentication Adrministration - Toplus

Two-factor Authentication Administration

1+ HoMmE

O Disable two-factor authentication on this server.

o
2, MANAGE USERS

B CONFIGURE 5M5 @ Enable 2FA for the TSplus gateway and stand-alone application servers

@ SETTINGS
O Enable 2FA for TSplus application servers only

@ LICENSE

@ Permanent license activated.

Help

JSiy (o0l iy (pSai2FA o313 algs TSplus pslg39 wléulaill . aldiuell

AiSay aiSos p3lo o lanlai TSplus (aad e gu,b JBs] wlsicURL psl3 1édsLaall

Two-factor Authentication Administration

Authentication Server URL

1t HomEe
Save

Authentication Server URL: terminalserviceplus ddns.net
]
2, MANAGE USERS
E COMFIGURE SMS Egzarreﬁlze URL of the logon Web page without the page name [e.g. https://app.mycompany.com), 3 network name or an IP
SETTINGS
@ (®) Enable 2FA for TSplus application servers only
@7 LICENSE

@ Permanent license activated.

Help
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Two-factor Authentication Adrministration - Toplus

Two-factor Authentication Administration

1+ HoMmE

@ Disable two-factor authentication on this server.

o
2, MANAGE USERS

E CONFIGURE SMS O Enable 2FA for the TSplus gateway and stand-alone application servers

§8 serTiNGs
O Enable 2FA for TSplus application servers only

@ LICENSE

@ Permanent license activated.

Help
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{t HoME

2, MANAGE USERS
[ conmGuRE sms

9% semnGs
@7 LICENSE

Two-factor Authentication Administration

Add Edit Reset

Domain Name Activated
Users
WIN-PIKGOQLLUSD Jaura Mo
Groups

WIN-PIKGOCQLLUSD \administrators

Remove

Receive Code By

App

Send SMS

Phone Mumber

Select Users or Groups

Select this object type:

| Users or Groups

| Object Types...

From this location:

|‘N IN-PJKGOGLLUSD

| Locations...

Enter the object names to select (sxamples):

Thomas

Advanced...

Check Names

Cancel
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Two-factor Authentication Administration

{2 HoME Add Edit Reset Remove Send SMS

2, MANAGE USERS

Dromain Name Activated Receive Code By Phone Mumber
[ conmGuRE sms Uzzm
2. WIN-PIKGOQLLUSD aura Mo App
@ SETTINGS WIN-PIKGOQLLUSD \thomas Mo App
Edit User - X

@7 LICENSE

@ Use an authentication app to receive verification codes [default)

O Receive verification codes by SMS

Phone Number:
e.g. +14155552671

Edit User
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Two-factor Authentication Administration

fr vome Add Edit Reset Remave Send SMS
2 MANAGE USERS
Domain Mame Activated Receive Code By Phone Number
EI CONFIGURE SMS U
WIN-PIKGOQLLUID\laura Yes SMS
Mo App +

£ WIN-PIKGDQLLUID\thomas

£ sermnes

@=7 LICENSE WIN-PIKGOQLLUSD\administratars

Groups

Removing two-factor authentication

Do you really want to remove two-factor authentication for the selected

! user or group?

Lasl
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Two-factor Authentication Administration

fr Home Add Edit Reset Remove Send SMS
&2 MANAGE USERS

Dromain Name Activated Receive Code By Phone Mumber
[=] conmGURE sms ==t

2 WIN-PKGOOLLUID Iaura Yes SMS -
£ serines WIN-PIKGOQLLUSD thomas No App +

Groups

@7 LICENSE WIN-PIKGOOLLUSDAadministrators

Resetting configuration for user(s)

Do you really want to reset the configuration of the selected user(s)?
! The selected user(s) will have to configure their authentication device

upen their next logon,

Yes Ne
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Protect your account with 2-step
verification

Display the verilication code using an authenlication app

1. Open the authencator app on your mobile phone
2. Scan the QF code displayed below:

Or recelve your verification code via SM5

1. Type your phone number below, using the international
phone numbers format (e.9. +14155552671)

2. Click Send SMS button to register your phone number and
recelve yvour verfication code.

Recehee SMS

validate your verilication code

Validate |
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Two-factor Authentication Adrministration - T5plus

Two-factor Authentication Administration

1+ HoMmE
TSplus leverages Twilio in order to send verification codes by SMS, Twilio is a third party cloud platform not affiliated with TSplus.

O MAMAGE USERS
= Start your free Twilio trial

B CONFIGURE SMS Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balance,

£ serTngs

(@7 LICENSE
® SMS is disabled. Click here to allow users to receive their verification code via SMS.

Onece you finish signup, your Account SID, Auth Token and trial Number are displayed on your Twilio dashboard.

Configure SMS

Account SID: | |

Auth Token: | |

Phone Number: | |
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https://twilio.com
https://twilio.com
https://www.twilio.com/console
https://www.twilio.com/console
https://www.twilio.com/console
https://www.twilio.com/console
https://www.twilio.com/console

TRIAL ™~

Dashboard Account DBShboard

- Project Info
ge
Settings TRIAL BALAMCE " )
Jpgrade $15.50 Get a Trial Number
A =
<k =

3. sglaxll Ul ay,9,0 kad ollao) aw,xil o] gows JTwilio gaxilly oo 08, wilgdl Lleall sill
i Jlwy| Sl 6 masll ale 351 138 28,1 o
doMe Cugull:

Verified Caller IDs
+

NUMBER FRIENDLY NAME

HANIC

+336 Thomas
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https://www.twilio.com/console/phone-numbers/verified

Account Dashboard

Project Info

TRIAL BALANCE

$13.348

TRIAL NUMBER
+33

@ Need more numbers?

ACCOUNT sID

Al

AUTH TOKEN
Hide b

1) Two-factor Authentication Administration - TSplus

Y

o
2, MANAGE USERS

1 +Home

[=] conmGURE sms

8} serTines
@3 LICENSE

Two-factor Authentication Administration

TSplus leverages Twilio in order to send verification codes by SMS, Twilio is a third party cloud platform not affiliated with TSplus.

Configure SMS

@ SMS is enabled. Click here to force users to receive their verification code via an authentication app.

Account 51D: |A
Auth Token: |b |
Phone Number: |+33 |

[T save

Manage Twilio Subscription

@ Administration @ Service Status @ Support Center

i il e na> el @lw )l :aJll

Configure 5M5

5M5 configuration was saved successfully.
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) Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

=

HOME + Add Remove

MANAGE USERS Whitelisted users below are able to connect using an RDP client, without the need to enter a two-factor authentication code.

Do

CONFIGURE SMS 2 WIN-ATLODCNOESE john 2 WiN-A1L00CNOESE aura

=]
% sermines

Users

Advanced

@7 LICENSE

i W doMe uguill dorsioll (9SG whslac| a9sbaoll aslidl . oy

) Two-factor Authentication Administration - TSplus - X
Two-factor Authentication Administration
1+ HoME
‘% Mame Value
2 MANAGE USERS Discrepancy 480
Issuer WIN-A1LO0CMOESE - TSplus
Validity After First Session 430
EI CONFIGURE 5M5 alidity Before First Session 3600
Digits 6
i§3 ST SM3 Verification Code Message Your %ISSUERS: verification c..
Users
Advanced
@3 LICENSE
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2, Product Mame Value
Discrepancy 420
! : COQLLUSD -TSpl
TSplus - Edit Setting x < pius

Discrepancy

Description: UER2: werification c...
The allowed discrepancy (in both directions) when validating a

verification code, A discrepancy of 3 means that the same

verification code remains valid 90 seconds backward and

forward its original 30 seconds validity period, Default is 430,

Value:
480)
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"3:& Product Mame

Value
Discrepancy 430
Issuer WIN-PIKGOQLLUSD - TSplus
TSplus - Edit Setting x
Issuer
UER%: verification c..,
Description:

A string indicating the name of the two-factor authentication
service. The issuer is displayed on the client mobile app and

identifies the service associated with the generated verification
code,

Value:
[WiN-PUKGOQLLUSD - TSp

Save Cancel
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@% Product Mame Walue
Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
“alidity After First Session 430
TSplus - Edit Setting et
Validity After First Session pUERS: verification c...
Description:

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code, This
setting allows users to open applications from the Web
application portal successively, Default is 430 minutes.

Value:

[20)

Save Cancel
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"‘\k Product Mame Walue
Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
Validity After First Session 430
“alidity Befare First Session 3600
TSplus - Edit Settin
P g o IUER%: verification c..,
Validity Before First Session
Description:

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
maobile app, in secondes, Default is 3600 seconds.

Sawve Cancel
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"3:& Product Mame

Value
Discrepancy 430
lssuer WIN-PIKGOQLLUSD - TSplus
Validity After First Session 430
Validity Befare First Session 3600
Digits &
TSpIus - Edit Settirlg % RUERY: verification ...
Digits
Description:

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal
to 12, Default is 6.

Value:

[E

Save Cancel
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@% Product Mame Value
Discrepancy 430
Issuer WIN-PIKGOOQLLUSD - TSplus
Walidity After First Session 430
Validity Before First Session 3600
Digits B

SKS Verification Code Message Your 2e1535UERS: verification c...

TSplus - Edit Setting *

SMS Verification Code Message

Description:
Message sent to users requesting a verification code if they are
configured to receive it via SMS. This message must contain the
SCODE placeholder which will be replaced by the actual
verification code, Default is: Your %6ISSUERS: verification code is:
%CODEXR
Value:

| our %ISSUERY verfication code is: WCODEY

Save Cancel
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Tj‘ T5plus - Administration Console — X
TS U Remaote Access Management Console

fx Home

@ The Universal Printer - Ghostscript PDF - is installed
[ arpLicaTIONS

@ The Universal Printer is Ready

(Cp PRINTER

@ The Universal Printer is set as Default printer
@ wes

By Farm

Universal Printer Manager

2 SESSIONS
Install Universal Printer (CUSTPDF) Install Universal Printer (Ghostscript)
Qk SYSTEM TOOLS
Remove the Universal Printer Set it as Default Printer
ﬁ(‘):; ADVANCED
4:}, ADD-ONS View Printer Universal Printer properties
(&7 LICENSE
Paper size
PostScript Custom Page Size ~ |:| Reset User Settings on logon
Portrait ~
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o= Universal Printer Properties b4

General Sharng Ports  Advanced Color Management Securty Device Settings

% Universal Printer

Location:

Comment:

Model: CUSTPDF Writer

Features

Color Yes Paper available:

Double-sided: Mo Letter
Staple: Mo
Speed: 400 ppm

Maximum resclution: 4000 dpi

Preferences... i Print Test Page

QK Cancel Apphy
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Paper size

Ad e | D Reset User Settings on logon
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I Pame: Lrirpersall Printer - Properiss.. 5

Simha:  Feady
Tree:  CUSTROF Viter
Whem:  CRWFLIBET:
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Prink rangs Capess
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Sedacton i}2 2 1-2'3| “HHE L fram Internet. Without

Iy make your Windows
caca | | 1D, Smartphone, MAC
sE, simple and aHard able
solution that eliminates the complaxity of other alternatives such as RDS
{Windows Termvinal Server) ar Citrix Servers.

With TSplus, your Windows applications are hosted on & secure centra
Tiplus system. Local ard remote wsers running WNGK, Linee, Mac 0% X,
Windpws and any maobile device simply connect using the Web Portal on
any web browser. The application then apgears on youf device just as ifit
wiad running lacally. And thanks to owr high-perfarrmance HTRLS client,
TSpluws provides a fast and effident access

TEplus Web Partal
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(i Print

General

Select Printer

= bAjcrosoft KPS Document Writerd:
!:@Llniuersal Printer

< >

Shatuz; Ready [ |Printtafile | Preferences

Lacatiar:

Carmment: Find Printer...

Fage R ange
(@) Al MNurnber of copies: |1 =
Selechion Current Page

Fages: Collate
111l 22l 3|3

Frint Cancel Apply
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Windows Client Generator

General Display Remote Desktop client  Seamless client Local resources  Program  Securty  Load-Balancing

Local devices

_ Disks all
- Prirters
Sound
COM ports
Smart cards
LISE devices
Play remote sound: {®) Locally () Remotely Mo
Universal printer option
Action: Printer scaling:
l () Preview with the local POF Reader i Uze original page sizes
(") Print on default printer - local driver included (") Fit pages to printable area
(®) Select the local printer - local driver included {®) Shrink pages to printable area {f necessany)
Client location: |C:'-.Llsers'-admin'-.Desktu:up | Browse
Create Client
Client name: |CIier|t-D5.cu:unnect |
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w Devices and Printers
“ « 4 Fi » ControlPanel > Hardware and Sound » Devices and Printers

Add & device Add a printer Seewhat's printing Print server properties Remaove device

Freehon Server
~ Printers {5)

o See what's
Fax Fouit Reader POF Microscft Print Microsoft 395 Universal Printe "m
Fririter 1o POF Doeurnent Writer -~ Setas default printer

i Frinti el
~ Unspecified (3) rinting preferences

Printer properties

Create shartout
M) Remove device
Traubleshoat

Intel(R) 823741 SAS Contreller Us8 Root Hub

Propertie
Gigabit Metwark (USE 3.0)
Connection
Universal Prirter States eDefwh Statuz 0 document{s) in queue
3 Madek  CUSTPOF Writer

Category:  Printer

- [m] ¥
w 0 Search Devices and Printers B
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@ Universal Printer Properties .

General Sharng Ports  Advanced Color Management Securty Device Settings

% Universal Printer

Location:

Comment:

Model: CUSTPDF Writer

Features

Color Yes Paper available:

Double-sided: No Letter
Staple: Mo
Speed: 400 ppm

Maximum resclution: 4000 dpi

Preferences... i Print Test Page

QK Cancel Apphy
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5@; Universal Printer Printing Preferences X

Layout  Paper/Quality

Orientation:
Paortrait o

Page Format

Pages per Sheet 1 “w

Advanced...

K Cancel Apply
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Layout
QOrie
pemn CUSTPDF Writer Advanced Document Settings
-+ Paper/Output
Pa """ | PostScript Custom Page Size e
- Copy Count: 1 Copy
Pa .
[—jl@ Graphic
PostScript Customn Page Size Definition ? >
Custom Page Size Dimensions Uit
Width: [21006 | (25.40, 5080.00) g'”“h
Millimeter
Height: (29700 {2540, 5080.00)
29700 | O Paint
Ell[
Paper Feed Direction: Long Edge First -
Paper Type: Cut Sheet (®) Roll Feed
Cifsets Relative to Paper Feed Direction
Perpendicular Direction: (0.00, 5030.00)
Parallel Direction: {D.D0, 5080.00) ]
Cancel Restore Defaults |
— | -

K || Cancel
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Windows Client Generator

General Display Remote Desktop client  Seamless client Local resources  Program  Securty  Load-Balancing

Local devices
Disks all
- Prirters
Sound
COM ports
Smart cards
LI5SB devices

Flay remote sound: ® Locally () Remately I No

Universal printer option

Action: Printer scaling:

. () Preview with the local POF Reader i Uze original page sizes
(") Print on default printer - local driver included (") Fit pages to printable area
(®) Select the local printer - local driver included {®) Shrink pages to printable area {f necessany)
Client location: |C:\Llsers\admin\[)eslctup | Browse
Create Client
Client name: |Clier|t-1}5.mnnect |
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SwaxxiTerminal Service Plus
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TU T5plus - Administration Console

TS Remote Access Management Console

1+ HOME
[ arpLicaTiONS g @
E] PRINTER Computer name: WIN-ATLO0CNOESE http:/localhost

Private [P 192.168.133.131

: R = B

@ WEB FublicIP 78, &

RDP port 3389 f The built-in HTTP server is listening on port 80
m FARM Connections: 1 The HTTPS server is listening on port 443

o [o} Session Manager

2, SESSIONS

ek SYSTEM TOOLS System Audit - No issues found on 6/15/2020 1:43:28 PM

©@
@; ADVANCED ® Version 12.70.6.2 - Version 14,10.6.14 Read thangelog
<7 ADD-ONS

@ License Activated - Enterprise edition - Unlimited users
@3 LICENSE

(©)  End of suppart date:
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Tl Update Release >

Downloading Update Release...

100 %

. ik 2ol o] cyazdl xic Ll

Update Release

The download of UpdateRelease. exe program has been completed.
It has been saved in: ChUsershadmin'Downloads

Would you like to apply it now?

Yes Mo
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https://tsplus.net/UpdateRelease.exe
https://tsplus.net/UpdateRelease.exe
https://tsplus.net/UpdateRelease.exe

@ TSplus Update Release program 14.10 — >

Update License
Diid you get the right to run this Update program?

We are investing every day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

I not yet done, you can subscribe it, or renew it now.

(OF agree with the above terms and conditiong () | do not agree

......

Meot = Exxit =

o 03® Wl o9 gogs il e axéwo jiall doll Ly éliw ologleall dxall Jyjil walo
support.lic Lol .l Jieai oloas/cyaxill acll dawvlsdl &, o8 ddac dgw .a9u090 Lo .

2 elgsVl o ezl Lllas, 8sle] : Syl

'Ly Update - TSplus version 14.10.5.13 =

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer, Waould you like to restart now?

(@)iYes, restart the computer now:

()Mo, I will restart the computer later

Finish
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'i‘*}::' T5plus Update Release program 12.60 — b4

Welcome to TSplus TSE S
Update Release program 12.60

The Support/Update service is not subscribed or renewed on this system.
Please subscrbe it now or contact us for more information.

In case of emergency, our suppaort team can create for you an Update Code.

Emergency Update Code: |

TSplus: click Next to continue. Mext = Exit >
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:r,j Setup - Toplus

Ready to Install
Setup is now ready to begin installing TSplus on your computer,

Click Install to continue with the installation.

Install

Cancel
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n Upgrade existing License

What is your current TSplus license;

- Your existing TSplus license
Edition Number of Users
Mobile Web * 3 v

What TSplus license would you like
- Your upgraded TSplus license

Edition Number of Users |

Enterprise 2 ¥ ‘

Your TSplus Upgrade License Code
- Your details

Enter your Upgrade License Code: (") Enter your Email to receive your new license file:

(") Upgraging a TSplus SErver requires an Upgrade License Code Which you can get from your existing TSplus semver.

am on your existing TSplus server.

If you have any question for TSplus Sakes team, reganding release information, licensing or any other sales inguines:
please send an emall 1o 53 terminalsenviceplus. com
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JTerminal Service Plus
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T TSplus - Administration Console

TS Remote Access Management Console

1 HoMmE

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus

D APPLICATIONS However, you can use a different one (IS or Apache for example).
O Use the built-in HTTP web server

@ PRINTER @ Use a different HTTP web server
When using IS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

@ ws

Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (x86)\TSplusiClientsiwww Select a new Web Server root path
Web Server

i Farm

=]
2 SESSIONS Web servers options

Change the HTTR/HTTPS port numbers

Will not change 115 or Apache port settings

% SYSTEM TOOLS
HTTP: (20 =

HTIPS: (443 =

83 Apvancen

<b ADD-ONS
Save and Restart Web Server

@3 LICENSE
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disabling Built-in HTTP

The built-in HTTF will not start anymore,
I Make sure that one other HTTP web server is active on port 21

oK

ol> cdgll oY1 slacYApache.

2. >lxc]Apache

i€ 3aioHTTP 080 JI81.

déy o)l 63a3all plall el asisi le luo]Apache Loll ¢l whbliclsApache all .l

i Jasy aduw dblis oo sl wle wlslac|Apache o lebass > oSy cb) dluwg lgsleiw 13] o3
LoV

a3le iSay jusi iaio glowwdl SApache e g,b Jiass calollhttpd.conf sg>gall (8 Ju>
"Apache\conf":

Roiw!81

>,z clgoVl acl Jiis doasApache.
3. éa9=ll _J 6bol 6,15] pole> u9TSplus

Uiy uss 38LHTTP gHTTPS 6 615l 6,15 cusll anl=l LTSplUS. _uogs plasiwly 18kall duwlall
059 03 6uall (Say Ul UESH Base sie dglxe i Lol go ddac 5,5

Web servers options

Change the HTTP/HTTPS port numbers
Will not change (15 or Apache port settings
HTTP: 20

HTTPS: 443

4. Slglasdl 6,5



azyllall dgallell 2lizs | ol 0955 odld e 4t 9 AlxoPRINTS.

13 8835 oo Ollgsaz] .. omoaiumall paga) Goa> alols e alxo.../ .acllall

Organize + 73l Open

Include in library = Share with «
% Favorites Mame Date modified Type Size i
B Desktop . Backupparam 6,/24/2015 4:05 PM File folder
& Downloads 1 Boot 4/20/201512:45 PM  File folder
5l Recent Places A Documents and Settings 7/14/2009 6:53 AM  File folder
B MSOCache 1/29/20153:01 PM  File folder
= Libraries 1. Perflogs 7/14/2000 4:37 AM  File folder
@ Documents 1. prints 1/30/201511:50 AM  File folder
&) Music . Program Files 9/10/20155:03 PM  File folder L
[E5] Pictures . ProgramData 9/10/2015 5:03 PM File folder b
I Videos @, Recovery 2/24/2011 7:00 PM File folder
| Shared Folder 6/5/2015 5:28 PM File folder
- Computer . software 7/10/2015 4:03 PM File folder
ﬁ Local Disk (C:) . templates 7/10/2015 3:55 PM File folder
L tmp 9/10/20155:03 PM  File folder
?! Metwaork . tmpsetup 6,/23/2015 5:12 PM File folder
) Users 6/12/2015 3:11 PM File folder
b var 1/30/201511:50 AM  File folder
1) Windows 6/25/201511:54 AM  File folder
1 wsession 9/10/2015 5:03 PM File folder
(| grldr 2/24/2011 T:02PM System file 200 KB
8] indev htenl TAN2MS 402 PM_ Firefaw HTMI Nar 14 KR 4
] prints Shared with: Remote Desktop Users; Tout le mende
1 Filefolder Date modified: 1/30/2015 11:50 AM




prints Properti

General | Sharing | Secunty | Previous Versions | Customize

Object name:  C:\prints

(Group or user names:
52 Systéme ~
glj Administrators (admin-PChAdministrators) |:|

ql Ramrnta Nacltan | loare isdmin P Ramctae Dasldan | leare’ T
1 | 10 | b

To change pemissions, click Edit. | Edit

Pemissions for Users Allow Dery

L3

Full cortrol "
Modify v
Read & execute

List folder contents

Read N
Write v 5

m

For special pemissions or advanced settings, Advanced
click Advanced. | van

Leam about access control and pemissions

| ok || cancel || ppl

o5 3> calo.html sl e i (9 aolaiuwl dxaaS Jguo9 w9 19

C:\Program Files (x86)\TSplus\Clients\www

axusly Sindex.html (3 aze Hizdl Lokl &y e «usll 3le9 bo 0sS, 130 63 Jis>"Apachelhtdocs”.

5. hblag] 63020 &l TSplus: ojles Jallly 9l Joi olalall
weHTML5

I3] S €y 9 plaziwl 13D pliaill pilall lcApache STSplus Gateway Portal /9 9l plasiwl & s

Jwa=s 5lgs TSplus Gateway Portal /9 plaziwl 6500 Ja5 olalall JueHTMLS, zlixiwd J| 2 lowd] uaii
oliy SwTSplus GCI - alawlg,Apache.

Vol iy ol ueSy ) 62>9CGI alssn SApache.



29 =iy walallnttpd.conf >¢>gall 9 JJd>"Apache\conf' culy e jlaw 9y 1 JWE
;LoadModule cgi_module modules/mod_cgi.so

al|"" sSeai 62>9CGl:

Jroxi 6a>gJlcgi_module modules/mod_cgi.so

P el e Jlouw Ty o

aSlo| plles L09.aiCGl

aSlo|g slasl.exe zlouwll clalo).exe Joleil zol iSCGI dawlg,Apache:
AddHandler cgi-script .exe

Lu3l oy e jLs|Apache ol alxo"cgi-bin" Lol L, TSplus ssixy e a0l CGl. plall iy
ele aslo] Jlawdl JWI 8 walohttpd.conf 3g>¢all (8 JJ>"Apache\conf™:

ScriptAlias /cgi-bin/ "C:/Program Files (x86)/TSplus/Clients/www/cgi-bin/"
>,z clgoVl acl Jiis doasApache.
3] el Sl dlSiine 8 5lac]CGI e pol3Apache Lol oy (>0 9201 I JI

Gaxill o eliblae]  gaxill oo wliblag] (> aid panaio w9 e dosls L@l I
13] cha> e dxao UasApache. &b dlSuiss w9 eSsApache Lol .l

5] o> e Jaw oloail eVl S e i e bo Lol


http://httpd.apache.org/docs/current/howto/cgi.html
http://httpd.apache.org/docs/current/howto/cgi.html
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http://httpd.apache.org/docs/current/howto/cgi.html
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
http://localhost/cgi-bin/hb.exe
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Terminal Service Plus

o llhiall duwlu VI
28 (955 6,58 6> ol S o bl Juazs e &>l gl TSplus.
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e 09 cwinllS go wla>gll :aJWICGI 9ISAPI Extensions 9ISAPI Filters.


/ar/tsplus-lts-14/updating-terminal-service-plus
/ar/tsplus-lts-14/updating-terminal-service-plus
/ar/tsplus-lts-14/updating-terminal-service-plus
/ar/tsplus-lts-14/updating-terminal-service-plus
/ar/tsplus-lts-14/updating-terminal-service-plus

ol

Turn Windows features on or off 6.

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that onby part of the
feature is turned on.

. Web Management Tools -
= . World Wide Web Services
=] . Application Development Features

[} .NET Extensibiity
[]! asp )
[]) ASP.NET
), Cal
| ISAPI Extensions
| ISAPI Fitters
[]} server-Side Includes

| Common HTTP Features =

OK Cancel
- 9SS AainllS:

"gSloall il 33 psloll sl s ghsall” "ol @Y1 isly Ll " "l



& » WIN-URFCTRSQGDF » Sites » Default website »

File  View Help

0 Default website Home
?ﬂ Start Page 2
i Filter: - ¥Go - Show All | G d
483 WIN-URFCTRSQGDF (WIN-URFCTRSQGDR\Administrator) feer o - (g Show All | Group by:
@ Application Pools ASP.MET ~ A
a-[&] Sites o &
I Default website & @ Q
2 Explore MNET MET NET Error Pages MET
Edit Permissions... ithorizati... Compilation Globalization
9 Add Application... o= 2 B é& =
&l Add Virtual Directory... ETProfile  MNETRoles  .NET Trust MNET Users
| Edit Bindings... | Beueh
Manage Website 3 ‘J}E ia 1 ﬁ L |
k&3  Refresh pplication Connection Machine Key Pages and
o Settings Strings Controls
K Remove : -
@ Install Application From Gallery l& & ‘
Herame roviders Session State SMTP E-mail
=n

http 0 *

Site Bindings [2] = |
Type Host Mame Port IP Address Binding Informa... Add...

Type: IP address:
‘http v‘ |AII Unassigned v| IB‘I

Host name:

Example: www.contoso.com or marketing . contose.com

25 Jilasi, 38ial1443 9l juss 13 3aiall J| ddio ,3T . ilxe

o5 acl i anllS.

2. clin| JJ> _olyuol JCGI




09 aaslB @glll (sl @8 guwgi daslall e wlosls pi "gBloall” Laly 5 Luslall eVl le dledgs
LY Jdso" " Lioldl > oS 6B auvge (9 6,8.all jobo]

Q- i |2 8. ~
o 5 Start Page Filt
: [
F "i.i WIN-URFCTRSQGDF (WIN-URFCTRSCQGDPAdministrator) .

- Q Application Pools Al
4.[@] Sites
b &9 Default websit~
| Explore
Edit Permissions... !
< Add Application..,
| Add Virtual Directory... ‘
Edit Bindings...
Manage Website b
i3 Refresh :
XK FRemove
,g” Install Application From Gallery
Rename
(= Switch to Content View

Lle 838U Ll i Vol oS 1L
pawl Hleiamte (o (>-sl o

obuwall 1 _J=all C:\Program Files(x86)\TSplus\Clients\www\cgi-bin



Site name:  Default website
!

Alias:

cgi-bin

Example: images

Physical path:
ChProgram Files (x86)\T5plus\Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...

i il e " 39len" S iwg ol Sl Lol ,dYI"cgi-bin® 18 a5 aidlio] J| @8sellS Lol .cly (oYl sl

cuslall el e 138 Jall ol dYIegi-bin” Lasly e Jioxs" ) " el il e " 53150" B9 Josi:
oblaeVl .auol oVl



Q-2 |8 Bl <
- “‘i Start Page _
: Filter:
F iﬁ WIN-URFCTR5QGDF (WIN-URFCTRSGGL
@ Application Pools ASP.NET
4.[@] Sites =
J-' Default website &
f ifl cgi-bin— LIET
& Explore
Edit Permissions...
Convert to Application

Add Application...

Y=

Add Virtual Directory...

Manage Virtual Directory

i3 Refresh
X Remove
t::;‘l Switch to Content View

TT T IT T T

Site name:  Default website
Path: !

Alias: Application pool:
Default website
Example: sales

Physical path:
C:\Program Files (x86)\T5plus\Clients\wwwcgi-bin

Pass-through authentication

Connect as... Test Settings...

[ ] Enable Preload

o5 il agil olines" "wlleall lig) alxoll e sl HauVl o 6380 a0l



5j cgi-bin Home

Filter: + W Go - (5 Show All 8l Explore
83 WIN-URFCTRSQGDF (WIN-URFCTRSQGH o ¥ Go - (g Showall | : .
’ Edit Permissions...

[} Application Pools =
. 22 % Basic Settings...

4 4D Default website Directory Error Pages Failed Request M Virtual Direct
Dﬁ':'] cgi-bin Browsing Tracing Rules i & @

Open Feature

. = Browse Virtual Directory
ping [n [ Browse *:81 (http)
Handler HTTP Redirect HTTP Response Edit Virtual Directory
Mappings Headers Advanced Settings...

Gallery

IP Address and MIME Types Help
Domain Rest...

%EI Install Application From

Maodules Output Caching Request Filtering

&

S50 Settings

Management

0o @il Olinss wlleall Lail i 5930 LIe"CGl-exe". (a5 toul e wlall siaillhb.exe o giso
apol> walall siaidl Laily le . 9190



Request path:

*.exe

Example: *.bas, wsvc.axd
Medule:

CgiModule

Executable (optional):
"CAProgram Files (x86)\T5plus\Clients\wwwh\cgi-bin\hb.exe"

Name:

elay aze0 STl L&l e " 35150" plawull SlxioLISAPI 13D

Do you want to allow this ISAP| extension? Click "Yes" to add the
extension with an "Allowed" entry to the ISAP] and CGI Restrictions list
or to update an existing extension entry to “Allowed" in the ISAP| and

CGI Restrictions list.

Vsl e " obgsl "ol



Group by: State ]
Hame_~ [ Path [ state [ Path Type [ Hander [ Entry Type |
Disabled
S Cgitodule
[SAP]-d Add Managed Handler... lisabled File [sapiModule Local
Add Script Map..,
i Add Wikdcard Script Map...
CPTIONSYerbHand) add Module Mapping. .. Enabled Unspecfied ProtocolSupport Moduls Local
TRACEVerbHandier Enabled Unspecified ProtocolSupportModule Local
StaticFile Edk... Enabled File or Felder StaticFileModle,DefaultDocume....  Local
Rename
A, Remove
Revert To Parent
View Ordered List..,
& Hep
Online Help
P wooLm o "
B o gie "aii” aily e " g9lgo
Edit Feature Permissions 7 x|
i
W Read
6392l _J| axiuall dwu JI"CGIl-bin", L&l Lle"CGI" aia) LaslasCGl:
&) /cgi-bin Home
Filter - - (g3 Show All | Group by: Area - [
s A
&7 — | 1 . E= 3 = o
A B 94 o B @ & & W = M
Authentic... CGl Compression  Default Directory  Emor Pages Handler HTTP Logging MIME Types  Modules
Document  Browsing Mappings Respon...
e o=
* = &
Output Request  S5L Settings
Caching Filtering

£8 usiy dngd plasiwl” $3>9 aSaill 62l JSU "elexiwl ]
ol

fb caGl

Display: Friendly Names ]

4 Behavior
Time-out (hh:mm:ss) 00:15:00
Use New Console For Each Invocation True

4 Security
Impersonate User True

HHE 3. 2955 Uil 1lalCGl

Saswo" (s el e " gulas” Ina=)

v Apply
% Cancel

® Hep



Yl selazill 6,591 (D plawl 31oYCGI Jasll, Lo ool il le dgil 308"ISAPI 9CGI". Sy
eiell e alls oo N5 Laidl e awl lexdl U8 asslall e Colsdl uwVl oo 63801

8- |8 U*il WIN-08MP70K44CH Home
b | i
, e Fikar: = G0 - GEShow All |Groupby: Ares =]
s
51 @ Defaukt Web St | [cor s =3 Y & = P g. ;’0 i I
(P cgibin e .Lﬂ a 2 & . * J =] =% Iﬂ
Authenticabion il Campressian Defaul Drecary Error Pages FastCGl Handier HTTP 154P1 and CGIJISAP] Fiters Logging
Document Erowsing Sattings Mappirgs Respo... §f | Restrictions |
- 1 : = s
" i =
JE ‘«‘-Elﬂ ™ = & ﬂar
MIME Typas Modules Output Request Servar Warkar
Caching Fitering Certficates Processes
Management
o 2 —
B =
Confiquration  Feature Shared
Editar Delegation  Configuration

Lo a2 368"ISAPI 9CGI". Lasl le aslo]".." 3 wslxll Lol oo .638W1 Y1 535> Lussll JolSUI
cala)"hb.exe" se>sall (9 AxeTSplus. x5 (o 3 LS 2lawdl” lual @loYI "saill, laS a8 puosi
el @l

Ggg ISAPI and CGI Restrictions

Use this feature to speciy the ISAPL and CGI extensions thak can run on the Web serv
Group by: Mo Grouping -
_Description | Restriction | Path

P

Edit Feature Settings. ..

Iﬂl Help

ionline Help




I1SAPI or CGI path:
ChProgram Files (x864T5plus\ Clients\wwwhcgi-bin\hb.exe

Description:

CaGl

[v] Allow extension path to execute

ﬂf;! ISAPI and CGI Restrictions

Use this feature to specify the ISAP| and CGl extensions that can run on the Web server.

Group by: Mo Grouping =

Descripfion Restriction Path
Active Server P...  Allowed Fowindir?ehsysterm32iinetsnAasp.dil
ASP.MNET v2.0.5... Allowed Sowindirfa\Microsoft. MNET\Framework&4\w2.0.5072 N aspnet_isapi.dll
ASP.MET v2.0.5... Allowed Fewindir?a\Microsoft. MET\Framework\w2.0.5072T\aspnet_isapi.dll
ASP.MET v4.0.3... Allowed Fowindir?e\Microsoft. MET\Framework'w4.0.3031%aspnet_isapi.dll
ASP.MET v4.0.3...  Allowed Fowindir?&\Microsoft. MET\Framework64\w4.0.3031%aspnet_isapi.dll
I Cal Allowed C:hProgram Files (x36)%T5plus\ Clients'owwwhcgi-binihb.exe I

S o al 5 awdCGI e wlosls pi cpusi slac] Lanis" " pasiumsll L] "auzo" 9 gdeall" g iUVl
"ol 9"cgi-bin".



0 Internet Information Services (IIS) Manager - | o[
D7 ‘ S » WIN-NZUEFVD2SBH » Sites b DefaultWeb Site » cgi-bin » ‘ & o @ -
File View Help
Connections q Actions
e 5 Cal
& - el y [E]
hj Start Bane Display:  Friendly Names i
493 WIN-N2UEFVD2SBH (WIN-N2UE| @ He
i[5} Application Pools 4 Behavior g
a (6] Sites Time-out (hhimmiss) 00:15:00
P D Default Web Site Use New Console For Each Invocation True
1>-[¥ cgi-bin 4 Security
Impersonate User True

Impersonate User

Specifies whether a CGl process is created in the system context or in the context of the requesting user.

< m > | [ Features View |i7Z Content View

Configuration: ‘lecalhost’ applicationHost.config, <location path="Default Web Site/cgi-bin"> L=

lacl 63Y1 Jolsl paziwal"lUSR" 8 JJAI"C:\Program Files (x86)\TSplus\Clients\www\cgi-bin"

lacl 63Y1 Jolsl paziwal"lUSR" 8 JJAI"C:\Program Files
(x86)\TSplus\Clients\webserver\twofa"

4. idlo| glgilMime _ SIS

28l 4290 ;0l9Vl J9guaS 499 Jusisy yolgVI :a)Ul]

638L @ ol

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent
/+[fileExtension=".dat',mimeType="text/plain']



6390 a9, lall

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent
/+[fileExtension="",mimeType="text/plain']

osle| JaeisllS.
5. 19S5 wlgsl JUslIS
Jaci UV JolsJI degazoll "guadl" 9 JJAI"C:\inetpub\wwwroot”

6. oSiTSplus

@3l ] dode ussi o315 gl Ud 6151 6 bVl pi sl plaiwl” 3 BHTTP :"alixo



uTSpIus-Admlmstratlon Console —

TSEUS Remote Access Management Console

HOME
Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
APPLICATIONS However, you can use a different one (IS or Apache for example).

O Use the built-in HTTP web server

@ & O o

PRINTER @ Use a different HTTP web server
When using 1S or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}
WEB
Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:h\Program Files (x86)\TSplusClientsywnanw Select a new Web Server root path
‘Web Server
i Farm
9. SESSIONS
= Web servers options
Change the HTTR/HTTPS port numbers
Will not change s orApache port settings
R, srstemTo0Ls
87 Apvancen
{7 ADD-ONS
Save and Restart Web Server
(@7 LICENSE

u.é ouis 038Ul el e 5a>" Hlue Hiz 115 ugdl Muaxdl o9 Hlue SIS,
v ' Jio"C: \ inetpub \ wwwroot". oVl sl e lass" éslely JuisAdminTool".

pi»,.

Sl oy ol ueSy

T TSplus - Administration Console —

TSECUS Remote Access Management Console

HOME
Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
APPLICATIONS However, you can use a different one (IS or Apache for example).

O Use the built-in HTTP web server

@ Use a different HTTP web server

& & O

PRINTER

When using IS or Apache, its HTTP port number must be set to 81,

[Tunneling forwards this 81 port into the public HTTP port 80}
WEB
Web Portal Change the Web Server root path

You can change the Web Server default root path.
HTTPS The current Web Server root path is:

C:\Program Files (B6)\TSplus\Clientswaw Select a new Web Server root path

‘Web Server

After clicking on "Save’, the new Web Server root path will be:

m FARM Chinetpub\wwwroot

SESSIONS Web servers options

Change the HTTP/HTIPS port numbers

Will not change 115 or Apache port settings
SYSTEM TOOLS e

ADVANCED

ADD-ONS

I Save and Restart Web Server

g =& £ b

LICENSE

i JsLw I aJWl



disabling Built-in HTTP b

The built-in HTTP will not start anymore,
Make sure that one other HTTP web server is active on port 21

[l
SRR -

P oK

Your web root path is now:
Chinetpublwwwroot

bl g GME] 11 6,bY .k a5 @idl 6ls1 6,1V 640 31 Laslg Ll db), gl

Ll acl Ju2is psles il

u TSplus - Administration Console

TSE S Remote Access Management Console

{ar HOME

[ appuications Q @

(P PRINTER Computer name;  DESKTOP-SCVIIVH hitp:/localhost
Private P 192.168.1.22
. ) > O
@ wes PubliclP 78.° 3
RDPport 3389 ,f' The built-in HTTP server is [iitening on port 80
m FARM Connections: 1 Q The HTIPS server is listening on port 443
o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on ™ = & -
ADVANCED
i§3 @ Version 7 % 7 -You are using the latest version
{7b ADD-ONS
@ License Activated - Enterprise edition - 25 users
(G LICENSE
@ End of support date: ©— 7 =

® Help

English B

#H# 7. L3 go casaoll =l
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| TSPLUS ‘
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O HTMLS '@ RemoteApp




phziuwl polodl > JSoll Sl

o LSaall plaziwl polg3dl als eMSgll duusSell _uexhr-polling. go Lasy .3g:dll
Websockets cuud 25> o JoSeig wnHTTP. _i> o cils Jol Llbhttp 9as Jio wlbo

http. 9 «@8lg)l (B v «liS i b alazo VSl Sl o189,2all ¥ gacs,Websockets
SolD 9 sl oo Y lxall dogall L J9i LlbWebsocket.

3] S’ ples ol pol3)l Gl JS9 (uSe a8 JulasiWebsockets (e gl ouses 13® [LJl L8
Clients\www\software\htmlI5\settings.js :

Jdaei ool cuSow= a0

Mo W3 e plasiwl wixi9 3l ol xie . JlasVl

15 o &G ) alo puwl"settings.js" 9 al=o"C:\Program Files
(x86)\TSplus\Clients\www\software\htmlI5". 9 ,lao]|TSplus Lol el puad 019 dasigll ¥ . gulois
U2 ez ol Vol of JlasVl . acally
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) load-balanced
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H; E\[@f HT] Ifternet
1 ey I
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Firgwall Firewall
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Gateway Status
Gateway Reverse-Proogy Mode is DISABLED.

To enable it, add some Applications Servers and Save.

Gateway Server
Gateway Public IP / DNS: 3213713632

Protocal: @ HTTP © HTTFS
Load-Balancing: Enable Load-Balancing

Applications Servers

Add an Application Server

Server 1 (SRV-TSplus1 - 192.168.1.201)
Server 2 (SRV-TSplus2 - 192.168.1.202)
Server 3 (SRV-TSplus3 - 192.168.1.203)
Server 4 (SRV-TSplus4 - 192.168.1.204)
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Windows Client Generator

General Display Remote Desktop client  Seamless client  Local resources
Enable Load-Balancing 7

Program Securty Load-Balancing

When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documertation
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Create Client
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TSEUS Remote Access Management Console

1 HOME

G’ TSplus Advanced Security - Protect your server

[ arpuicaTiONs
Protect your server from brute-farce attacks and foreign intrusions.

Block ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.

Q@ ws

@ Twao-Factor Authentication - Confirm your users’ identity

FARM
m Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
o the user mobile device,
2, SESSIONS

R, systemT00LS
@ Virtual Printer - Print on your local printer

i§; ADVANCED Setting up both server and client to allow local printing from remote sessions can be quite challenging.
Virtual Printer makes local printing simple and accessible for every user.

&> ADD-ONS

& LICENSE m

ServerGenius - Monitor your server

Server Genius helps to optimize software resources and to reduce unnecessary costs,
Give facts and data about server usage (CPU, Memaory, 1/0, Disks}).
Track changes, resources usage and events with real-time email alerts.
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Virtual Printer
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(P)  virtual Printer is installed
@ You are using latest version of Virtual Printer

® VirtualPrinter is not the default printer

Virtual Printer Manager

Install the Virtual Printer Remove the Virtual Printer
Update the Virtual Printer Set the Virtual Printer as the default printer
Virtual Printer properties View Virtual Printer

@ Trial License : 14 days remaining. Click here to activate a new license,
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Preferences

Default Values
Login:

Password:

Domain:

Advanced
Keyboard:

Access Type
Available Clients:

Gateway Portal:

Upload: Folder to select files.

(@) User Desktop (defautt) (®) User Desktop (defautt)
(") My Documents () My Documents
() WebFile folder () WebFile folder
() Custom folder: () Custom folder:

[ ] Show the Domain field Remember last login

[ ] Hide server selection list

as_browser

HTMLS (iPad, iPhone, Android devices, computers)

Remotefpp (Windows PCs)

[ ] Generate a Gateway Portal enabled Web Page

Download: Folder far all received files

Select...

Folder path from where the user will
select files to be uploaded.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

(®) Use Explorer to select files

Windows password

[ ] Display Windows password reset button

[ ] Display an alett when windows password expires in less than:

@ | D e

Q Preview

() Use TSplus GUI

7

days

@ Save

Select...

Falder where all downloaded files
will be stored on the Server.
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Expiration password reminder

Your windows password explres in 2 days.

Would you like (o change it now?
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Reset your Windows password
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RemoteApp Client

Diisplay
Resolution: | RemotefApp i |
Picel Depth: |3;-_ bits v |

Web Printing Preferences
Choose your web printer: | Print on the user default printer - |

Web printer will be used for all web connections using RemoteApp client.
Web printer will not be used for HTML% connections.
@ zave

@ Help... @ Rezet Q Preview
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HTML5 Client

Menu bar: All devices and computers -

File Transfer: Enable File Transfer

Cir+Alt+Del: Mobile devices anly -

Top menu preference: Transparency -
Default Colors: 16 bits b
Connection Timeout: 40 w
Waming Messages: [ ] Hide Waming Messages

Sounds: Play Sounds Theming: []
Backaground Color Preference I:I Choose color...
Add a logo to the background: Browse... Remave the logo

Logon screen message:

ABLE BGCOLOR=\#FFFFFF BORDER=0 BORDERCOLOR=\HFFFFFF\ CELLP?

Change logon screen animated GIF: Browse... Display time msec.: |5000
E Smartphone and tablets Preferences Use recommended values
Pointer settings

() No pointer () Small pointer (@) Medium pointer () Large pointer

Transparency 4 95 %L
Software keyboard settings
Use soft. keyb. [ ] Automatically show the software keyboard
when the focus is in an entry field
Transparency 4 95 %L

@ Help... ‘ @ Rezet

@ Save
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HTML5 Top Menu

Manage HTMLS Client Top Menu lcons

De== Level 1 E Add a new Application
== Print
== File Upload to Server
== (liphoard Ijl’ Edit Application
..== File Download to Client
=== File Listing
=== Right Click (mobile only) Ij Remove Application
—== Mouse Drag (mobile only)

—J.2== Lewvel 2
Fouit m Move Up
| ¥ Excel

m Mowve Down
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