Activating your license

A License Administration Dashboard comes with Server Genius V4.

You can see that a shortcut had been created on your desktop :

ServerGenius
License
Administration

On the Home tab, you can see the status of your License. Here it is a permanent Business
Edition License:

ServerGenius License Administration - X

“ ServerGenius License Administration

1t HOME

(&7 LICENSE

(©)  valid Permanent License (Business edition)

@ Help

If you click on the License tab, you will be able to see your License status and information, with
your Computer ID and Computer Name:



ServerGenius License Administration — X

“ ServerGenius License Administration

it HOME

(O]
(@7 LICENSE

(:) Refresh

License Status

(% Valid Permanent License (Business edition]
El Computer ID: 2222

D Computer Name: WIN-ATLO0CNOESE

Click on the “Activate License” button or go to Server Genius interface on your web browser
( by default) and click on the “Administration” > “License” menu.

The following page should be displayed:

A ServerGenius 2 Vers @ websites Support b Alerts / Administration ~

= RDS Servers

Your License @ viepsites
£} Settings
Z License
Serial Number: P
Status Standard 15 days Trial O Logout
Number of Servers Allowed: Uniimited
Number of Websites Allowed: Unlimited

I:l £ Activate your License

22 Refresh License Data

Standard 15 days Trial Version - 15 days remaining - Buy Now!

In order to get your Activation Key, connect to our and enter your Email Address
and your Order Number:

for more information about how to use it.

You will be able to see and copy your activation key. Click on the “Activate your License” button
and enter it:


http://localhost:7777
http://localhost:7777
https://license.dl-files.com/
https://license.dl-files.com/
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf

m X Activate your License

% Refresh License Data

From now on, your License page will look like the one below, to confirm that you have indeed an
activated license:

License Activation

License Activation Success

You have successfully activated your license!

4+ Back to your license detfails

You can see the new status of your License by going back to your license details:

‘Yeur Lssre - ServarGeniui .4 +

= - @ terminalsand ceplutddne net/admn/hosnta

Your License

Compaser 1D; i
Campubs Name, WIN-ALOOSHOESS
Statss Wakd Permanent Licanse [Business aditian)
Mumber of Servers Algwed: 0

Hurmber af Webstes Allowed 10

Slease use Sanvercenios License Adminkstration appication i wou sish 1o ectivate or nefst your licerss

o Refesh Licerse Data

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it
will synchronize information with our Licensing Portal.



N.B: You can still download a license.lic file on the Licensing Portal for Server Genius Legacy
Versions. for more information about how to use it.

Thank you for choosing ServerGenius!
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Alerts Management

You can access the Alerts Management by clicking on the “Alerts” tab on the Server Genius web
interface, then on the “Management” menu item. Using the “Create a new Alert” button, you can
add alerts on your Server Genius system.

A ServerGenius 0S Servers @ Websites St & pAleris - FAd

Alerts Management

=+ Create a new Alert

Name Threshold Action Manage
@ hitps:/Awww.tsplus.net/ Response Time > 10000 ms for at least Send an email fo alerts@tsplus.net
10 minutes
@ty Application Server Downtime duration = 5 minutes Send an email fo alerts@tsplus.net #l Remove
@accountancy Active Users = 50 for at least 3 minutes Send an email to alerts@tsplus.net
Bpevelopment Server Processor = 85% for at least 3 minutes Send an email fo alerts@tsplus.net Wl Remove
sDeveIupment Server Memory = 80% for at least 5 minutes Send an email fo alerts@tsplus.net
— Disk Used Space = 75% for at least 120 -
Bty Application Server P minute; Send an email to alerts@tsplus.net

For servers, alerts can be set on:

e Processor

e Memory

e |/O

e Disk used space

e Network Throughput In
e Active Users

e Downtime Duration

You can customize with your own values:



1 ServerGenius = © Support ~ A pAlerts ~ /& Admini

Setanewalertonmy RDS Server v o WMy Application Server v
When | downtime duration v ishigherthan 3 minutes

Then send an email to  alerts@tsplus.net

Save

For websites, alerts can be set on Response Time or Downtime Duration.

Once you have configured an alert on your server or your website, Server Genius will closely
monitor the chosen metric and send you an email as soon as the targeted threshold is reached
or exceeded. Server Genius will of course also send you an email when the metric is back to
normal.

Notifications

Once you have configured an alert on your server or website, ServerGenius will closely monitor
the chosen metric and send you an email as soon as the targeted threshold is reached or
exceeded. Server Genius will of course also send you an email when the metric is back to
normal.

Since Server Genius 3.4 version, it is now possible to enable real-time web notifications by
allowing them into your web browser:

[ AlertsM t-5 F
i/ erts Management - Server’ ¢ \\_

L BRO]= B ds-tools.ddns.net:7777/alertd

A Lesy a Will you allow rds-tools.ddns.net:7777 to send
notifications?

As
Learn more...
Allow Motifications Mot Mow W

On Microsoft Edge, it enables a Windows native notification display:

A Notifications Allow =




= Server Mcritorng Reparis e B Users Actwey Reports~ 88 Runring Applcalions Reparts -

Saner seinction

MY SERVER -

Server Performance Report
Time range repertng selecicn

i Las1 50 days -

) ® ™ i Bs W & Fa

On Firefox, Chrome and Opera the web push is displayed at the same location than native
notifications:

S soner onmonng Reporis=  Msers Aty Reports= B8 Runng Appications Reports—

Senver seleclion

MY SERVER -

Network Utilization Report

[Serverteniu] Ao 42445 for MY SERVIR fndy., >

214 b been reschad cn BV
b2ayThiZl: downiens durssan

Finally, you can see a list of active and historic alerts by clicking on the “Alerts” tab on the Server
Genius web interface, then on the “History” menu item.



Application Elapsed Time Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Running Applications Reports tab, and then Application Elapsed Time.

It displays the application’s total execution time, in minutes, for the top 30 applications over
the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

= senver Monitoring Reports - & Users Activity Reports - [ I DT R el [ T ERa el 28

Sel 2 Top Most Running Applic ation
2 Application Usage Audit

i B Application Elapsed Time !

® @ perUser Elapsed Tme

Application Elapsed Time Report

Time range reporting selection
& Last 30 days ~
Microsoft Office Onetote ] 31 minutes
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Micr osoft Office Excel 558 minutes
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Microsaft Power Point . 1260 minutes
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Mia osoft E:gs- 1762 minutes
caogeovome | 257 miut
My Company Repor ting Tool 3398 minutes

sty Company susiness oot | 7 i

W ‘pication’s Total Execution Time (fop 30) (minutes)
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Application Elapsed Time per User Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Running Applications Reports tab, and then Per User Elapsed Time.

It displays the application’s total execution time per user, in minutes, for the top 30
applications over the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

= senver Monitoring Reports - & Users Activity Reports - [EETDINEENIGE (ol Etle £
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Top Most Running Applications Tracking

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Running Applications Reports tab, and then Top Most Running Application.

It displays the number of each application’s simultaneous utilizations, for the top 15 most
utilized applications over the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

4 serverGenius

Server Monitoring Reports - & Users Activity Reporis ~ [N PYa eIz Tyl e ls 1 £

Sem i £ Top Most Running Application i
2 Application Usage Audit
E Application Elapsed Time

© @ PerUser Elapsed Time

Top Most Running Applications Tracking

Time range reporting selection
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Application Usage Audit Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Running Applications Reports tab, and then Application Usage Audit.

It displays the Number of users connected simultaneously to the application, for the top 30
most utilized applications over the selected time range.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

L serverGenius =

= senver Monitoring Reports - & Users Activity Reports - [EETDINEFN IR (oSt £

Ser £ Top Most Running Application

E 2 Application Usage Audit i
E Application Elapsed Time
® @ perUser Elapsed Time

Application Usage Audit Report
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Website Availability Report

This report is available by clicking on the Availability tab from the Websites menu on
ServerGenius web interface.

The Website Availability Report displays the uptime in percentage for the specified period of
time.

The period of time can be customized by using the date-range picker at the top right of the web
page.

& Overview [ » Availability 4 Server Performance Report [ Responses

Website selection

http://www.example.com -

Availability
Time range reparting selection

B Last 30 days ~

[ (Ve D4/25 2R (L0 ] 05104 0507 05510 05/13 0516 05,19 0522
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Concurrent Sessions Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Users Activity Reports tab, and then Concurrent Sessions.

It displays the number of opened Remote Desktop Services (RDS) sessions for the selected
period of time.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

A ServerGenius

= senver Monitoring Reports - il IR 55 Running Applications Reports -

& Connected Users ver selection

ation Server -

Concurrent Sessions Report

Time range reporting selection

& Last 30 days -
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Connected Users Tracking Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Users Activity Reports tab, and then Connected Users.

It displays the log of the opened Remote Desktop Services (RDS) sessions for the selected
period of time.

The date-range can be customized by using the date-range picker at the top right of the Web
page.
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Connection Time per User Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Users Activity Reports tab, and then Connection Time.

It displays the number of minutes each user was connected to the server through a Remote
Desktop Services (RDS) session for the selected period of time.

The date-range can be customized by using the date-range picker at the top right of the Web
page.

A ServerGenius

= senver Monitoring Reports - [l IR WAWITEWWI NN 55 Running Applications Reports -

& Connected Users ver selection

& Concurent Sessions
o =1

Connection Time per User Report

Time range reporting selection

& Last 30 days -
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W Connection Time per User Report (minutes)
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How is data saved and can | access it from
my own applications?

In ServerGenius, all your data is saved in an open format. We use a PostgreSQL database to
store both global and servers and websites specific data.

The PostgreSQL database files are stored in the “db” directory inside ServerGenius setup
directory.

Even if you can access these files both in read and write mode, we recommend that you always
use read-only access mode, in order to avoid any conflict between ServerGenius and your own
applications.

Do not hesitate to contact us if you want to know more on developing your own applications
using ServerGenius data.



Disk Drives Activity Tracking Report

This report is available from the ServerGenius Web interface by clicking on the RDS Servers tab,
then Server Monitoring Reports tab, and then Disk Drives Activity Tracking Report.

It displays the Disk used space, in percentage of the total available disk space

The date-range can be customized by using the date-range picker at the top right of the Web
page.

A ServerGenius =R

=Ry el & Users Activity Reports - B8 Running Applications Reports -

sl Sener Performance Report Serverselection

i & sk Drives Activity Tracking Report
& \ etwork Utilization Report . .
ny Application Server -

Disk Drives Activity Tracking Report

Time range reporting selection

& Last 30 days -
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Installation

Run ServerGenius Setup program and then follow the installation steps.

Please note that you must run this Setup as an Administrator, but don’t worry, Windows will
automatically require it.

Setup - ServerGenius il -

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

L . -
merverGenius license agreement ~

software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on yaou
and ServerGenius. If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should promptly return the padkage
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored an.

(®) I accept the agreement

() I do not accept the agreement

servergenius.net Mext = Cancel

Click on “Next” if you agree to the license.



Select Destination Location
Where should ServerGenius be installed?

l setup will install ServerGenius into the following folder,
1

To continue, dick Mext. If you would like to select a different folder, dick Browse.

:'\Program Files (x86)\RD5-Tools\ServerGenius

At least 10,2 MBE of free disk space is required.

SErvVergenius.net

Choose where to install ServerGenius on your computer (we recommend to use the default
path).



ServerGenius
Configuration

Flease choose the part that will be used by this server far ServerGenius.
If you do not know what to type, leave the default value,

ServerGenius Port: (hitp: flocalhost:?7)
I

SErvVergenius.net

Choose the port on which ServerGenius will publish its web interface.

This is the network port on which you will browse to see ServerGenius reports, alerts,
administration panel, etc.

If you do not know what to enter, we recommend you to use the default port. You can change it
after the installation if you need to.



Ready to Install
Setup is now ready to begin installing ServerGenius on your computer.,

Click Install to continue with the installation, or did: Back if you want to review ar
change any settings.

Destination location:

C:\Program Files (x88)\RDS-Tools\ServerGenius

Serverenius Port:

<]

SErvVergenius.net

The Setup is now ready to install ServerGenius on your computer. Click on “Install”’ to start the
actual installation.



Installing
Flease wait while Setup installs ServerGenius on your computer,

setting up database, this may take several minutes, please wait. ..

SErvVergenius.net Cancel

A progress bar is displayed and allows you to follow the installation progress.

Please be patient, as it can sometimes take up to a few minutes to fully install the software.



Completing the ServerGenius
Setup Wizard

Setup has finished instaling ServerGenius on your computer,
The application may be launched by selecting the installed
shortcuts,

Click Finish to exit Setup.

[w] Launch ServerGenius:

SErvVergenius.net

The installation is now finished and ServerGenius is already running in the background on your
server.

You can now start using ServerGenius by double-clicking on its icon on your Windows desktop:

AL

SErVErENILS

or by opening your browser and browsing to ServerGenius address (hiip://localhost: 7777 by
default):

Login

Restricted access, please login
Username admin

Password | seeeses



http://localhost:7777
http://localhost:7777

The free trial version is fully featured for 2 weeks.



Network

This report is available by clicking under the Servers tab —> Network on the Server Genius web
interface.

It displays the Network usage with data sent and received in bytes/second for each hour, per
server:

SEEEINVIWINVIE IRl & Users Activity Reports - B Running Applications Reports -

sl Sener Performance Report Serverselection

B sk Drives Activity Tracking Report
1 4 Network Utilization Report i . .
ny Application Server -

Network Utilization Report

Time range reporting selection

& Last 4 hours -

900000 bytes/s

810000 bytes/s

720000 bytes/s

630000 bytes/s

540000 bytes/s

450000 bytes/s

360000 bytes/s —

270000 bytes/s —

130000 bytes/s — 3

90000 bytes/s — 3

Local Area Connedtion* 9 (Sent)

The date-range can be customized by using the date-range picker at the top right of the web
page.






Choose a nickname for your servers

Sometimes, the server computer name is not the easiest way to distinguish your monitored
servers. ServerGenius enables you to choose a nickname for your servers and easily identify
them.

/° Administration ~

= RDS Servers

@ Websites

£ Settings

¥ License

® Logout

From ServerGenius homepage, select Administration and then, click on RDS Servers.

Servers Management

=+ Add a new Server

Server Nickname Computer Name Edit Nickname Remove
DESKTOP-EEDE997 DESKTOP-EEDE997 # Edi

From the list of monitored servers, click on Edit in order to give a nickname to the corresponding
server.



Server Nickname Edition

Edit Server Nickname

Server Alias My Applica

I
I
f
:

Save

Type a nickname for your server, and then click Save.

Servers Management

= Add a new Server

Server Nickname Computer Name Edit Nickname Remove
My Application Server DESKTOP-EEDE997 £ Edit

Your server has been renamed in ServerGenius and will be displayed using the specified
nickname in the reporting sections.



Website Overview Report

This report is available by clicking on the Overview tab from the Websites menu on
ServerGenius web interface.

The Website Overview Report provides the following information:

An heat map highlighting the website health for the past years. A red square indicates that the
website was subject of one or multiple outages during the day. An outage means that the
website was unreachable by ServerGenius or the website response code is an error code.

Availability panel presents the calculated uptime and downtime in percentage for the
specified period of time ; as well as the number of outages registered and the outages total
duration in minutes.

Performance panel displays the latest, average, minimum and maximum response time in
milliseconds for the specified period of time.

Responses panel list the number of responses by response category.

The period of time can be customized by using the date-range picker at the top right of the web
page. Please note that the heat-map will display the complete years corresponding to the
selected period of time.
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Performance Report

This report is available by clicking under the Servers tab —> Performance on the Server Genius
web interface.

It displays the following data:
e CPU usage (in percentage of the total available CPU power)
e Memory usage (in percentage of the total available RAM memory)

e /O (in percentage of the total available disk time)

The date-range can be customized by using the date-range picker at the top right of the web
page.
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Server selection
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Server Performance Report
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Website Performance Report

This report is available by clicking on the Performance tab from the Websites menu on
ServerGenius web interface.

The Website Performance Report displays the maximum, average and minimum response time
in milliseconds for the specified period of time.

Please note that for a narrowed down period of time, the maximum and minimum response time
will not be displayed and the actual response time will be displayed.

The period of time can be customized by using the date-range picker at the top right of the web
page.
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ServerGenius CPU consumption is above
expected. What can | do?

1. Check for updates

Please check regularly for updates, as most of them offer performance improvements. We
recommend you to apply ServerGenius updates out of working hours since the update may
perform long running background operations on the database.

ServerGenius latest update is always available from the following

2. Apply recommended configuration

A database will always take all computing resources available to complete requests as soon as
possible. Therefore, it is recommended to size ServerGenius server according to its usage.

Please find below our recommendations based on the number of monitored servers:

Monitored servers | CPU | Memory (RAM)

1-2 2 |8
3-4 4 |16
5+ 8 |32

Installing ServerGenius on an SSD type disk drive is recommended for better performance.

Also, you may need to allocate additional disk space for ServerGenius Server, depending on the
number of servers and websites monitored, and coincidelly the amount of data collected and
stored in the PostgreSQL database.

Finally, please note that it is generally a good idea to run a monitoring application such as
ServerGenius on a dedicated server. This prevents other applications to reduce available
resources.


https://dl-files.com/Setup-ServerGenius.exe
https://dl-files.com/Setup-ServerGenius.exe

3. Customize database configuration

ServerGenius relies on database engine. The PostgreSQL database configuration
file can be customized based on the server’s hardware configuration to enable optimal
performance.

The following information are required to build your custom configuration file:

e Memory (RAM)

e Number of CPUs

e Storage type (HDD, SSD or SAN)

Several websites are able to generate the most relevant configuration file based on these
information, such as

For example, please find below a recommended configuration for a 2 CPU, 8 GB RAM server
using HDD storage:

DB Version: 10
Total Memory (RAM): 8 GB
CPUs num: 2

Data Storage: hdd

max_connections = 20 shared_buffers = 512MB effective_cache_size = 6GB
maintenance_work_mem = 512MB checkpoint_completion_target = 0.7 wal_buffers = 16MB
default_statistics_target = 100 random_page_cost = 4 work_mem = 128MB min_wal_size = 1GB
max_wal_size = 2GB max_worker_processes = 2 max_parallel_workers_per_gather = 1
max_parallel_workers = 2

Note: ServerGenius uses PostgreSQL version 10
These settings should be replaced in the database configuration file located at: C:\Program Files

(x86)\RDS-Tools\ServerGenius\pgsqgl\data\postgresql.conf. Then, the service
ServerGeniusDatabase must be restarted for the changes to take effect.

4. Rebuild database indexes


https://www.postgresql.org
https://pgtune.leopard.in.ua
https://pgtune.leopard.in.ua

A database index is a data structure that improves the speed of data retrieval operations on a
database. Indexes are used to quickly locate data without having to search every row in a
database table every time a database table is accessed.

We recommend you to rebuild database indexes periodically in order to speed up data access.
This maintenance task may take a while and we recommend you to proceed outside of working
hours. From an elevated command prompt, navigate to the ServerGenius\pgsql\bin directory and
enter the following command:

C:\Program Files (x86)\RDS-Tools\ServerGenius\pgsql\bin> psql -U postgres -p 7779 -d
servergenius -c “REINDEX DATABASE servergenius”

When prompted for a password, type password. This operation may take up to an hour and may
increase performance dramatically.

5. Contact our customer support

If all the above recommendations failed to provide you an acceptable experience with
ServerGenius, please do not hesitate to contact our customer support and raise a ticket at

. We will be happy to help you regain control of your
ServerGenius installation.

In order to facilitate our technical support and to reproduce your issue, we might ask you an
export of your database.

In order to do so, from an elevated command prompt, navigate to the ServerGenius\pgsqgl\bin
directory and enter the following command:

C:\Program Files (x86)\RDS-Tools\ServerGenius\pgsql\bin> pg_dump.exe -p 7779 -U postgres
servergenius export1.dump

When prompted for a password, type password.

Once the export has finished, please share us the file located at C:\Program Files (x86)\RDS-
Tools\ServerGenius\pgsql\export1.dump with any file transfer service.


https://terminalserviceplus.freshdesk.com
https://terminalserviceplus.freshdesk.com

Pre-requisites

Hardware Requirements

Please find below our recommendations based on the number of monitored servers:

Monitored servers | CPU | Memory (RAM)

1-2 2 8
3-4 4 16
ot 8 32

Installing ServerGenius on an SSD type disk drive is recommended for better performance.

Also, you may need to allocate additional disk space for ServerGenius Server, depending on the
number of servers and websites monitored, and coincidelly the amount of data collected and
stored in the PostgreSQL database.

Finally, please note that it is generally a good idea to run a monitoring application such as
ServerGenius on a dedicated server. This prevents other applications to reduce available
resources.

Operating System

ServerGenius is compatible with the following OS:

e Windows 7 Service Pack 1

e Windows 8/8.1

e Windows 10 Pro

e Windows 11 Pro

e Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
e Windows Server 2012 or 2012 R2

e Windows Server 2016

e Windows Server 2019

e Windows Server 2022



Both 32 and 64 bits architectures are supported.
Network

Only one network port is required, and will be asked during the setup. By default, we suggest to
use port 7777, which is not an officially registered port and therefore not assigned to specific
services.

If you want to access your ServerGenius web interface from outside your company’s network,
you will need either a public IP address or a domain name / subdomain to access the server.

If you cannot connect to ServerGenius web interface on your server, please contact your
Administrator first, as this is most probably a network or firewall issue, not a ServerGenius issue.



Get Started with ServerGenius

Step 1: Installing ServerGenius on your computer

Installing ServerGenius is an easy process.

Just download it from , run the Setup-ServerGenius.exe and follow the steps detailed

Files are decompressed and copied into:

e “C:\Program Files\RDS-Tools\ServerGenius” folder (32 bit systems)
e “C:\Program Files (x86)\RDS-Tools\ServerGenius” folder (64 bit systems).

The trial version is a full featured version limited to 2 weeks.

After the installation, there will be a new icon on your Desktop:

Step 2: Checking your Installation

On your server, start an Internet browser (such as Chrome, Firefox or Internet Explorer).

Browse to by default, or change the “7777” part with the port you have
chosen during the installation.

If everything has been installed and configured properly, then you should have a web page such
as the one below:


https://www.terminalserviceplus.com/server-genius.php
https://www.terminalserviceplus.com/server-genius.php
https://www.terminalserviceplus.com/server-genius.php
/servergenius/installation
http://localhost:7777
http://localhost:7777

A ServerGenius = RDS Servers

Login

Restricted access, please login
Username admin

Password | eeeseee

If this page is not displayed, please contact our team.

By default, the login is admin, password admin which you can then change by modifying the
Settings on the Administration tab.

Step 3: Connecting Remotely to your Server’s
Reporting & Monitoring web interface

You can now connect to ServerGenius web interface from virtually any device (your computer or
laptop, your tablet, your mobile phone...).

All you have to do is to browse to (using your server’'s domain name or
public IP address).

Next steps

We advise all our customers to read our

Do not hesitate to if you have questions or feedback about ServerGenius and/or this
quick-start guide.


https://support.tsplus.net/
http://yourserver:7777
http://yourserver:7777
/servergenius/
/servergenius/
https://support.tsplus.net/
https://support.tsplus.net/

Website Responses Report

This report is available by clicking on the Responses tab from the Websites menu on
ServerGenius web interface.

The Website Responses Report displays the number of responses per HTTP Code and the
failed requests over the selected period of time.

The number of HTTP Responses 200 (OK) over the selected period is displayed on the top of
the graph.

The period of time can be customized by using the date-range picker at the top right of the web
page.



@ Overview  Availability A Server Performance Report

Website selection

http://terminalserviceplus.com -

Responses

Time range reparting selection
B Last 30 gays -

Number of HTTP Responses 200 (OK) over the selected period: 44052

Failed Requests (Website nat respanding)

W Humbser of Resporses per HTTP Code over the selected period




Servers Management

You can see and remove the servers you wish to monitor under the Administration tab > RDS
Servers tile of Server Genius:

/° Administration ~

= RDS Servers

@ Websites

£ Settings

¥ License

® Logout

A serverGenius

Servers Management

=+ Add a new Server

Server Nickname Computer Name Edit Nickname Remove
My Applications Server WIN-URFCTR3QGDF # EDIT

Add a new server by clicking on the “Add a new server” button, you will then see this interface:



A ServerGenius ] @ Websites © Support + B Alerts ~+  /~ Administration -

New Server

To start menitoring a new Windows computer:

1. Open a session on the computer you want to start monitoring.
2. Browse to the current page.
8 ¥ Download and run Agent Setup

4. Your computer is now displayed in ServerGenius

Alternatively, you can also download the setup right now, transfer it and
then run it directly on the new computer.

Follow the procedure by downloading Server Genius Agent on the new server you wish to add:

Setup - ServerGenius Agent -

License Agreement
Please read the following impartant information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

L . -
merverGenius license agreement ~

Software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
theze terms and conditions and understand that they will be legally binding on you
and ServerGenius. If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should prompty return the package
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored on.

(®) I accept the agreement

() I do not accept the agreement

servergenius.net Mext = Cancel

As for Server Genius setup, agree to the License, then select the destination location folder (by
default, it will be installed on C:\Program Files (x86)\RDS-Tools\ServerGenius Agent):



Select Destination Location
Where should ServerGenius Agent be installed?

l Setup will install ServerGenius Agent into the following folder,
|_'-

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:'Program Files (x86)\RDS-Tools\ServerGenius Agent] Browse...

At least 5.3 MB of free disk space is required.

SErvVergenius.net

Then, enter the main server URL:

ServerGenius Agent
Configuration

Flease enter the ServerGenius main server LIRL,
This is the address where this Agent will send its performance data.

ServerGenius LIRL:

http:/jrds-tools.ddns.net: 7777

servergenius.net




Click on install:

Ready to Install
Setup is now ready to begin installing ServerGenius Agent on your computer,

Click Install to continue with the installation, or did: Back if you want to review ar
change any settings.

Destination location:

C:\Program Files (x86)\RDS-Tools\ServerGenius Agent

ServerGenius URL:
http://rds-tools.ddns. net: 7777

<]

SErvVergenius.net

Then click on finish to exit the Setup.



Completing the ServerGenius
Agent Setup Wizard

Setup has finished instaling ServerGenius Agent on your
computer. The application may be launched by selecting the
installed shortouts,

Click Finish to exit Setup.

SErvVergenius.net

Run the agent and your new server should be visible on the Servers Management interface and
on the Dashboard:

A © Enable Auto Refresh

B iy Application Server B TESTING & pEmo
Processor: 8 % / RAM: 11 % Processor: 0 % / RAM. 7 % Processor. 0 % / RAM: 28 %
Active RDS Sessions: 1 Active RDS Sessions: 0 Active RDS Sessions: 1
@ nttpiwww.example.com @ hitp:/terminalserviceplus.com @ https:/iwww.tsplus.net/
Response Time: 80 ms Response Time: 1831 ms Response Time: 54 ms
Result: OK (200} Result: OK (200) Result: OK (200)

4 Activate predefined alerts

Warning: If you accidentally removed your server or want to change its name, we recommend
you to uninstall and reinstall Server Genius.






Settings

You can manage ServerGenius settings by clicking under the Administration tab > Settings:

L ServerGenius = s Qv / Administration ~

= RDS Servers

Administration @ vicostes
General Settings £ License
O Logout
Version 3400
Port 7777
Language English v

Authentication Settings
Administrator Username admin

Administrator Password =~ sesssesene

Emails Settings

SMTP Hestname terminalserviceplus.co
SMTP Port 25
SMTP Username alerts@terminalservice

SMTP Password =~ =eeeemcenens
Send Email As watchers@terminalser

Validate Saved Email Settings

Under the General Settings, you can see your Server Genius current version and the port you
set up during and setup your preferred language.

Under the Authentication settings, you can modify the Administrator username and password
(Which is by default admin - admin).

Under the Email settings, you can set the SMTP Hostname, Port, Username, Password and
even set the Email address you will receive the Alerts from.


/servergenius/installation

Since Server Genius 3.4 version, an Email Settings Validation has been added and enables you
to test and validate your SMTP server settings. Click on the Validate Saved Email Settings line,

then send an email to the recipient of your choice:

L ServerGenius

Email Settings Validation

Validate Email settings by sending an email to the following recipient




Enabling HTTPS (SSL)

Follow the steps below in order to enable HTTPS (SSL) for the ServerGenius administration
website and agents endpoint. As a result, administrators and machine agents will be able to
access ServerGenius using the configured HTTPS port.

Please note that enabling SSL support for ServerGenius does not prevent administrators and
machine agents from accessing ServerGenius using the current HTTP port configured (default is
7777 for administration website). Therefore, there is no need to reconfigure machines
already monitored by ServerGenius!

Summary

Requirements

Please make sure you have administrator privileges on the server where ServerGenius is
installed.
Enabling SSL support for ServerGenius requires a valid certificate, with the following details:

e The certificate’s Issued To or Alternate Subject Name should specify the ServerGenius
website’s domain name (i.e. servergenius.mycompany.com) or the server name (i.e.



COMP-SRVRO01)
¢ The certificate’s purpose should be Server authentication
e The certificate must contain the private key

If the certificate is not validated by a trusted certificate authority (CA) already installed in
ServerGenius server, then the CA certificate is also required. Usually, the CA certificate is
required when the certificate is a self generated certificate.

The password for the private key of the certificate and the CA certificate, if applicable, are
required for the following steps.

Open Certificate Manager



iZommand Prompk
__ l Motepad
'ET;‘ Inkernet Explorer iz
Cocuments
Serveriaenius
_ompuker
Mekwiork,
Control Panel
Devices and Prinkers
Adrinistrative Tools *
Help and Support
O
2 All Pragrams Windows Security
I |Search programs and files lE!]] Log aff | Irl

L 7start

L u e

Log in as a local administrator on the server where ServerGenius is installed. Then, from the
Windows task bar, click on Start. Then, click on Run....



=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: Im j

“' This task will be created with administrative privileges,

DK I Cancel Browse... |

A window opens and prompts for a program executable name. Type mmc.exe and click OK.

= Consolel - [Console Root]

| File Action View Favorites  Window  Help

3

<|‘.3 Mew CErlHM

—  Open... Chrl+C

- Save Ckrl+5
Save As,..

Add/Remove Snap-in... Cerl+M

Options. ..

1 ServerManager.msc

Excit

The Microsoft Management Console (MMC) opens. Click on File and then click on Add/Remove
Snap-in to choose the feature to manage.



Add or Remove Snap-ins E

You can seack smap-ins For this corsdla from thoss a-aliable on your computer and configura thea seected sat of snap-ins. For
eeberrsible snap-ns, wou can corfigure which extersions are enabled.

Ayalable snep-ns;

Selected snep-ins:

Snegein ercor -  Corsole Aok Edit Extensions...
Artiee Control Microsoft Cor. .
ﬁ.ﬁuu wrizgbion Meneger Morosofk Cor,,
Certificabes Morosoft Cor. ..
S.Comporert Seedres Meroscft S
%':u"pj.s' Manags=.,. Moot <o,
aon ey [Mansger Merosoft Cor. ..
S Dk Wiaracerert Mernacft and. . | A = I
[2] Event Viewser Mirosoft o,
Foldsr Morosoft Cer. ..
Group Police Onject ... Moroseft Cor.,
-%w Sarurty Monkor  Morosoft Cor.,
o=y IP Securdky Policy Ma . Morosoft Cor,
= unkto Web adcress  Merosoft Cor. ..
B ol Usiers aned Geo,., Mcrosoft Sor,,. oL
DeEsoriptian:
Thes Cartificabes srap-im alams pou Lo brovess Lhe conbants of Lhe cerbhoate shorss For yoursel | 3 serioe, or a compukar,

Cancel |

In the list of Snap-in, choose Certificates and then click on Add. The snap-in is added to the
Selected snaps-ins column. Then, click OK.

Certificates snap-in I

Thiz snap-n wil abvayz manage cerbficates for:
" My uzer account
" Service account

{* Computer account

Carcel

Meat > I

In the dialog that appears, select Computer Account, then click Next.



Select Computer E

Select the computer you want thiz snap-n o manage,
— Thiz arapen will abayps manage:
{* Local computer: [the computer this consobe iz unning on)

" Another computer I Browee |

[ Blow the selected computer to be changed when launching from the command e, This
only applies F pou save the console.

< Back Finish Cancel

Choose Local Computer and click Finish.

Rl d or Reanoye Snap-ins

Yo can sebect snspenes For tas console From Shess svsilsble o wolr compoter snd configurs the sajscted set of smspeins. For
aalersilie sriepeirg, pow Can oorigure which exlandions are enabiked,

Awallable snan-ins: Selected srap-ing:
Snapr | wandoe - = Corsola Rock ik Exteriors.., |
Azt ok nal Mool L Cor e, 3'_-5'“'!.:3:&- Lot sl Compubar]
ﬂm.tl'cr:-atmr-'l-rm Horosoft Cor. . LD |
Gl certbicates wicroseft CoF.. .
Sy Componens Sefvioss Mioosoft Coe, aue L |
‘_.Iii:uu:u:l:t Maregem, ., Mool o, |
e Lenle Mansger iorosaft Core.. e = |
588 Disk Manag=ment iorosalt and. .
12| Evnnt Mzsar ool t Co,
Folder Mool | Cor,,
. laroup Foboy Oboect . Miorosoft Cor.,
W, P sevc oy Monitor wicroseft CoF.. .
B, 1P ey Foboy Ma,, Sicosoft Dor,
= Link. b Wieh Address ool Cor,,
B ool Us=s and o, Hicosoft Cor, j Ackvarced. .

Derscripbon
The Carbfcates smsp-in alioves vou ko brosss the corkents of the cerbficake stores For vourselF, & s=rvice, or & oompuber.

Click OK to proceed with importing the certificates.




Import certificates

7= Consolel - [Console Root'Certificates (Local Computer)'Personal]

Iﬁ File Action VYiew Favorites ‘Window Help

a7 m 0la .= Blm

_ Console Roak Object Type
= E Certificates (Local Computer)

Personal

Trusked Rook Certification Authorities
Enkerprise Trusk
| Intermediate Certification Authorities
| Trusted Publishers
| Unkrusted Ceartificates
| Third-Party Roaot Certification Autharitiss
Trusted People
Remoke Deskkop
iZertificate Enrollment Reguests
Smart Card Trusted Rooks
Trusted Devices

+ [# [# [#]

IE:

[ F # =

In the MMC window opened in the previous section, drill down to Certificates (Local Computer)
and Personal.

™ Consolel [Console Root' Certificates (Local Computer) Personal]

E File . fcktion  Yiew  Fawvorites  Window  Help
4w =) Find Certificates. . =
] Find Certificates. ..
= Gl ©
ﬂ MNew Window from Here Request New Certificate. .
New Taskpad View. .. b
Ll Advanced Operations »
REFFH‘ | LD L e
[+ Export List. ..
= Hel
| Authorities
# || Trusted People
[+ | Remote Deskiop
_ iCertificate Enroliment Reguests
[# | Smart Card Trusted Roots
[+ | Trusked Devices




From the Action menu on the command bar, select All Tasks and then click on Import....

Certificate Import Wizard El I

Welcome to the Certificate Import
Wizard

{ This wizard helps wvou copy certificates, cartificabe trust
g ﬁj lists, and certificate revocation lisks From your disk to a
certificate skore,

A cartificate, which is issued by 2 certification autharity, is
& conrfirmation of wour idertity and contains information
used ko prokect data or bo establsh secure nebwork

connections, & certificate store is the svstem area where
certificates are kept,

To contirue, click Meaxk,

- Barcl MeExk = Cancel

The Certificate Import Wizard opens. Click Next to continue.



Certificate Import Wizard

File to Import
Specify the file you want ko irmport,

File name:

Browse, . I

Mote: More than one cerbificate can be stored in a single file in the Folloving Formats:
Personal Information Exchange- PECS #12 (FFX, PLZ)
Cryptographic Message Syntax Skandard- PECS #7 Certificates { P7E)

Microsoft Senalzed Certificate Store (55T)

Leasn rore about carkificate File formats

< Back. Mk = Cancsl

In this step, Click on Browse to find the cerficate. Then, click Next to continue and import the
selected certificate. On the next screen, enter the password you chose for the certificate.



Certificate Import Wizard E3 I

File to Import
Spechy the fle wou want bo impork.

File name:
| C:\Users\thomas | Deskbopl CertFicates), vt Browse. ..

Note: More than one certificate can be stored in 3 single file in the Following Formats:
Personal Information Exchange- PECS £12 (PFX,.P12)
_ryptographic Message Syntax Standard- PKCS #7 Cartificates (F7E)
Microsoft Serialized Certificate Store (,55T)

Learn maore about certificate file Formats

< Back Mk = Cance|

Click Next to continue.



Certificate Import Wizard

Certificate Store
Certficate stores are swstem areas where cartificates are kept.

Windows can automatically sebact a certificate store, or vou can specify a location for
the certificate.

7 Automatically select the certificate store based on the bype of certificate
% Place al certificates in the folowing store
Certificate store;

Personal Browse. .. |

Leaem rore sbout cartificate storas

< Back. Mk = Cancsl

Choose Place all certificates in the following store. Verify that the selected certificate store is
Personal, then click Next.



Certificate Import Wizard

Completing the Certificate Import
Wizard

| The certificste will be imported sfter wou dick Finish,

' :_fﬁ ¥ou have specified the Following settings:
Certificate Store Selected by User JREEE
Contenkt Certificabe
File Nams= CiLsersithomas Des
Jd| I 2
« Back Firiishi Cancel

Click Finish to import the certificate.

Certificate Import Wizard Ei |

'.0' The import was sucoesshl,

Note:
If you need to import a CA authority certificate, repeat the import procedure above for the CA
certificate.

Find the certificate thumbprint
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From MMC, right-click on the certificate and click Open.

Certificate Ei |

General | Details | Certification Path |

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity bo & remobe computer
2, 23.140.1.2.1
+]1.3.6.1.4.1.44247.1.1.1

* Refer to the certification authority's skaterment For details,

Issued to:

Issued by: Let's Encrypt Authoriby 53

valid from 1/ 10/ 2018 to 4/ 10/ 2018

Issuer Staterment

ik

The certificate’s details are displayed. Click on Details tab to display the certificate’s properties.



Certificate E3 |

‘General Details | Certification Path |

Show: |::.ﬂ.||:= j
Field - Walue | =]
[i_.._- futhority Key Identifier KevIiD=ad 4a6a 63 04 7ddd ...
E futhority Information &ccess  [1]Aauthority Info Access: Acc...
Eﬂ_ Subject Alternative Mame DMS Mame= . i
h.‘u_- Zertificate Policies [1]Certificate Policy:Paolicy Ide. ..
,r' Key Usage Digital Signature, Key Encipher ..,
|, _ Basic Constrainks Subject Type=End Entity, Pat...
r Thumbprint abgoritbinm shal
[ mhumbprint 11 d6 6d 6b 31 4a3b 04 1FFc,,, w

d6 6d 6b 31 4a
Jo B U4 d5 dl 8E

3b 04 1f fc cl ad 72

£f8

Edit Properties. .. Copy bo File. .. |

Learn more about cerkificate details

ok |

Copy the value of the Thumbprint property for the next steps.

Register SSL certificate for ServerGenius

From the administrative command line, type the following to set up the SSL binding to
ServerGenius, and specify the appropriate port:

netsh http add sslcert ipport=0.0.0.0:7778
certhash=1 [ 11d66d6b314a3b041ffcf8c0ad72758704d5dBhid={35¢c57165-
b326-49b5-9346-f4e2cf7f2353}



v | Badrmindst rabor: Conmemand Promnpt

| |'|1'.E|'| add zaleert i i et “A.A.A.B:7?7 certhaz l1dREdRhI 1 .\E
dLdl8h appidd={35c5Y165-hA2—Ahbh P340 —F At MFIILIE

ahll Certificate succesatul ly added

The above command line takes the following parameters:

ipport defines the IP address and port which should be configured for ServerGenius. By
default, we suggest to use port 7778.

certhash identifies the certificate by its thumbprint, found in the previous section.

appid specifies the application ID. ServerGenius application ID is 35¢57165-b326-49b5-9346-
f4e2cf7f2353.

For Windows XP and earlier:

If your ServerGenius server is running under Windows XP or an earlier Windows release, the
command netsh won’t be available. use the httpcfg command instead as below:

httpcfg set ssl /i 0.0.0.0:7778 /h 11d66d6b314a3b041ffcf8c0ad72758704d5d18b /g "{35c57165-
b326-49b5-9346-f4e2cf7f2353}"

Configure ServerGenius SSL port
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Open Windows File explorer and navigate to ServerGenius setup directory. By default, the
ServerGenius setup path is the following:

C:\Program Files (x86)\RDS-Tools\ServerGenius

Then, open the file config.json and specify the SSL port (e.g. 7778) as the value of the SsIPort

property.

1 Ei

[

0 =1 o n e D

-
10
11
12 }

HPRort® Y,

"3slPort":7VTE,

FEey: "WeHDgOIeKdge IYEQodvw w0 SpLEDSQGEDY
FhidminUsername™: "admin®™ ,

PhdminPassword™: "admin®™ .,
imtpUsernsme™ ™",

FSmtpPagsswordf: M,
"3mtpHost"::"localhost™,

FEmtpPocte™ 20,

"Email3ender™: "reportvingd localhose ™

Note: in order to disable SSL for ServerGenius, rollback the changes by setting the SsIPort
property’s value to 0 and then restart ServerGenius.



Restart ServerGenius

From the administrative command line, type the following to restart ServerGenius service:
net stop ServerGenius && net start ServerGenius

ServerGenius is now configured to use SSL (HTTPS).




Updating ServerGenius

Run ServerGenius Update Release program (It is actually the Setup Program, available
and then follow the installation steps.

Please note that you must run this Update Release as an Administrator, but don’t worry,
Windows will automatically require it.

Setup - ServerGenius il -

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

L . -
merverGenius license agreement ~

software

You should carefully read the following terms and conditions before opening the
software package, or if downloaded, before using such downloaded software.
Opening the package or using the software, if downloaded, means you accept
these terms and conditions and understand that they will be legally binding on yaou
and ServerGenius. If you do not agree with these terms and conditions, or do not
want them to be binding on you, you should promptly return the padkage
unopened for a full refund or delete the downloaded software from any storage
medium that it is stored an.

(®) I accept the agreement

() I do not accept the agreement

servergenius.net Mext = Cancel

Click on “Next” if you agree to the license.


https://dl-files.com/Setup-ServerGenius.exe

Select Destination Location
Where should ServerGenius be installed?

l setup will install ServerGenius into the following folder,
1

To continue, dick Mext. If you would like to select a different folder, dick Browse.

:'\Program Files (x86)\RD5-Tools\ServerGenius

At least 10,2 MBE of free disk space is required.

SErvVergenius.net

ServerGenius
Configuration

Flease choose the port that will be used by this server for ServerGenius,
If you do not know what to type, leave the default value,

ServerGenius Port: (http: flocalhost:?7)
TI77

servergenius.net




Choose the port on which ServerGenius will publish its web interface.

This is the network port on which you will browse to see ServerGenius reports, alerts,
administration panel, etc.

If you do not know what to enter, we recommend you to use the default port. You can change it
after the installation if you need to.

Setup - ServerGenius il -

Ready to Install
Setup is now ready to begin installing ServerGenius on your computer,

Click Install to continue with the installation, or did: Back if you want to review ar
change any settings.

Destination location: .n.
C:\Program Files (x88)\RDS-Tools\ServerGenius
ServerGenius Port:
L
£ *
servergenius.net < Back i Install ! Cancel

The Setup is now ready to install ServerGenius on your computer.

Click on “Install” to start the actual installation.



Installing
Flease wait while Setup installs ServerGenius on your computer,

setting up database, this may take several minutes, please wait. ..

Cancel

SErvVergenius.net

A progress bar is displayed and allows you to follow the update progress.

Completing the ServerGenius
Setup Wizard

Setup has finished installing ServerGenius on your computer,
The application may be launched by selecting the installed

shortouts,

Click Finish to exit Setup.

[+] Launch ServerGenius:

servergenius.net




The update is now finished, and you can start using the latest version of ServerGenius.

When it is required by the update, the Update Release program will ask you to reboot your
computer to finish the update process.



Websites Management

The Websites Management page enables you to display the list of monitored websites, add a
new website to monitor and remove a website.

/ Administration ~

= RDS Servers

Websites

L Settings

¥ License

 Logout

The Websites Management page can be found under the Administration tab > Websites of
Server Genius:

© Support ~ & Aleris +  / Administration ~
Websites Management
Website Address Remove
hitp://www.example.com
hitp-/fterminalserviceplus.com
https://www.tsplus.net/

Add a new website by clicking on the Add a new Website button. Then, the New Website page
is displayed and invite you to specify the new website web address:



A ServerGenius = RDS Serve

New Website

Add a new Website

Website Address www.example.com

Please note that in case the protocol is not specified, “http://” will be prepended to the website
address provided. For example, if the website address is , then the website
address monitored by ServerGenius will be . Also, please enter two
website addresses to monitor if your website is accessible through both “http” and “https”.

Your new website should be visible on the Websites Management page and on the
Dashboard:

@ Support ~ B Aerts » A Ad

A ServerGenius

Dashboard

B iy Application Server

Processor: 8 % / RAM: 11 %
Active RDS Sessions: 1

Response Time: 80 ms
Result: OK (200)

4 Activate predefined alerts

B TESTING

Processor: 0 % / RAM: 7 %
Active RDS Sessions: 0

@ hitp:/terminalserviceplus.com

Response Time: 1831 ms
Result: OK (200)

& pEvo

Processor. 0 % / RAM: 28 %
Active RDS Sessions: 1

@ https:/iwww tsplus.net/

Response Time: 54 ms
Result: OK (200)



http://www.example.com
http://www.example.com
http://www.example.com

