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Customer Portal X

Hello, My License Portal
Your activation key is :J YBSF-SSSE-a4

Q| Search for licenses Search ‘

Subscriptions Action Required: Missing Update and Support Services!

Update and Support Services are crucial for the automatic delivery of essential updates, including OS compatibility adjustments, critical security fixes, and access to the latest features
They also give you access to our Technical Support Team.

Please Renew your Subscription

Home
Orders

Computers

Documentation
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Product e Order Number Compute: Support Comment
Tsplus Advanced Security Ultimate 2024-08-23 * Not Activated v

unlimited users
Tsplus Advanced Security Ultimate 2024-08-23 * Not Activated v

unlimited users
Tsplus Advanced Security Ultimate 2024-08-23 * Not Activated v

unlimited users
Tsplus Advanced Security Ultimate 2024-08-23 * Not Activated v

unlimited users
Tsplus Advanced Security Ultimate 2024-08-23 * Not Activated v

unimited users P

TSplus Advanced Security Ultimate 2024-08-23 x Not Activated v
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License Activation

Flease select the license(s) you want to activate on this computer:
TSplus Advanced Security (already activated on this computer)

(O Do not activate additional Updates/Support
: Update/Support Users for TSplus Advanced Security Ultimate edition - 1 year

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able fo activate the other units on other computers.
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License Activation

Your license has been activated!
- Update/Support Users for TSplus Advanced Security Ultimate edition - 1 year

Thank you for your business!
You can now safely close this window.
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(@57 Activate your License
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Firewall

Licensing x

The license has been successfully activated!

Ransomware Computer |D: 7

License Status
Permanent license
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Settings @7 Permanent License Activated - Ultimate Protection edition. plus Advanced Security Ultimate Protection edition
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El Support renewal date: 2027-03-07
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@ Ransomware © Restrict Working Hours Data Retertion Policy 43200
Trusted Devices
() Ransomware Protection
o} 3 Logs
[E] Reporis
isl Settings
@7 License
(@ User Guide Version7.1.911 | Permanent License Activated - Ulimate Protection edition.
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&« - 4 > ThisPC » Local Disk (C:) » Program Files (x26) » TSplus-Security » data v & Search data el
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archives data 10/21/2019 432 PM  Data Base File 100 KB
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Language English -
Dashboard f:) Backup / Restore
- o
Firewall 2 Whitelisted Users
2, Product Hame Value
Sessions ) Geographic Protection Ilgnore Local and Private |P Addresses No 1
& Bruteforce Protection
& Firewal
Ransomware © Restrict Working Hours TSplus Advanced Security - Edit Setting x
G2 Trusted Devices
(%) Ransomware Protection Ignore Local and Private IP Addresses
- 7 Logs
Settings Description:
TSplus Advanced Security will ignore lacal and private [P
addresses while protecting against brute-force attacks,
License
Value:
No v
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2, Product Name Value
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<:f!~ Bruteforcs Protection Unblock after 0
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e W
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Dashboard C) Backup / Restore
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9, Product Name Value
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& Brteforce Protection Watched Ports
& Frrewal

(2 Restrict Working Hours
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() Ransomware Protection
3 Logs
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(@ User Guide Version7.1.820° | Permanent License Activated - Ulimate Protection edition.

sy (ol axy @dl,e dorsHTMLS.

Jl 38ball édlyall paws el ohblaeYl alol, 38kall _Jl ps lgidl o dlawls Il dla> ddle> .65l
Sy (ol gaiaass dyla> Ll,ex)l | 38bsll dgiol ;Y] dosiumall JlasW o€ a2 035l Jais 01D
33LaJIRDP (3389) tenleT(23) 18liogVNC. acx dla> Ldl,exll 53930VNC oI Tight VNC
artlUsVNC regiToVNC laeR9VNC. _ils ¥ sles b JSuiv oo JSLYI L TSplus.



paiall- oMl

Jl oMo zowwy A cugudl o oS o','gi hlass OMouww doal el 2295 OVl Jagud jgiell e
sxao ellasVl il a5 lgig>lgo 9TSplus Advanced Security.

oN=iwl e oMol a8l uiSiuws Ja5lg J| oMzl alxe JuJ> 5lac|TSplus Advanced Security.
JSuiy (ol 9l gaiw oMl (L@ C:\Program Files (x86)\TSplus-Security\logs

Tsplus Advanced Security

ADVANCEDSECURITY [l e B

Language
Dashboard () Backup /Restore
. )

@© Firewall & Whitelisted Users
2, Product

© Sessions %) Geographic Protection
& Brteforce Protection
© Firewall

EI Ransomware () Restrict Working Hours
Trusted Devices
{5) Ransomwars Protection

_ b Logs
553 Setiings
G License

(@) User Guide

English

Name:

Enable T5plus Advanced Securty service log
Enable Bruteforce Protection service log

Enable Geographic Protection service log

Enable Ransomware protection service log
Enabls Working Hours Restrictions service log
Enable Firewall log

Enable TSplus Advanced Securty appiication log

Value
No
No
No
No
No
No
No
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ADVANCEDSECURITY SR
Language English
Dashboard (:) Backup / Restore
. o
Firewall & Whitelisted Users
BN Product] Name Value
Sessions %) Geographic Protection Fin Code
& Buieforce Protection Contribute to improve product by sending anonymous data Yes
© Firewal ) Computer Nickname TSPLUS-SERVER1
Ransomware © Restrict Working Hours Data Retention Policy 43200
G Trusted Devices
(% Ransomware Protection
- 7 Lo
Settings -
License
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ADVANCEDSECURITY [l

Language English
Dashboard () Eackup /Restore
o o

Firewall £ Whitelisted Users
2, Product Name Value

Sessions %) Geographic Protection Snapshet Path A Program Fies (26 TSpl..
& Bniteforce Protection lanored Extensions
& Froval File Snapshos Mlax Size 1

o
Ransomware Restict Warking Hours File Snapshot Retertion 300
(2 Trusted Devices Regitry Snapshot Retertion 300
gl Ranisomware Protection Display Detection Alert Yes

Settings B Logs Alowed PowerShel and CMD scrits

License
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ADVANCEDSECURITY [SEAUE

Language English
Dashboard ) Backup /Restore
. o
® Firewall & Whitelisted Users
2, Product Name Value
© Sessions ) Geographic Pratection Alow Connection From Web Portal
& Brteforce Protection
& Firewall
El Ransomware (2 Restrict Working Hours
Trusted Devices
() Ransomware Protection
- & Logs
ﬁ; Settings 9
Gz License
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ADVANCEDSECURITY i el 5]

Language English
Dashboard €)) Backup /Restare
. o
& Firewall & Whitelisted Users
2, Product Mame Value
© Sessions & Geographic Protection Scheduled waming message before logof? 5
& Bruteforce Protection Waming message Attertion : vous allez &tre déco.
& Frewal Defauit fimezone (UTC+01:00) Bruelles, Caperth...
& Ransomware Restrict Working Hours Working Hours tile TSplus Advanced Security
& Trusted Devices Show logo on working hours YES
() Ransomware Protection
_ i Logs
5-33 Settings “
G= License
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ADVANCEDSECURITY Rascs]

Edit E-Mails settings Configure SMS Edit MS Teams seitings

Dashboard

‘ Feature Description E-mails Sms MS Teams
@ Firewall

Bruteforce protection Sends you an alertwhen a Bruteforce attack has been detected (someone trying repeated... )
@ Sessions Ransomware protection Sends you an alert when Ransomware Protection detects a ransomware attack on your co... O
ﬁ Ransomware
A Aleris
[E] Reporis
§83 Settings
G License

(@ User Guide Version 7.1.9.30 Permanent License Activated - Ulimate Protection edition. .

Program hacker.exe has been detected as a threat and
has been terminated on computer DV (MACHINE-NAME)

Dear Administrator,

Program hacker.exe has been detected as a threat on computer DV (MACHINE-NAME) by TSplus Advanced Security's
Ransomware Protection and has been terminated.

If you have any questions or feedback regarding this email, please do not hesitate to contact our support team by
replying to this email

Best regards,
TSplus Advanced Security Team

Generated by TSplus Advanced Security from DV (MACHINE-NAME) for thomas.montaicino@tsplus.net at 2024-08-23 10:37:25

Europe/Zurich.
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Geographic Protection | Bruteforce Protection Hacker IP Protection

@ Enabled @ cEnabled @  Enzbled

Access allowsd only from your configured list You are protected against hackers, network Your are protected against 564 436 405
of countries including scanners and brute-force robots from tying to malicious IP addresses from our worldwide
guess your logins and passwords, community blacklist of known threats
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83 Settings
() Windows Lagon Audit is Enabled - Logon Failures are Monitored
G7 License

(©)  HIMLS Portal Logs enabled - Portal logan failures are manitared

(@) User Guide Version7.1820 ) Permanent License Activated - Ultimate Protection edition. |

AiSoy usi | ,..as"i sae oV9lxal Jusuws Josall dlislall oo GleicIP 2>l S dlis WLWsSTIPs  JSin(
ol 4910). @l J| cdy sle] layall olslag) oY9lxo Joxus Jos I dbiola)l JSuin( Lol
89 Jolelw

9 Jauwl 018 6381 eliSay &9, JI Al @dlaall > diSsy 383l Lao 13| cils oY Juiad s

Josal | als; cug HTMLS, oV59 Jisd Jes Jo3al JIWindows ai (lgidl,e 13]9 cols las
al>Windows aoas9 oloYl doaiioll .dleso

o9 0id all lokio 8 lio gro> YR 63330

8)b] uslielP 6 sbaxall liSay idall eSS cawlis go whilzli>l e Juw Jlall e (§o)b dSlo)
oloiclP Lol daxay Josll anolzdl ey (8 JI 13 03® 61V ) lsias I
iSay @8Lo] a2l o cuolclP oS 3 8 doslall .eliawl 03® ¢,9lisdl o) piy B ko> 0] dowlgy
dlo> doall .aninlsll

AiSay JBL uoliclP ddxall dolly (e b uss slacyl Lol e |

:aasVo 13] ala>Y g, ol d4la>Brute force 18 o ,la>10 9LelP (9 podl aily (oYl o a2y LoVl tlisS
lgly Jlaxs Llsie La>ly ol il ol iz Y slaxs sl olsic 1369 (5 @8lsll ol . pmubs (5 (@8lo)l U s

ooVl padiall OIS poll sl sgixy e 32i0RDP Blio jgaxl) 59,20 o Jd gao> «ligyg )l Jolxig
a2l o oligyg )l wlalS 59 all adl g aosla)l o . uuoled)]l bodic poss cawiiy GVl «padiall oy o>

03® olig )l Lxyn Li> Ll . ps


/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce
/ar/advanced-security/advanced-bruteforce

o o> plaso wligyg )l daiul Jall Y9 pigi (o33l > 60,0l lgio
o Lyl o) azy pol3l Lglay 8 anild pilg3l @89 =0l lle



JawMaw olg VI

bauwy ol paii bl dcgome doliv o wl9sl Jlaw ;ol9Yl dananll e &9,0 6cl8S9 Lol mus 03D
193V uoasiumall GUS Loguaill dinily sl dcgiio low puiy Lamass gobl dulid agil>lis] 83320l
w9 . Jasll

Sl SlSoY] ui>9 iy @ Sl slaws soloVl L

clde 1nad s jolaw ,olgVl adll J9gunS 28540 LuSAS a6, walo TSplus-Security.exe 9 axoll
JWl C:\Program Files (x86)\TSplus-Security Sy ._uol il

6,b] el

eh2Y aloe e (LaslLil (>, Jluiwl gobJlAdminTool.exe pasall (9 gLoll Wl aob b
TSplus-Security.exe >¢>gall 9 JJ> slac]Advanced Security 4>le( C:\Program Files
(x86)\TSplus-Security ).

9SS pd5 1 JSoll /proxy /set
dsuall
TSplus-Security.exe /proxy /set [parameters]

ool


/ar/tsplus/commands-list/#license-activation-activate
/ar/tsplus/commands-list/#license-activation-activate
/ar/tsplus/commands-list/#license-activation-activate
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#license-reset-following-cloning-of-a-virtual-machine-reset
/ar/tsplus/commands-list/#volume-license-activation-vl-activate
/ar/tsplus/commands-list/#volume-license-activation-vl-activate
/ar/tsplus/commands-list/#volume-license-activation-vl-activate
/ar/tsplus/commands-list/#volume-license-activation-vl-activate
/ar/tsplus/commands-list/#enabling-and-disabling-volume-license-vl-enable-and-vl-disable
/ar/tsplus/commands-list/#enabling-and-disabling-volume-license-vl-enable-and-vl-disable
/ar/tsplus/commands-list/#enabling-and-disabling-volume-license-vl-enable-and-vl-disable
/ar/tsplus/commands-list/#enabling-and-disabling-volume-license-vl-enable-and-vl-disable
/ar/tsplus/commands-list/#enabling-and-disabling-volume-license-vl-enable-and-vl-disable
/ar/tsplus/commands-list/#volume-license-update-vl-update
/ar/tsplus/commands-list/#volume-license-update-vl-update
/ar/tsplus/commands-list/#volume-license-update-vl-update
/ar/tsplus/commands-list/#volume-license-update-vl-update
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-license-credits-for-a-volume-license-key-vl-credits-license
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support
/ar/tsplus/commands-list/#display-remaining-support-credits-for-a-volume-license-key-vl-credits-support

ol Iproxy /set  pasiay oSl p315 JsS9 Jowsll I .cai)l

o laleoll

lhost Sy 0l LeSy wnall dg>g)l dnud 6330 Lumo("ie" 91"NONE") 9l dowd 63330 (oo Jud pastiwoll
: Ji0(127.0.0.1 giproxy.company.org). o0id daleall .dswl;l]

Iport 09, Aaiall paziwall JlasMW p3x . Sl wollas 15] wilS dawd puwl Cawnoll doud daazo @31y
.pAk'lw.oJl

lusername  puwl passuuall JLasM psly . SS9l 3@ slac)l )L |

/password ooy i dalS 49,0 pasimall 13] o (i pal . paiums 209 w3 (S Ol LSS Lgiond

-dliol

TSplus-Security.exe /proxy /set /host proxy.company.org /port 80 /Jusername dummy /password
pass@word1

TSplus-Security.exe /proxy /set /host ie

a0l oo clogleall > LBV |

aawi Dblicl ol :olblaeYlg /backup
deuall

TSplus-Security.exe /backup luwe[ dg=9 ] JJAI
ool

ol /backup oy gaud obly wblac|gTSplus Advanced Security Lbli>!

ISy ol 8l piw elin] dsudl ddola>Vl 8 s lawinyVl d9>90ll (8 JuW> slac]Advanced Security
e ( Juw 1JUaJIC:\Program Files (x86)\TSplus-Security\archives).

o laleoll

» DestinationDirectoryPath o= d&uw dadolu>l (9 Juds ,31 e Sl . LoVl ol)lued] dyail]


/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access
/ar/tsplus/volume-licensing-more#how-to-configure-a-proxy-server-for-internet-access

TSplus-Security.exe /backup TSplus-Security.exe /backup “C:\Users\admin\mycustomfolder”

Aol o ologleall (250 LA

é>leiwl oLll :oblac)lg /restore

dsuall

TSplus-Security.exe /restore luo[ JuJ> gl J_bli>VI
ool

ol /restore 3w 63leiwY olbly whblaclgTSplus Advanced Security.

oy elin] Hlus Jds gawdl Lblis V1 saxoll dauwlss sol/backup 91 o 6ju0 gl blisVl o . gubaill
' laleoll

e Backup Directory Path ,Lue 990 Ju> gl _oli>Vl . aisleiwy

-dliol

TSplus-Security.exe /restore “C:\Program Files (x86)\TSplus-
Security\archives\backup-2025-03-11_21-45-51-setup” /silent

ssall oo logleall (> LB ]

dl;| elelly Ha> o> u9licIP :6,0ka=all funblockall

- dspall


/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore
/ar/advanced-security/advanced-backup-restore

TSplus-Security.exe /unblockall
ool

ol /unblockall iy AlY &> u9liclP 6)9kaxall (o Hla> 4,la>TSplus Advanced Security
clelly B la> o Hla> dla>Microsoft Windows Defender 3] o) .0Vl

:dliol
TSplus-Security.exe /unblockall

asall oo logleall (>, LB ]

dlj| elally o> u9liclP :633=0ll lunblockips

dsuall
TSplus-Security.exe /unblockips u9lc[IP]
ool

ol /unblockips p3iuy dAlY &> u9lclP 6 )9laxall 65320l 0 x> dle>TSplus Advanced
Security clelly B la> ¢ jla> 4la>Microsoft Windows Defender 13] o) 0Vl

Y 56, 13® LoVl e cuoliclP il i B> Jeally dawlss 4le>IP oo . ollusioll 15] ciS' Y Ji w5 9
ele)] s> 251 04® (9l (> pladiwl ol daslall .clayl

'O lal=oll

o IP addresses aaild 9LclP ol cBUaIP il wxy elsl] 8 o> dgwss( Jwolgay 9l .)blas
rdliol

TSplus-Security.exe /unblockips 1.1.1.1;2.2.2.2;3.3.3.1-3.3.6.12;5.5.5.5

ol o wlegleall (>, oA ]


/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall

o> u9liclP 6523l /Iblockips

: = x II
TSplus-Security.exe /blockips (x9le[IP] wang[ Js,lis]
ool

ol /blockips 3wy L) &> u9liclP 63020l plaziuwl Hla> 4,la>TSplus Advanced Security
®,la>9 plaziwl Hla=> 4,la>Microsoft Windows Defender 3] o5 .ai955

o laleoll

o IP addresses aaild u9LcIP ol CBUaIP il woy B la> dguaiso( Jwolsa, 91 .)lolas
» Optional Description w09 s)kiz| piww adlo| JSIJ .JG>)

TSplus-Security.exe /blockips 1.1.1.1;2.2.2.2;3.3.3.1-3.3.6.12;5.5.5.5 Sbl" Joc "¢o>

Aol o ologleall (250 AN

Olo| policlP JI doslall :clawll /addwhitelistedip

dsuall
TSplus-Security.exe /addwhitelistedip 9le[IP] wuog[ Js,lis|
ool

ol /addwhitelistedip iy @8LoY (u9lelP 63230l I 9lelP 2 uanll Ly Hlax) 4,la>TSplus
Advanced Security cl&llg B la> 0 ,la> &lo>Microsoft Windows Defender 3] o) .oVl


/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall

o laleoll

o IP addresses aosld (u9LclP ol o BlaiIP LidsloY | aeslall cliawl dgaas( Juolga, 9l )bolas
e Optional Description w9 s)lis! piww adlo| JSI .JB>)

- ol

TSplus-Security.exe /addwhitelistedip 1.1.1.1;2.2.2.2;3.3.3.1-3.3.6.12;5.5.5.5 Sbl" Joc "¢,9>

ssall o logleall (> LBl ]

d8lo] ol 9l Jus J dasld &Lzl o poly dpadll
el g Iwhitelist

deuall

TSplus-Security.exe /whitelist add ol Luall[ 2 ua0ll Jlg

ool

ol Iwhitelist add  paziuy @8LoY ollwe goll 83ax0ll olhluwy JJuI ] aoslal] g sl lg dlax
Ransomware _9TSplus Advanced Security.

o laleoll

o Authorized Paths aas8 o lylue ol lhluoy JJal Ll e ldlo] ] 4asld aygés dla> ol
aaall 9TSplus Advanced Security dgaso( Jwlgs, .)abgsio

-dliol

TSplus-Security.exe /whitelist add “C:\Windows\notepad.exe;C:\Program Files
(x86)\Tsplus\Client\webserver”

ssall o logleall (>, LB ]



/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/ransomware-protection#ransomware-protection-action
/ar/advanced-security/ransomware-protection#ransomware-protection-action
/ar/advanced-security/ransomware-protection#ransomware-protection-action
/ar/advanced-security/ransomware-protection#ransomware-protection-action
/ar/advanced-security/ransomware-protection#ransomware-protection-action
/ar/advanced-security/ransomware-protection#ransomware-protection-action

Cudxi dilo> UloicIP Sl /refreshipprotection

dsall
TSplus-Security.exe /refreshipprotection
ool

ol /refreshipprotection iy Cnaxi dosld CBUWIP 6 gla=all 6ju0) Gl IP o . ulluiall Lllai,
JLuiVl 9 wlas pcall .oluaxilly

: ol

TSplus-Security.exe /refreshipprotection

ssall oo logleall (>, LB ]

o (Solwwo ol Isetloglevel
dsall
TSplus-Security.exe /setloglevel sgiuo[ ] J=ull
ool
ol /setloglevel iy e Sgiwe Jzul giax) wligSoAdvanced Security.
o lalall
o Log Level sgims Jzudl o on el gl JSUI ppas elasVl wologles oz das ( Jild Blay)
:dliol

TSplus-Security.exe /setloglevel ALL


/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip

ssall oo logleall (>, LB ]

ddlo] 6 j¢>1 :d8g390 /addtrusteddevices

dsuall

TSplus-Security.exe /addtrusteddevices ,,95[ 6>Vl Jadgsgall
ool

ol /addtrusteddevices paziwy a8LoY 856>Vl d8gigall (o, Ll las|Ultimate.
O laleall

e Trusted Devices Configuration axxJl (65 (0 dosld 656>Yb @9gig0ll dgunss( Jolgs, ()albgsio

pawl paziuoll 6562 V19 dgnan dawlys B,> uilasill(s).
,J.uoLcu p.w| :p.}.ii'.um."

£ pasimall pwly paimall JolSUl oYgunte dawlg; B, cubaaill(). gloil ouorimell dgsiall Lo
IIP .. "9 .Ila-c . n

anlS 4> liao ay,lis| Mallamo" 135) a5 g aiiw clis] 6362V @dgigall SI9 pinw Jiass g4l lig)
ol 3] o) ai (B,53 ol seuall (oS5 dlsdo JSuin .ol bl

Juolis g2l
pawl 5l =il ()i VIl GVgunho dawlgs doMe l9luall(=).
656> dgunsos dlouwlgs B8,> culasil(:).

-dliol

TSplus-Security.exe /addtrusteddevices “user:WIN-
A1BCDE23FGH\admin:disabled,devicelname=2il  gulsi jle=l
1:deviceZname:device3name;user:DESKTOP-


/ar/advanced-security/advanced-logs
/ar/advanced-security/advanced-logs
/ar/advanced-security/advanced-logs
/ar/advanced-security/advanced-logs

A1BCDE23FGH\johndoe,device 1name:devicedname=;=k s -POTKSED:puorg; 1
A1BCDE23FGH\Administrators:disabled,deviceSname”

ssall oo logleall (> LB ]

oSai 65>Vl ddgieall :digSall /enabletrusteddevices

dsuall
TSplus-Security.exe /enabletrusteddevices ro.).i.hun.”[ji Jolegozall
ool

ol /enabletrusteddevices  pasiuuw (uSail gao> 63621 @dgigall d9Sall oriumall olegazally
.832>0ll

o laleoll

e Useror Groups daxxl (@ aaild (o cporiiuwall wlegaxolly dgado( Jolga, .)abgsio J51> puwl
piall piy Jaddl Gy 895 paiaall " paiuwe"( 9 "dcgaxo" lad Gliowd)l lilgssall )1asd punly
paZiiwall JolSJIl dlawwlgy . pilass

-dliol

TSplus-Security.exe /enabletrusteddevices “user:WIN-A1BCDE23FGH\admin;user:DESKTOP-
A1BCDE23FGH\johndoe;group:DESKTOP-A1BCDE23FGH\Administrators”

Aol o ologleall (250 AN I

Jibei mio> 65>Vl :d8gigall /disabletrusteddevices

dsuall

TSplus-Security.exe /disabletrusteddevices pWI[gi Jolegoxall


/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices

ool

ol /disabletrusteddevices oy Juaei guo> 656>V a9g590)l &Sl uoaiwal) olegazally
RISCVS||

o laloll

e Useror Groups daxxl (@ aaild (o cporiumall wlegaxally dgado( Jolga, .)abgsio J>51> puwl
piall oy Jaddl Gy 895 paiaell "paiuwe"( 9 "dcgaxo" la® Gliows)l Glilgssall )1asd punly
p il JolSJI dlawwlgs . pilass

-dliol

TSplus-Security.exe /disabletrusteddevices “user:WIN-A1BCDE23FGH\admin;user:DESKTOP-
A1BCDE23FGH\johndoe;group:DESKTOP-A1BCDE23FGH\Administrators”

Aol o ologleall (250 AN

dag| golpy dilo> (o poly 1diaell [setup-driver

TSplus-Security.exe /setup-driver
ool
Lol /setup-driver et gob dla> o aoly aaall aiy 35le iy 03D dglasll clil . cuill

TSplus-Security.exe /setup-driver

Aol o ologleall (250 AN



/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-trusted-devices
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware

el2| cwi aolp dlo> oransomware: /
uninstalldriver

deuall
TSplus-Security.exe /uninstalldriver
ool

ol Juninstalldriver cl&)] cuis gobn Jaiv dla>ransomware. pi 6sle b 04 dlasl clisl cl2l|
cuii OloYl . pasioll

: - I_-_ I
TSplus-Security.exe /uninstalldriver

el o logleall (> LB ]


/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware
/ar/advanced-security/advanced-ransomware

ShaV

siizi Slasl GVl haas =il) wlogleall cu> o,ei wllasl il pgés le, TSplus Advanced Security
dlax) jle> LiguaSIl Lo I el

OSoy i 6300 &lasVl o 6396 TSplus Advanced Security s JI e §bo sl 6 ubo JcJ%TS
ool ang,=0 9l e doMe wygiill a>g) .ologleall iy cyaxs wlogleall g s2all (8 8386 &lasVI Llal
JS s .plss

a0sld wlasl GVl oz led banel caas 6air «oaxdl gyl Laxall 9l ddosll Bikioll &g8y] & 5uall
dlag ,all .caoglly

TSplus Advanced Security - Security Event Log - Events since 11 sept. 2024 16:3%:17 — O *

Date Feature Message

25 sept. 2024 09:19:18 Synchronized Hacker IP addresses protects your computer against 564 436 405 IP addresses,

A new session Console (#1) has started for user ADVadministrateur from client TSPLUS-5ERVER1 and IP address <Mot a

5 9:13:
23 sept, 2024 09:13:18 remote connection=

25 sept. 2024 09:13:06 Alogon request has been granted for user ADadministrateur because ADadministrateur is allowed

25 sept. 2024 09:13:06 ;:sceornnectlon has been authorized for user ADVadministrateur from computer because this feature is not enabled for this
. Learning period has started. During this period, all detected programs will be considered as false positive and added to
eSS EpEIZ I 22 the program allow list.

Learning period has started. During this period, all detected programs will be considered as false positive and added to

24 sept. 2024 15:04:54 the program allow list.

24 sept, 2024 15:03:49 Ransomware Protection has been stopped from the administrative interface or following an update,

24 sept, 2024 15:03:42 Protection against Ransomware is up and running

Learning period has started. During this period, all detected programs will be considered as false positive and added to

ZOarE 200 TR the program allow list.

24 sept. 2024 15:03:15

Ransomware Protection has been stopped from the administrative interface or following an update,

24 sept. 2024 15:03:10 Protection against Ransomware is up and running

olololololololoelelalala
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24 sept, 2024 11:05:35 Synchronized Hacker IP addresses protects your computer against 564 436 405 IP addresses,
Copy
Search | O wide Less Significant Eos2024 @~ | onomools]| - [zsiomz04 @ | [easessl] | 16 >

Export to CSV
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Firewall
Search Q Filters: |Blocked - Bruteforce Protection, Blocked - Geographic Protection, Blocked from TSplus, ~
IP Address Courtry Status Date Description

B 1.10.16.0-1.10.31.255 China
#:1.19.0.0-1.19.255.255 South Korea

=132128.0-1.32.191... Singapore
—2.56.192.0-2.56.195... Metherands

= 2.57.185.0-2.57.185... Russia

mm 2 57.186.0-257.187... Russia
B0257232.0-257.235... France

56 2.55.200.02.59.203... United Kingdom

=5.134.128.0-5.134.1... Iran

BE 5 18040-5180.7.255 United States
25 5.183.60.0-5.183.63... United Kingdom
== 5.188.10.0-5.188.11... Russia

Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection

11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52

Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs

Add IP Address

Edit |P Address

Remove |P Address(es)

Export to CSV
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Firewall
lSearch Q Filters: | Blocked - Bruteforce Protection. Blocked - Geographic Protection, Blocked from TSplus . vI
IP Address Courtry Status Date Description

B 1.10.16.0-1.10.31.255 China
®:1.19.0.0-1.19.255.255  South Korea

132128.0-1.32.191... Singapors
—256192.0-256.195.. Metherands
mm 2 57.185.0-2.57.185... Russia
mm 2 57186.0-257.187... Russia
B02572320257.235.. France

25 2.59.200.0-2.59.203...  United Kingdom

=5.134128.0-5.134.1... Iran
BE51304.05.180.7.255 United States
£ 5.183.60.0-5.183.63... United Kingdom
== 5.188.10.0-5.188.11... Russia

Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection
Blocked - Hacker IP Protection

11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52
11 sept. 2024 14:38:52

Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
Known Malicious IPs
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Add IP Address

Edit IP Address

lemove |P Address(es)

Export to CSV
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Edit IP Address — >

IP Address 1.11].15.1]—1.11].31.2 i |
Description ||{n|:|wn Malicious 1Ps |

{® Blocked IP Address () Whitelisted IP address

Edit IP Address
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TSplus Advanced Security - X
oV \Vace = dalched | irewall = Geographic Protection

(O Allow connections from anywhere

Dashboard

() Allow cannections only from private and allowed IP addresses

Firewall

@ Allow connections only from this list of countries:

@ Sessions
|E| Ransomware + Add country ¥ Remove Country
Bl France EE United States
o}
[E] Reporis
533 Settings
G= License
[5) Appiy now
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Add Country = >

Select Country %.E | nited States e

-| ILnblock all IP addresses blocked by Geographic Protection for the selected country,
: his action will be executed when applying changes.

Add Country
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Toplus Advanced Security - X

PV \Vacs - calchnyg Firewall = Geographic Protection

(O Allow connections from anywhere

Dashboard

() Allow cannections only from private and allowed IP addresses
Firewall

@ Allow connections only from this list of countries:
Sessions

-+ Add Country X Remove Country

Ransomware

Bl France EE United States
Aleris

Reports

Settings

)
@
&
fol
=
o
&

License

[E) Appiy now
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Confirmation

Please make sure that you have allowed at least your current location,
! or you will be instantly blocked when applying these settings.

Are you sure you want to apply these settings?

Yes Mo
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to assist you with the translation. Please provide the text you would like to have translated.

Tsplus Advanced Security = *

PN/ Vace s culcied Firewall > Geographic Protection

(O) Allow connections from anywhere

Dashboard

) [ @ Allow connections only from private and allowed IP addresses I
Firewall

O Allow connections only from this list of countries:
Sessions

®
©
@ Ransomware
fol
=i
o
(o)

-+ Add Country > Remove Country
Alert Bl France BE United States
erts
Reports
Setlings
License
@ Apply now
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/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall
/ar/advanced-security/firewall

Tsplus Advanced Security - X

P eV acecc=tcaed [irewall > Geographic Protection

(® Allow connections from anywhere I
Dashboard I

. O Allow connections only from private and allowed IP addresses
Firewall

O Allow connections only from this list of countries:
Sessions

~+ Add Country » Remove Country

Ransomware

Bl France EE United States
Alerts

Reporis

Settings

®
9
&
ol
=
o
e=

License

@ Apply now
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TSplus Advanced Security

ADVANCEDSECURITY el

- x
Search Q Filters: | Blocked - Bruteforce Protection, Blocked - Geographic Protection, Blocked from TSplus ., «
IP Address Country Status Date Description Add IP Address

Dashboard {1.10.16.0-1.10.31. 255 _China Blocked - Hacker IP Protection 11'sept. 2024 14:38:52  Known Malicious IPs
 119.00-119.255 255 South Korea Blocked - Hacker IP Protection 11 sepl. 2024 1438:52 Known Malicious IPs Edit IP Address
=1321280-132191. Sigapore Blocked - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs

Firewall =256.1920-256.195.. Nethedands Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs 3 e
=m257.1850-257.185.. Russia Blocked - Hacker IP Protection 11sept. 2024 14:38:52  Known Malicious IPs EnIE ress(es)
=257.1850-257.187... Russia Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs

Sessions B02572320-257235  France Blocksd - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs Export to CSV
£52,59.200.0-259.203... United Kingdom Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs
5134128051341 fran Blocked - Hacker IP Protection 11sept. 2024 14:38:52  Known Malicious IPs
ES5180.40-5.180.7.255 United States Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs
55183.600-5.18363 United Kingdom Blocked - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs
=5.188.10.0-5.188.11... Russia Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs

Alerts

[T ]

©
@
i —
ol
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oo

Reports
Geographic Protection Bruteforce Protection Hacker IP Protection
Settings
@  Enzbled @  Enzbled @  Enzbled
n Access allowed only from your configured list You are protected against hackers, network Your are protected against 564 436 405
=D of countries including: scanners and brute-force robots from trying to malicious IP addresses from our worldwide

quess your logins and passwords community blacklist of known threats
I I Last synchronization: 25/09/2024
Configure Authorized Countries Configure Bruteforce Protection efresh Hacker IP

(@ User Guide Version7.1.9.11 | Permanent License Activated - Ullimate Protection edition.
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TSplus Advanced Security - X

PV \Nace =B eand onitor allincoming connections

New session for ADVadministrateur from <Not a remate
connection>

New session for ADVadministrateur from <Not a remate
connection>

Dashboard

New session for AD\administrateur from <Nt a remate
connection:
Firewall
New session for AD\administrateur from <Nt a remate
connection:

New session for ADVadministrateur from <Not a remate

Sessions
connection:

New session for ADVadministrateur from <Not a remate
connection>

Q@ a e aa

Ransomware

2 B @ €

Alerts
Firewall Sessions Ransomware Protection
[E] Reporis . . . . .
. Geographic Protection . Restrict Working Hours . Ransomware Protection
0 remote access attempt denied 0logon attempt denied Ransomware Protection is enabled
& Setings , , Learring period s angeing
. Bruteforce Protection . Secure Sessions
_ 0P address blocked 0 session configured
G License - . - oure
. Hacker IP Protection . Trusted Devices
564 436 405 malicious IP addresses 0 remote access denied
blocked

onfigu Manage Ransomware Protection

(@ User Guide Version7.1.9.11 | Permanent License Activated - Ullimate Protection edition.
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+J Setup

Verified publisher: TSplus 5AS

File origin: Hard drive on this computer

Program location: "CA\Users\admin\Downloads\Setup-T5plus-
Security.exe” [SPAWNWND=5$7029C /NOTIFYWND=5$501C8
Show information about the publisher's certificate

Change when these notifications appear

Hide details
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https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
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Setup - T5plus Advanced Security version 7.1.9.24 — x
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

TSplus Advanced Security license agreement ~

Software

You should carefully read the following terms and conditions before opening the software package, or
if downloaded, before using such downloaded software. Opening the package or using the software, if
downloaded, means you accept these terms and conditions and understand that they will be legally
binding on you and TSplus Advanced Security, If you do not agree with these terms and conditions, ar
do not want them to be binding on you, you should promptly return the padkage unopened for a full
refund or delete the downloaded software from any storage medium that it is stored on.

Cwnership

You acknowledge and agree that TSplus Advanced Security (Ticensar™) is the owner of all rights, title
and interestin and to the endosed disks and/for cdrom andjor the downloaded TSplus Advanced
Security software, if downloaded, and the computer programs contained therein in machine readable
object code form as well as the accompanying user documentation along with all subsequent copies
thereof, regardless of the media or form in which they may exist (collectively the “software™). The

cnfhuzra ic mratactad hie cemriakt lzwe and intarnstinnel raste mravicicne and Hhie licanca sarcaamant

@ I accept the agreement

(_J I do not accept the agreement
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*0 Setup - Tsplus Advanced Security version 7.1.9.24 —

Installing
Please wait while Setup installs TSplus Advanced Security on your computer,

Extracting files...
C:'Program Files (x868)\TSplus-Security \Microsoft. Extensions, DependencyInjection. Abstractions. dll

Cancel
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*0 Setup - TSplus Advanced Security version 7.1.9.24

Completing the TSplus Advanced Security
Setup Wizard

Setup has finished installing TSplus Advanced Security on your computer,
The application may be launched by selecting the installed shortouts,

Click Finish to exit Setup.

Run TSplus Advanced Security

3200 JaiST e diSay el 9 plaxiwl TSplus Advanced Security!

auws a2l dslrall dbolS olisoll 620015 logy ¥ Luis ol Less claz 5 I conss oozl s
blaxl _le ala>Advanced Security _$ Judl lgVl>

OW@gy)lw il dodsiall
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clel| e TSplus Advanced Security

cle)y s TSplus Advanced Security «JolSIL ai91 JJAJIC:\Program Files (x86)\TSplus-Security.


/ar/advanced-security/activating-your-license
/ar/advanced-security/activating-your-license
/ar/advanced-security/activating-your-license
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net

\ = | Program Files (x86) - O X

Home Share View - @
&« v > ThisPC » Local Disk (C:) » Program Files (x86) v O Search Program Files (x86) L

Program Files (x86) A Name Date modified Type Size "

Common Files TSplus 11/7/20198:21 PM  File folder

Foxit Software TSplus-Security 11/7/201910:32 PM  File folder

Google Windows Defender 7/15/2019 1:39PM  File folder

. Windows Mail 7/1/201910:21 PM File folder

? Windows Media Player 10/2/20193:25PM  File folder

Internet Explorer

Windews Multimedia Platform

7/16/2016 3:23 PM File folder

Java Windows NT 7/16/2016 3:23PM  File folder

Microsoft.NET Windows Photo Viewer 7/15/20191:39PM  File folder

Mozilla Firefox Windows Portable Devices 7/16/2016 3:23 PM File folder

O L B < WA A mssimPmcssmeClaall T ' N
21items 1 item selected IEI =

o5 il i 59350 e §ulai"unins000" i) ol ele] il

System.ValueTuple.dll
Systermn.Xml.ReaderWriter.dll
System.Aml.ADocument.dll
System.Xml.XmlDocument.dll
System.Xml.XmlSerializer.d
System.Xml.XPath.dl
System.Aml.APath. XDocument.dll

15/05/2018 13:29
08/09/2024 21:4%
08,/09/2024 21:49
08/09/2024 21:4%
08,/09/2024 21:49
08/09/2024 21:4%
08,/09/2024 21:49

D systernaudit.out 27/09/2024 16:43
TraceReloggerLib.dll 26/06/2024 23:34
0 Toplus-Security 11/09/2024 13:42
D T5plus-5ecurty.exe.config 1170872024 13:37
. TSplus-Security-Service 11/09/2024 13:42
D T5plus-5ecunty-5Service.exe.config 1170872024 13:37
. TSplus-Security-Session 11/09/2024 13:42
D T5plus-5ecurty-5ession.exe.config 1170872024 13:37
| | uninsD0O0.dat 11/09/2024 16:36
. unins000 11/09/2024 16:35
D unins000.msg 11/09/2024 16:36
=l uninstall 11/09/2024 13:37

VErsion

WindowsFirewallHelper.dll

11/09/2024 13:37
10/01/72022 16:36
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Optional tasks
Select any optional tasks to be performed by the uninstall program.

Wiould you like to unbladk all previously blodked IP adresses?

Unblock IP addresses

Uninstall

Annuler
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Tsplus Advanced Security - X

He=fched oSessions

Restrict Working Hours Secure Sessions
Dashboard
. Configured . Configured
_ Autherize users and groups to connect only during certain days and Cenfigure the security level for each user or group by selecting cne of three
Firewall timeslots. standardized security levels crafted to the IT industy's best practices
Timeslot permissions can be managed by user or group. If a user belongs standards.
to several groups, the most permissive permissions apply. Customize the security level of each of the three standard modes to fityour
needs.

Sessions

Ransomware

Restrict Working Hours Configure Secure Sessions

Trusted Devices Permissions Management

o
@
&
a

Reporis

. Configured . Configured

Setiings Decide whether a user can connect from any device or only specific device Easily inspect and edit permissions of users, groups, files, folders and
names and prevent compromised credentials from being used to access printers or inspect permissions applied to each folder, subfolder or file.
your network Audit specific files to monitor permissions in the event viewer.

g & O

Alist of devices that attsmpt to connect is automatically created, facilitating

License N : N
the task of accepting or denying access from specific devices.

G i ———

(@ User Guide Version7.1.911] Permanent License Activated - Ultimate Protection edition. |

pect Permissions




TSplus Advanced Security - X

P eV acec=lched oSessions > Permissions Management

() peny (G Read /" Modity {3 ownership
Dashboard Users and Groups - AD Domain Select one or multiple files or folders to edit permissions
Default View Name Permissions Oviner
_ =
Firewall ) = N
@ Switch View |51 SRecycle Bin AUTORITE NT\Sy
I3 SWinREAgent BUILTIN'Admin
_ =12 Users o I3 Backupparam BUILTIN'ADmini
© Sessions {12 admin (protected) I Documents and Settings AUTCRITE NT\Sy
]2 Administrateur (protected) I Perflogs AD\userl
Oz usent £ Program Files T SERVICE\Tru:
IEI Ransomware 2 usez [ Program Files (x86) INT SERVICE\Tru
Oz uses [ ProgramData AUTCRITE NTiSy)
Oz uses 5 Recovery AUTCRITE NTiSy)
A Aert 5 (& Groups £ System Volume Information BUILTIN\ Admini
£ erts 2% Accés compatible pré-Windows 2000 5 tmp BUILTIN\Admin:
[ Accés DCOM service de certificats I Users AD\user2
Oz [ Windows T SERVICE\Tru:
[E Reporis Oz £ wession BUILTIN'Admini
Oz | SWINRE_BACKUP_PARTITION.MARKER AUTCRITE NTiSy)
Oz DumpStacklogtmp
_ o lang.ni BUILTIN'Admini
Settings O o N
& Y & administrateurs Hyper-V | ] silent it BUILTINVAdmini
[ Admins du domaine
) [ contréleurs de domaine
Gz License ]2, Contréleurs de domaine clonables < N
[ contréleurs de domaine d'entreprise en led ¥
< >

Tip: keep the CTRL key pressed to select multiple items.
() Local Users and Groups

(@ Files and Folders (O Registry () Printers
(® AD Users and Groups

(@ User Guide Version 7.1.911°) Permanent License Activated - Ultimate Protection ediion. |
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Ozl ale pinwd (a9 jlioYl pasiwwal) saxall 6cl,8) waloll >axall(FileSystemRights.Read). 13| o

Ol Jds pid (a9 LoVl pasiuwol) saxall 6el,8) sgixe JJAl a=l)5]9(FileSystemRights.Read

9FileSystemRights.ListDirectory).

o D8l xicaill e 5 behall piw zio pasiuaall sazall liol Jle b5 ol olalodl >axall I3] o
Slis | wale piwwd @io paiwal] axoll 5biol 62,8 alall saxall 0igiizg 13] OIS walall Bl
(FileSystemRights.ReadAndExecute). 13| ai jlis| (Ju> piud aio paiuwall 3axall jliol 6cl,9
Seixall az1)s]9 9l Aais sgixe JJI(FileSystemRights.ReadAndExecute 9
FileSystemRights.ListDirectory gFileSystemRights.Traverse).

o Jni aic Laill e ;5 Jaxil piww gio paiaell saxall 4o e 58 pls olaladl saxall 13] i

O] als pinwd qio paiwall saxall 4o Jiasi walall saxall(FileSystemRights.Modify). 13| ai
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é6x2>(FileSystemRights.Modify seirotceriDetaerC.sthgiRmetsySeliFg

seliFetaerC.sthgiRmetsySeliF g yrotceriDtsiL.sthgiRmetsySeliFg .)esrevarT.sthgiRmetsySeliFg
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(FileSystemRights.FullControl).
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ADVANCEDSECURITY kst Permissions Management
@) veny (© Read Z' Modity {Z3 ownership
Dashboard Users and Groups - AD Domain Select ane or multiple files ar falders ta edit permissions
Default View Name Permissions Owner ~
Firewall ’ B Ea
S [ SRecycleBin Read AUTORITE NT
[ SWinREAgent Read BUILTIN\Adm
. Users o [ Backupparam Read BUILTIN\Adm
Sessions admin (protected) [ Documents and Settings Deny AUTORITE NT
Administrateur (protected) [ PerfLogs Deny AUTORITE N1
user! [ Program Files Read NT SERVICEVT
Ransomware user2 [ Program Files (x86) Read NT SERVICEVT
user3 [ ProgramData Read AUTORITE N1
userd [ Recavery Deny AUTORITE N1
Groups (7 System Volume Infarmation Deny BUILTIN\Adm
2, Accés compatible pré-Windaws 2000 = tmp Read BUILTIN\Adm
&) Accés DCOM service de certificats Users Full Control AD\user2
|2, Administrateurs [protected) £ admin Deny BUILTIN\Adm
Reporis 2% Administrateurs clés [ administrateur Deny BUILTIN\Adm
§-3 clés Enterp = All Users Deny AUTORITE N1
¥ Read AUTORITE N1
2. Administrateurs de entrepl Top1s Advanced Security - Please Wait... =ad
Settings 2, Administrateurs du schéma Deny AUTORITE NT
2% Administrateurs Hyperv | oo Deny AUTORITE NT
|2, Admins du domaine Full Contral BUILTINAdm
2, Contréleurs de domaine _ Read BUILTIN\Adm
License 2% Contréleurs de domaine dl Bazd UL L33 e
2% Contréleurs de domaine d'
<
items.
(O Local Users and Groups
(®) Files and Folders O Registry O Printers
(® AD Users and Groups
(@ User Guide Version7.1.9.11 Permanent License Activated - Ulimate Protection edition.
TSplus Advanced Security
P eV acec=lched oSessions > Permissions Management

Dashboard

Firewall

(@) peny

(G Print

/" Manage Documents

{&} Manage printer

Users and Groups - AD Domain Select one or multiple printers to edit permissions
Default View Name Permissions
= Printers

Switch View

Virtual Printer
S Universal Printer Print
=-0& Users @ S Microsoft XPS Document Writer Print
Sessions ]2 admin (protected) S Wicroso Print to PDF Print
2 administrateur (protected)
2 usert
Ransomware 02 user
02 users
2 used
=& Groups
]2, Accés compatible pré-Windows 2000
]2, Accés DCOM service de certificats
[ Administrateurs (protected)
Reporis [ Administrateurs clés
[ Administrateurs clés Enterprise
[ Administrateurs de I'entreprise
Settings 2 sammteus cu i
&, admins du domaine
5 ]2, contréleurs de domaine
License L&, Contréleurs de domaine clonables
[ contréleurs de domaine d'entreprise en led ¥
< >

(O Local Users and Groups

(® AD Users and Groups

Tip: keep the CTRL key pressed to select multiple items.

() Files and Folders

O Registry

(@ User Guide Version7.1.911 | Permanent License Activated - Ulimate Protection edition.
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Ensure inherited rights from
groups are taken into
‘ Rights are granted or denied account

PurgeAccessRules

User or groups is not User or groups is
granted any rights | Rights are granted | ‘ Rights are denied | granted Read

An access rule is created
denying Read

AddAccessRules

An access rule is created
denying ListDirectory

An access rule s created
including all rights

AddAccessRules

An access rule is created

denying ChangePermissions User or groups is -
and TakeOwnership granted full control but User or groups is
should not granted ListDirectory

AddAccessRules

AddAccessRules

An access rule is created User or groups is
denying Write and Delete granted modify but
should not

AddAccessRules — ?
If rights are applies on a directory, then inheritance is 6

set at object (Objectinherit) and container level
(Containerinherit)

Sésil
. Qloi oIl hitps://docs.microsoft.com/ar-sa/dotnet/api/
system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
o 998> pll (olalall hitps://docs.microsoft.com/ar-sa/dotnet/api/
system.security.accesscontrol.filesystemrights?view=netframework-4.5.2

agss oligdVl
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https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2

TSplus Advanced Security - X

Sessions > Permissions Management

(:) Refresh Q, Enable Audit (@ View Audit
Dashboard Selact one or multiple files or folders to edit permissions Permissions
Name ~ Name Permissions
ERa aEa AUTORITE DE PACKAGE D'APPLICATION\TOUS .. Read
55 SRecydesin AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Read
[ SWinREAgent
= Backupparam AUTORITE NT\Systéme Modify
[ Documents and Settings BUILTINVAdministrateurs Modify
[ PerfLogs 2
2 BUILTINGUtilisat Read
[ Program Files \Utilisateurs ea
Ransomware B [ Program Files (35) =) NT SERVICE\Trustedlnstaller Full Control

I3 Common Files

3 dotnet

I3 Google

[E5 Internet Explorer

I3 Microsott

5 Microsott SQL Server

I3 Microsott Visual Studio 9.0
5 MicrosotNET

5 Mozilla Maintenance Service
5 Sottland

£ TSplus

£ TSplus-Security

5 TSplus-ServerMonitoring
£ Uninstall Information

[E5) Windows Defender

£ Windows Mail

£ Windows Media Player v

Reporis

Settings

License

(@ Files and Folders () Reqistry (O Printers

(@) User Guide Version7.1.9.11 ) Permanent License Activated - Ultimate Protection ediion. |
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Sessions > Permissions Management

(:) Refresh Q_ pisable Audit (@ View Audit

Dashboard

Select one or multiple files or folders to edit permissions Permissions

Name A Name Permissions

" A 2 \admi
Firewall B e AD\admin Full Contral

g ;:;Q;Eéiﬂinm 2 AUTORITE NT'Systéme Full Contral
inREAge!

{31 Backupparam -3 BUILTIN\Administrateurs Full Control
I Documents and Settings
I PerfLogs
I3 Program Files
|21 Program Files (x86)
2 ProgramData
IC Recovery
I System Volume Informatio This computer is a member of an Active Directory domain.
= tmp | Please ensure that your global security policies allow
Users authorization change audit.
[ admin
[ administrateur
[ Al Users
[ Default
[ Default User
[ Public
(25 usert
| desktopini
I3 Windows
|5 wsession
SWINRE_BACKUP_PARTITIOM.MARKER
DumpStacklogimp v

Sessions

Ransomware Authorization Change Audit X

Aleris

Reports

(@) Files and Folders () Registry O Printers

(@ User Guide Version7.1.911 Permanent License Activated - Ulimate Protection edition.
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Tsplus Advanced Security

ADVANCEDSECURITY

Dashboard

Firewall

Sessions

Ransomware

Aleris

Reports

Settings

Toplus Advanced Security

Dashboard

Firewall

Sessions

Ransomware

Reporis

Settings

License

Permissions Management

Permissions

Sessions
(:) Refresh Q, pisable Audit
Select ane or multiple files or folders to edit permissions
Name
B [

£ SRecycleBin
5 SWinREAgent
I Backupparam
5 Documents and Settings
£ Perflogs
£ Program Files
£ Program Files (x36)
5 ProgramData
|51 Recovery
I3 System Volume Information
I tmp
Users
[ admin
[ administrateur
[ Al Users
[ Default
[ Default User
[ Public
[ user1
| desktopini
I3 Windowss
[ wsession

SWINRE_BACKUP_PARTITIOM.MARKER
DumpStacklogimp

2

2

(@ Files and Folders () Reqistry (O Printers

(D) User Guide

Sessions

Q, Enable Audit

(:) Refresh

Select one or multiple registry keys to edit permissions

Permissions Management

(G View Audit

Permissions

Name
El [ HKEY_LOCAL_MACHINE
= [ HARDWARE

2 AcPl

[ DESCRIPTION
[ DEVICEMAP
[ RESOURCEMAP
£ 5AM

B [ SOFTWARE
=7zp

(5 Amazon

[ Classes

[ Clients

[ cvsm

[ DefaultUserEnvironment
[ Digital River
[ dotnet

[ FabulaTech
[ Google

[ Intel

[ Javasoft

[ Microsoft
[ Mozilla

[ mozillaorg
[ opeC

[ OpenssH

P-3

2

() Files and Folders O Printers

(3) User Guide

Version7.1911

Name
AD\admin
AUTORITE NT'Systéme
BUILTIN\Administrateurs

Mame

AUTORITE DE PACKAGE D'APPLICATION\TOUS ...

AUTORITE NT\RESTRICTED
AUTORITE NT\Systéme
BUILTIN\Administrateurs

Tout le monde

Permissions
Full Contral
Full Contral

Full Contral

Permissions
Read
Read
Full Control
Full Control
Read

Permanent License Activated - Ulimate Protection _




Tsplus Advanced Security - X

Sessions > Permissions Management

(:) Refresh Q, Enable Audit (B View Audit
Dashboard Select one or multiple printers to edit permissions Permissions
Name Permissions Name Permissions
[ — =] Pr\nt:rrst o AD\administrateur Print, Manage Documents
E Virtual Printer 2, AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Print
Universal Printer
7 b Microso XPS Document Writer -3 BUILTIN\Administrateurs Frint, Manage Printer
Sessions S Microsoft Print to PDF 2 BUILTIN\Opérateurs d'impression Print, Manage Printer
-3 BUILTIN\Opérateurs de serveur Frint, Manage Printer
o
[ -3 CREATEUR PROPRIETAIRE
-3 Tout le monde Print

Aleris

Reports

Settings

License

(O Files and Folders () Reqistry

(@) User Guide Version7.1.911 ) Permanent License Activated - Ultimate Protection edition. |
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https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
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https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
/ar/advanced-security/pre-requisites
/ar/advanced-security/pre-requisites
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
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PN/ A\ scn==mBl=langd [onitor allincoming connections

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

Dashboard

New session for AD\administrateur from <Not a remote
connection>
Firewall
New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote

Sessions
connection>

New session for AD\administrateur from <Not a remote

Qe e e e e

P B @ @

e connection>
Seeall events
Firewall Sessions Ransomware Protection
=] Reporis . . . . .
. Geographic Protection . Restrict Working Hours . Ransomware Protection
0 remote access atiempt denisd 0logon attiempt denied Ransomware Protection is enabled
2 Settings . . Learning period is ongoing
. Bruteforce Protection . Secure Sessions
. 0P address blocked 0 session configured
G= License i e sesioneanin=
. Hacker IP Protection . Trusted Devices
564 436 405 malicious IP addresses 0 remote access denied
blocked

mware Protection
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/ar/advanced-security/installation
/ar/advanced-security/installation
/ar/advanced-security/home
/ar/advanced-security/home
/ar/advanced-security/home
/ar/advanced-security/home
/ar/advanced-security/ransomware-protection
/ar/advanced-security/ransomware-protection
/ar/advanced-security/ransomware-protection
/ar/advanced-security/ransomware-protection
/ar/advanced-security/ransomware-protection
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‘ Ransomware Protection

Ransomware Protection
Disabled

Start the Learning Period to detect, block and
prevent ransomware attacks
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‘ Bruteforce Protection

@ cEnabled

You are protected against hackers, network
scanners and brute-force robots from trying to
guess your logins and passwords.

Configure biuteforce Protection



/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
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Geographic Protection

@ cEnabled

Access allowed only from your configured list
of countries including:

Configure Authorized Countries
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/ar/advanced-security/geographic-protection
/ar/advanced-security/geographic-protection
/ar/advanced-security/geographic-protection
/ar/advanced-security/activating-your-license
/ar/advanced-security/activating-your-license
/ar/advanced-security/activating-your-license
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security
/ar/advanced-security/updating-advanced-security

Monitor all incoming connections

New session for ADVadministrateur from <Mot a remote
connection:>

New session for ADVadministrateur from <Not a remate
connection

New session for ADVadministrateur from <Not a remote
connection:

New session for AD%administrateur from <Not a remote
connection

New session for ADadministrateur from <Not a remate
connection >

New session for ADVadministrateur from <Mot a remote
connection:>

©
©
©
©
®
©

Seeall events

Firewall Sessions Ransomware Protection
. Geographic Protection . Restrict Working Hours . Ransomware Protection

0 remote access attempt denied 0 logon attempt denied Ransomware Protection is enabled.

R ~ Learning period iz ongoing.

. Bruteforce Protection ' Secure Sessions

0IP address blocked 0 session configured
. Hacker IP Protection . Trusted Devices

564 436 405 malicious IP addresses 0 remote access denied

blocked

Configure Firewall Configure Sessions Manage Ransomware Protection
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/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip
/ar/advanced-security/hacker-ip
/ar/advanced-security/events
/ar/advanced-security/events
/ar/advanced-security/events
/ar/advanced-security/permissions
/ar/advanced-security/permissions
/ar/advanced-security/working-hours-restriction
/ar/advanced-security/working-hours-restriction
/ar/advanced-security/working-hours-restriction
/ar/advanced-security/secure-desktop
/ar/advanced-security/secure-desktop
/ar/advanced-security/secure-desktop
/ar/advanced-security/secure-desktop
/ar/advanced-security/endpoint-protection
/ar/advanced-security/endpoint-protection
/ar/advanced-security/endpoint-protection
/ar/advanced-security/endpoint-protection

I el Sl | giosll padiall cdxiay Jsos)l ) ajall oo .ol

1S lolaziwYTSplus Advanced Security!



dsla> 0 poly dpaall

dyla>ransomware iSos o wwisdl e claxdransomware lgeioy JSin .Jled Jelau TSplus
Advanced Security >,x0, aslisSlransomware 9 .liwl> @] elioy WS 0 Jadxidl culdl _Soludly :

o Jl Jdx ol o Say polisdl o Jeladl e jgall aie juss punl olaioYl
o Jl Y Selw Ll (9 aas Jelai aob il go wlalall WOLiSTy ddMuw 632> o ol dasll

AiSay aSai & Gl Laill e S dla> "daall (9 dodle dla> 1dyaall

TSplus Advanced Security - X

ADVANCEDSECURITY AUl E ]

(") Learning period is ongaing. Click here to enable Ransomware Pratection.
Dashboard

@ Click here to stop the learning period.
Firewall

(%) Email alerts are not configured yet, Click here to configure email alerts.
Sessions

The programs interrupted by Ransomware Protection are listed below:

©
@
g E—
ol
]
o)
(o2

Date Interrupted Program Review & Act
Alerts
Reports
Settings
License {‘\\:4:} Manage programs allow list
0] Ssnapshots [ Quaran tine

(@ User Guide Version7.1.9.11 | Permanent License Activated - Ullimate Protection edition.
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(;) Learning period is ongoing. Click here to enable Ransomware Protection.
@ Click here ta stop the learning period.

@ Email alerts are configured. Click here to edit email alerts configuration.
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® Ransomware Protection is disabled. Click here to start the learning period (detected apps will be added to program allow list).

® Email alerts are not configured yet. Click here to configure email alerts.
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P eV acecic=tched Ransomware > Whitelisted

+ Select Folder + Add Application % Remove () Distrust Publisher

Dashboard Enter a program file path to add  program to the Ransormware Protection program allow (ist. This executable will be abie to create, change and delete your personal files without triggering Ransomware
Protection,

e— Application Path Publisher Publisher Confidence
[ c\Program Files (x86)\TSplus-Security’TSplus-Security.exe TSplus 545 Trusted Publisher

Sessions

Ransomware

Reporis

Settings

®
9
&
ol
=
o
ez

License

(B User Guide Version7.1.9117) Permanent License Activated - Ultimate Protection ediion. |
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Ransomware:

® Email alerts are not configured yet, Click here to configure email alerts.

Tsplus Advanced Security

PNV Vace =l HRansomware > Configure E-Mails

Simply enter your e-mail and receive directly your alerts and reports by e-mail

[ Orrather use your own SMTP settings

[5] Dashboard

Firewall SMTP Hostname |\uca\husl
Sessions SMLE For |25 ‘
Use SSL O

SMTP Usemame |

Alerts
= SMTP Password |

Reports Send Email From |

Send Email To |

Seitings

E

©

@

S
oy

=

o)

oz

License

(3) User Guide
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Tsplus Advanced Security

PV Ve cl=tched Ransomware > Snapshots

(:) Refresh /" Restore 3 Remove

Dashboard

Name Date

Firewall

Sessions

Ransomware

Aleris

Reporis

Settings

(]
0]
o]
o}
B
@&
e

License
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eV \Vace s dalrhed Ransomware > Quarantine

{2} Restore Program 3 Remove Program(s)

Dashboard

Program File Path Date

Firewall

Sessions

Alerts

Reporis

Settings

B
©
@
C
n
=
8
(o)

License
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TSplus Advanced Security - 7.1.8.30

Dashboard

Firewall

Sessions

Ransomware

Aleris

Reports

Settings

License

Reports

Edi Is settings

Receive reportto the following e-mail address |Ihumas montalcino@tsplus.net

Sections to include to the report Firewall
Ransomware Protection
Sessions

Choose how frequently you want to receive your report:
@ Daily

O Weekly Staringon = Salurday . September 28,2024
O Monthly

Save Preview

() User Guide Version7.1.930

Permanent License Activated - Ultimate Protection _
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ADVANCEDSECURITY [EEEE IS

Restrict Working Hours | Secure Sessions
Dashboard
. Configured . Configured
. Autherize users and groups to connect only during certain days and Configure the security level for each user or group by selecting one of three
Firewall timeslots. standardized security levels crafted to the IT industry's best practices
Timeslot permissions can be managed by user or group. If a user belongs standards.
to several groups, the most permissive permissions apply. Customize the security level of each of the three standard modes to fit your
needs

Sessions

Ransomware

Restrict Working Hours I Configure Secure Sessions I

Aleris
Trusted Devices Permissions Management
Reports
. Configured . Configured
Seilings Decide whether a user can connect from any device or only specific device Easily inspect and edit permissions of users, groups, files, folders and
names and prevent compromised credentials from being used to access printers or inspect permissions applied to each folder, subfolder or file.
your network Audit specific files to monitor permissions in the event viewer

A list of devices that atiempt to connect is autematically created, facilitating
the task of accepting or denying access from specific devices

©®
@
&
fh
=
&
&

License

Choose Trusted Devices Inspect Permissions

(@) User Guide Version7.1.911 | Permanent License Activated - Ulimate Protection edition. |




Tsplus Advanced Security

Sessions > Secure Sessions

Users and Groups - AD Demain

Default View

(O Mot configured for this user/group

@ Configured for this user/group:
Dashboard Switch View

T
ba
>

Firewall

admin
Administrateur (allowed) Kiosk Mode

Juser1] Prevent a connected user from running prohibited actions.
user2
user3
userd

Sessions

@ bo bo ho ho ho ho

§

o
;

Ransomware

Accés compatible pré-Windows 2000
Accés DCOM senvice de certificats
Administrateurs
Administrateurs clés
Administrateurs clés Enterprise o Secured Desktop Mode :

The connected user will not be allowed to browse server resources behind his own Remote Desktop
Administrateurs de I'entreprise et
Administrateurs du schéma
Administrateurs Hyper-V
Admins du domaine
Contréleurs de domaine
Contréleurs de domaine clonables
Contréleurs de domaine d'entreprise en lectur
Contréleurs de domaine en lecture seule
DnsAdmins Windows Mode
DnsUpdateProxy This is the default Windows user session security madel,
Duplicateurs

. Editeurs de certificats
< >

Aleris

Reports

Settings

License

(O Local Users and Graups Customize Security Level..,

(®) AD Users and Groups Whitelisted users will always use “Windows Mode'.

() User Guide i Permanent License Activated - Ulimate Proteciion ediion.
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. TSplus Advanced Security - Security Level Customization

Security Level Customization

Desktop Security  Disks Control  Applications Control

|:| Remove Recycle Bin

|:| Remove CQuick Access
-.[_|Remove This PC

|:| Remove My Documents

|:| Remove My Recent Documents
Remove My Music
-.[_|Remave My Pictures
-.[_|Remove My Videos

|:| Remove Frequently Used Programs
|:| Remove Programs

Remmre Help and Support
[“]remove Control Panel
-.[_JRemove Printers

Remove Network

I:‘ Remove Recent Files

-.[]Mo Metwark Meighbaorhood
-.[_JRemove Context Menu

-] Restrict right click

[~]Disable Task Manager

[ | Disable Windows key
+|Mo Folder options

No Active Desktop
--[]MNo Disconnect

Mo Clase

No Manage My Computer
+| Mo Delete Printer
-[_|Ma Internet Explarer

Disable System Management programs

Currently customizing

ADVuseri

Currently based on

Secured Desktop Mode

RETPI




 Tsplus Advanced Security - Security Level Customization

Desktop Security Disks Control

Hide Selected Disks

] A
[ H
1 o
[%R%

B
1
e
b w

Select all

Dreny Access to Selected Disks

B A
[ H
[ o
[%ER%

B
1
e
] w

Select all

Applications Control

Q

Q

Security Level Customization

o
& K
R
=R

o
K
R
R

M E
ML
& s
Mz

M E
ML
& s
Mz

Currently customizing

E 5 ADVuser1
M N
Currently based on
T u
Secured Desktop Mode

Unselect all

F G

M N

T u
Unselect all
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TSplus Advanced Security - Security Level Customization

Security Level Customization

Desktop Security  Disks Control  Applications Control

Currently customizing

cmd.exe
»
L)

regedit. exe

E == @ ) AD\usert

powershell.exe taskmagr.exe mme.exe gpedit.msc

g Currently based on
|

powershell_ise... Secured Desktop Mode

Applications listed abowve will be prohibited.

Add Remove
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TSplus Advanced Security

eV \Uacesc=lched Ransomware > Whitelisted

+ Select Folder -+ Add Application % Remove () vistrust Publisher

Dashboard

Enter @ program file path to add a program to the Ransamware Protection program aliow list. This executable will be able to create, change and delete your personal fiies without triggering Ransormware
Protection.

Firewall Application Path Publisher

[ c\Program Files (x86)\Microsoft Visual Studio\Installersetup.exe Microsoft Carporation
[ C:\Users\thomas\Desktap

Sessions [ cwsession\UniversalPrinter\UniversalPrinterServer.exe TSplus SAS

Publisher Confidence

Trusted Publisher

Trusted Publisher

Ransomware

Aleris
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Tsplus Advanced Security - X

Po Y Ve cc=tched oSessions > Restrict Working Hours

u d Groups - AD D
EEBEIT AT omain ) Mot configured for this user/group

Default View
@ Always authorize

Dashboard Switch View
O Always block

-2 Users ~ | (O Authorize onl :
. ly during these time ranges:
Firewall 2 admin
2 Administrateur (allowed) Monday:
2

Sessions 2 user2 Tuesday:

2 user3

2 userd

=-3% Groups

2, Accés compatible pré-Windows 2000
2 Accés DCOM service de certificats

2%, Administrateurs

%, Administrateurs clés

!, Administrateurs clés Enterprise

!, Administrateurs de I'entreprise Sunday:
!, Administrateurs du schéma

!, Administrateurs Hyper-V

L, Admins du domaine

!, Contréleurs de domaine

L, Contréleurs de domaine clonables

!, Contréleurs de domaine d'entreprise en lectur
!, Contréleurs de domaine en lecture seule Whitelisted users will always be abie to connect.
!, DnsAdmins

!, DnsUpdateProxy
!, Duplicateurs

). Editeurs de certificats
< >

Wednesday:
Ransomware Thursday:

Friday:

Aleris

Saturday:

15
remEcRocRECRECREERED

Reports

Settings

®
©
o]
o}
B
&
o

License This feature prevents a user from opening o new session outside of his authorized time ranges, and log him off automatically when his

working hours are over.

(O Local Users and Graups

(@ AD Users and Groups

(%) User Guide Version7.1.911 Permanent License Activated - Ulimaie Protection ediion.
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O Mot configured for this user/group

®) Always authorize

O Always block

O Authorize only during these time ranges:

Monday: 09:00 = ta 17:30 =
Tuesday: 09:00 = ta 17:30 =
Wednesday: 09:00 = ta 17:30 =
Thursday: 09:00 = ta 17:30 =
Friday: 09:00 = ta 17:30 =
Saturday: 09:00 = ta 17:30 =
sunday: 09:00 = ta 17:30 =
select timezone for user or group ((UTC+01:00) Bruxelles, Copenhague, Madrid, Paris is applied by default)

Whitelisted wsers will always be able to connect,

This feature prevents g user from opening a new session outside of his authorized time ranges, and log him off autematically when his
working hours are over.
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Toplus Advanced Security

D D Sessions

Restrict Working Hours

@ configured

Only autherize users or groups te connect during certain days and

@ ewa timeslots.
You can manage timeslot permissions for specific users or groups. Ifa
user belongs to several groups, the most permissive permissions apply.
© o
al -
5 ansomware

Restrict Working Hours

| Trusted Devices

. Configured

Decide whether a user can connect from any device or only specific device
names and prevent compromised credentials from being used to access

your netwark.

Alist of devices that attempt to connect is automatically created, facilitating
the task of accepting or denying access from specific devices.

Secure Sessions

Configured

Configure the security level for each user or group by selecting one of three
standardized security levels crafted to the IT industry's best practicss:
standards

Customize the security level of each of the three standard modes to it your
needs,

re Sessions

Permissions Management

Configured

Easily inspect and edit permissions of users, groups. files, folders and
printers or inspect permissions applied to each folder, subfolder or file.
Audit specific files to menitor permissions in the event viewer.

spect Permissions




Tsplus Advanced Security - X

ADVANCEDSECURITY BRELaE Lt Trusted Devices

Users - Local computer
B (O This user can connect fram any Device

Default View
Switch View @ This user Device name will be checked and must be in this list:
Dashboard
5 Z Users Device Name
h admin (allowed) TSPLUS-SERVERT

Firewall Administrateur

Ransomware

Settings

()
® Sessions
&
tc
(ocr]

License

Add Remove

Whitelisted users will always be able to connect.

Trusted Devices enables to control the Device names of any incoming session.
A logon from any invalid Device name will be blocked.

(@ User Guide Version7.1820 ) Permanent License Activated - Ultimate Protection edition. |
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W TSplus Advanced Security - 5.4.11.22 — X

2 ADVANCED - Ultimate Protection

it HOME
Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

O\ EVENT VIEWER

o A connection has been authorized for user DESKTOP-QVTIFVE utilisateur from computer because this feature is not
@ HOMELAND @ 10 Dec 12:13:17 -D- enabled for this user
Alogon request has been granted for user DESKTOP-QVTIFVE Utilisateur because DESKTOP-QVTIFVEwWtilisateur is

10 Dec 121317 allowed

BRUTEFORCE

A connection has been authorized for user DESKTOP-OVTIFVE wtilisateur from computer because this feature is not

10 Bec O enabled for this user

IP ADDRESSES

Alogon request has been granted for user DESKTOP-QVTIFVE utilisateur because DESKTOP-QVTIFVE\Wtilisateur is

10 Dec 11:09:08 allowed

Dopb o

A connection has been authorized for user DESKTOP-QVTIFVEwtilisateur from computer because this feature is not

9 hec1 %151 enabled for this user

GARCINCIIG)

WORKING HOURS

p 4
)
[ permissions
o
A

SECURE DESKTOPS
(%)  System audit -1 issue found on 12/10/2021 12:44:38 PM

[ enproinTs
® Version 5.4,11.22 - Mew version available, click here to upgrade to 6.0.12.6 ® Read changelog

EI RANSOMWARE

3 serminGs
Help
(@7 LICENSE English & @

@ Trial License 14 days

05 p9a, TSplus Advanced Security i Gudasi9 . cuaxill
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Toplus Advanced Security

Sessions

| Restrict Working Hours

Dashboard
. Configured

Authorize users and groups to connect enly during certain days and
timeslots.

Timeslot permissions can be managed by user or group. If a user belongs
to several groups, the most permissive permissions apply

Firewall

Sessions

Ransomware

Aleris

Trusted Devices
Reports

@ Configured

Decide whether a user can connect from any device o only specific device
names and prevent compromised credentials from being used to access
your natwork

A list of devices that atiempt to connect is autematically created, facilitating
the task of accepting or denying access from specific devices

Settings

License

Choose Trusted Devices

(3) User Guide

Version7 1911

Secure Sessions

. Configured
Configure the security level for each user or group by selecting one of three
standardized security levels crafted to the T industry's best practices
standards.

Customize the security level of each of the three standard modes to fityour
needs.

onfigu re Sessions

Permissions Management

. Configured
Easily inspect and edit permissions of users, groups, files, folders and

printers or inspect permissions applied to cach folder, subfolder o file.
Audit specific files to monitor permissions in the event viewer

Inspect Permissions

Manage Permissions

Permanent License Activated - Ulimate P-.:-_




Toplus Advanced Security

ADVANCEDSECURITY

Sessions

Users and Groups - AD Domain

Restrict Working Hours

() Mot configured for this user/group

Default View
() Always authorize
Dashboard Switch View
(O Always block
® Firewall 2 alfﬁadsmm @ Authorize only during these time ranges:
2 Administrateur (allowed) Monday: 09:00 = to 17:30 =
2 usert
@ Sessions 2 use2 Tuesday: 0%:00 ¥ ta 17:30 3
2 user3
2 userd Wednesday: 09:00 = ta 17:30 5
=24 Groups
\gl Ransomware 22, Accés compatible pré-Windows 2000 Thursday: 03:00 s to 17:30 &
2, Accés DCOM service de certificats = =
sk Friday: 09:00 o to 17:30 3
o} Administrateurs ciés . st B = B
Administrateurs clés Enterprise
Administrateurs de I'entreprise [ sundes: . -
E Reports Administrateurs du schéma
Administrateurs Hyper-V
it Select timezane for user or group ((UTC=01:00) Bruxelles, Copenhague, Madrid, Paris is applied by default):
Contréleurs de domaine
!‘Q Settings Contréleurs de domaine clonables ~| |
Contréleurs de domaine dentreprise en lectur
Contréleurs de domaine en lzcture seule Whitelisted users will always be able to connect.
G License g::ﬁi:;::woxy This feature prevents a user from opening a new session outside of his authorized time ranges, and log him off autamatically when his
working hours are over.
Duplicateurs
2. Editeurs de certificats e
< >

() Local Users and Groups

(® AD Users and Groups

(3) User Guide
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